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A. Introduction & Explanatory Note



This report has been prepared by ICES to support its request for continued approval of the Information and

Privacy Commi ssioner of Ont ari o (PeBoBal Heaith thfermatios e c t i on
Protection Act, 2004 (PHIPA).

Our report demonstr at es | CES® policies, procedures and practi
whose personal health information ICES collects under section 45(1) of PHIPA. It does so from three

perspectives: Section B details the existence and sufficiency of the documentation required by Appendices

A and B of the Manual for the Review and Approval of Prescribed Persons and Prescribed Entities (the

fIPC Manuald. This is followed in Section C of our report by an assessment of the effectiveness of those

policies, procedures and practices according to the indicators defined in Appendix C of the IPC Manual.
Finally, we affirm the accuracy and completeness of t
Executive Officer.

Prepared by Michael Smith and Kelley A.Ross with oversight by Rosario Cartagena
and w ith contributions from members of ICES Privacy & Legal Office



B. Required Documentation



Part 117 Privacy Documentation

1. PrivacyPolicyin Respect ofits Status as a Prescribed Person or Prescribed Entity

APPLICATION
Fully applicable 'H | Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicles Name Status
a. Privacy Policy Implemented
b. Privacy Information, Inquiries & Complaints Policy Implemented
c. Privacy Impact Assessment Policy Implemented
d. ICES PIA 7 New ICES Data Holding Implemented
e. ICES Project PIA Form Implemented
f.  Website privacy information Implemented
DESCRIPTION
| CESO Privacy Policy =establishes an overarching frar
health information, and | CES® approach to its protec|

Status under the Act

| CESO Privacy PBRQBO cygt atesss rad entity upderess 18(1)i ob @. dReg.e 329/04. The policy

decl ares | CESO c ommi t me nt nfdrnatiorp in actoedantce witleRHIBAO and its regudatioh. t Iin

addition, the policy confirms that ICES implements the required privacy and security policies, procedures and

practices, and that these are subject to review and approval by the Information and Privacy Commissioner of Ontario

everythreeyears. The policy also acknowledges | CESH responsi
by its agents, and requires ICES to provide training to agents to enable their compliance.

Privacy & Security Accountability Framew ork

| CESO Privacy Policy articulates an accountability f

and w ith the privacy and security policies, procedures and practices ICES implements to maintain its designation as

a prescribed entity. Under the framework, |CESO Chi ef
 Has ultimate responsibility for ensuring compliance with PHIPA anditsregul ati on and | Cl

security policies, procedures and practices as a prescribed entity;

f Must appoint a Chief Privacy and Legal Officer and delegate to that person authority for day-to-day
management of privacy and security at ICES, including responsibility for putting in place policies,
procedures and practices to prevent, detect and respond to privacy and security breaches; and

f Is required to make an annual report of privacy breaches and complaints, as well as privacy audits and
privacy impact ass es s ments to the Finance, Audit and Risk

Collection of Personal Health Information

| CESO Privacy Policy identifies the purposes for whi
health informat i on coll ected and its sources. The policy als
in accordance with PHIPA and its regulation, and limited to that which is reasonably necessary to, and avoided
w here other information will, servethe pur pos e . | CESO Privacy Impact Assess

Privacy Policy, stipulates that a privacy impact assessment must be conducted by an ICES Privacy subject matter
expert (SME) prior to collection. Assessment of the amount and type of personal health information collected, w hich
must be justified, is specifically provided for in templates used to conduct privacy impact assessments under that
policy. The Privacy Policy requires the Chief Privacy and Legal Officer to ensure publication of a list of ICES data

hol dings on | CESH public website, together with a
information. The list of specific | CESHS data holding
itsef does not form part of | CESO Privacy Policy.

Use of Personal Health Information

| CESO Privacy Policy identifies the purposes for w
information may be used for the purposes of health system analysis and evaluation and research conducted w ithin
ICES, and preparing information for disclosure to external researchers. In all cases, use must be in accordance w ith
PHIPA and its regulation and, w here applicable, research ethics board approvals. The policy clearly provides that
agents who conduct health system evaluation and r esé€
only. Coded information is personal health information from w hich direct personal identifiers, such as names and
health card numb er s , have been either removed or replaced by




also stipulates that requests to use such information are subject to a privacy impact assessment conducted by an
ICES Privacy SME. The template developed for t hi s pur pose under | CESO Pri
specifically designed to limit the information made available forthese purposes to w hatis reasonably necessary and
in the least sensitive form required.

Disclosure of Personal Health Information

| CES6 Privacy Policy Ilimits disclosure of personal he
to other prescribed entities and prescribed registries; (2) disclosures of risk-reduced coded datasets to external
researchers; and (3) to define cohorts for external researchers for the purpose of publicly funded research that
cannot be reasonably conducted within ICES.

Risk-reduced coded data is coded data that has been assessed for the identifiability of any underlying individuals
and adjusted, as required, until the level of identifiability is low. Disclosures are made only as permitted by PHIPA
and section 18(4) of its regulation and data sharing agreements, and verified through a privacy impact assessment.
Conducted by ICES Privacy SMEs, privacy impact assessments are designed to ensure that ICES discloses
personal health information only w here other information will not serve the purpose, and discloses no more personal
health information than is reasonably necessary. For disclosures of risk-reduced coded data, external researchers
are permitted to access the datasets ICES prepares for them only on a secure ICES desktop. Cohort disclosures
are limited to the minimum variables 1 including direct and indirect personal identifiers T necessary to identify a study
population externally. Once confirmed, cohort lists are securely transferred in accordance w ith the cohort disclosure
service agreement. Disclosure of personal health information is not permitted in any other scenario. Instead, the
policy permits disclosure of de-identified information only to external researchers for retention outside the ICES
desktop, to know ledge users and in publications. In each case, permission to disclose is subject to a review of the
data to determine the information could not, in any reasonably foreseeable circumstance, be used, either alone or
in combination w ith other information, to identify an individual.

Secure Retention, Transfer & Disposal of Records of Personal Health Information

ICESH Privacy Policy addresses the secur a healb inlormationoim hoth
paper and electronic format. Personal health information w ith direct personal identifiers is retained only temporarily .
It is isolated in secure netw orkfolders and cabinets until data quality issues have been resolved, and is then securely
destroyed by an ICES-approved method, such as cross-cut shredding for paper or secure wiping or physical
destruction for media and devices. ICES also protects personal health information in transit. Protections include an
encrypted file transfer system that is used for inbound and outbound electronic file transfers, and a requirement to
remove direct personal identifiers before transferring paper.

Implementation of Administrative, Technical & Physical Safequards

| CESO Pr i v a dngs sénel of theyadmmistrative, technical and physical safeguards ICES implements to
protect personal health information it receives against theft, loss and authorized use and disclosure and to maintain
confidentiality of the information. The safeguards outlined include restrictions on access that protect personal health
information against unauthorized copying, modification or disposal. Agents w ho conduct health system and analysis
and evaluation or health-related research are permitted to access coded information, and external researchers are
permitted to access risk-reduced coded data only.

Inquiries, Concerns & Complaints Related to Information Practices

| CESO Privacy Policy requires | CES to establ ansl bomglaints ¢
about | CESd privacy policies, procedures and practic
regulation. The Chief Privacy and Legal Officer is responsible for establishing and implementing procedures for the

receipt and handling of privacy inquiries and complaints by ICES Privacy SMEs. The Chief Privacy and Legal Officer

is also required to ensure instructions, including o
inf ormation publ i swebgite most includeEiSséructigns that inguiries, concerns and complaints

about | CESH privacy practices may be addressed to thi
w riting, and includes a mailing address and other contact information to enable this. The w ebsite must also include

a statement that individuals may direct complaints r
entity to the Information and Privacy Commissioner of Ontario, and associated mailing address and contact
information.

Transparency of Practices in Respect of Personal Health Information

| CESO Privacy Policy requires I CES to publish inf or n
processes to allow individuals to obtain further information about its privacy policies, procedures and practices as a
prescribed entity. | CESO Chi ef Privacy and Legal of f
al so elaborated under | CES 6 ndRoniphirdsc Bolicyl nf or mat i on, | nql




2. Policy & Procedures for Ongoing Review of Privacy Policies, Procedures & Practices

APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Internal Audit Policy Implemented
b. Privacy Audit Procedure Implemented
C. \Trvg/ﬁ((t:))éol\lﬁonltonng Log & Report Forms implemented
d. Policy Framew ork & Governance Policy Implemented
e. Discipline & Corrective Action Policy Implemented
DESCRIPTION
| CESO Internal Audit Policy provides for continuous
The purpose of monitoring is to detect w hen existing policies, procedures and practices require amendment and
w hennew policies, proceduresand practices are required to meet | CE{

The Chief Privacy and Legal Officer is responsible for putting in place a monitoring program to identify and address
the implications of the follow ing as they occur:

1 Relevant regulatory changes and guidance, including any orders, fact sheets and best practices issued by
the Information and Privacy Commissioner of Ontario under PHIPA and its regulation;

1  Changes to relevant industry standards;

1 Risks identified through privacy impact assessments;

1 Deficiencies identified through audits;

1 Inconsistencies betw een and among privacy and security policies, procedures and practices and betw een
them and | CES6 ;andt ual practices

1 Investigations into privacy incidents, breaches and complaint s about | CESd privac

The policy and Privacy Audit Procedure, w hich the Chief Privacy and Legal Officer is responsible for putting in place,
provide for:

1 Avreview of every privacy policy and their associated procedures and practices against all of the above prior
to each scheduled review of ICES policies, procedures and practices by the IPC pursuant to section 45(4)
of PHIPA;

1 Searches of relevant external websites and dat ab]

deficiencies and inconsistencies listed above in support of the review;;

The procedure and timeframe for undertaking the review;

The form, content and supporting evidence that must be generated to document the review;

The procedure for identifying, and taking stepstoaddr ess, any need to amend

policies, procedures and practices identified through the review ; and

Assignment of ICES Privacy SMEs or qualified third parties to conduct the reviews.

P g

I CE Folicy Framework and Governance Policy governs the revision, creation and communication of policies,

procedures and practices at ICES, including | CES6.l hntaercmaldaAcocei wiRol ild
and Governance Policy, the Chief Privacy and Legal Officer is responsible for the creation, revision and
communication of any changes to| CES 6 privacy policies, procedur es af

Policy. The Policy Framew ork and Governance Policy stipulates that changes must be communicated both to agents
through | C E $htranet and to the public.

Specifically, the Policy Framew ork and Governance Policy dictates the procedure for identifying a requirement for a
new or revised policy and/or procedur e, which incl ud g
accordance with procedure s s et out in |1 CES®6 Change Management P
procedures that affect general ICES operations or that require broader communications undergo Operations
Committee review, as wellas review by ICES satellite sites for netw ork-w ide policies and/or procedures. Lastly, new
or revised policies and/or procedures require review

Compliance w ith the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedur es, i n accordance w_i .t \Holatibrs E Bdudind |
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breaches, are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access
privileges, legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced
by | Omé&tor, Human Resources in consultaton wit h | CES Chane tegalPOfi viac gr un
Discipline and Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit
schedul e est abl ilsthnaldAudil Politye r | CESO

3. Policyon the Transparency of Privacy Policies, Procedures & Practices
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
b. Privacy Information, Inquiries & Complaints
Policy Implemented
c. Privacy Statement Implemented
d. Website Privacy FAQ Implemented
DESCRIPTION
I CESO Privacy Policy and Privacy Information, Inquir
about its data holdings and privacy policies, procedures and practices on its public w ebsite. Information that must
be published on I CES6 public website includes:
T 1 CESO6 Privacy Policy;
T Frequently asked questions related to | CES?S priv
T Documentation related to | CESG®OofRHPA bythe mformatian anddnwvace \

Commissioner of Ontario;

1 Anoverview of key administrative, technical and physical safeguards to protect privacy and prevent privacy
breaches;

1 Alstof | CES®S data holdings; and

1 Instructions, including the title, mailing address and contactinformation, for making inquiries and complaints
about | CESO privacy policies, procedures and pra

The Privacy Information, Inquiries and Complaints Policy requires publication of a brochure or frequently asked
questions, w hich, at a minimum, must address:

I The types of personal health information in ICES data holdings, and their sources;
I The purposes for w hich personal health information is collected,

I The purposes for w hich personal health information is used; and
1

The circumstances under w hich and the purposes for w hich ICES discloses personal health information,
and the persons or organizations to w hich it is typically disclosed.

Under the policies, | CESO Chi ef Privacy and Legal (e
requirements.

4. Policy & Procedures for the Collection of Personal Health Information
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Collectio_n of P(_arsonally Identifiable implemented
Information Policy

b. Collection of Personally Identifiable imolemented
Information Procedures P

c. Privacy Policy Implemented

d. ICES PIA Form i New ICES Data Holding Implemented

e. ICES Project PIA Form Implemented

11



f.  Internal Audit Policy Implemented
g. Discipline & Corrective Action Policy Implemented
h. Privacy Incident Management Policy Implemented

DESCRIPTION

ICESG Privacy Policy identifies the purposes for w hich ICES collects personal health information, its nature, and from
w hom. Key collection purposes identified in the policy include health system analysis and evaluation, conducted by
ICES independently or on behalf of policy-makers and health care providers, and research conducted by ICES
scientists and others under the oversight of a research ethics board. Health information custodians like hospitals,
other prescribed entities, prescribed registries and researchers are identified as the sources. All disclose personal
health information to ICES.

| CESO Pr i v ac yColldetioh i of Rersomallyd Identifiable Information Policy both ar t i cul a
commitment to collect personal health information only in accordance with PHIPA and its regulation, to collect
personal health information only w here other information will not serve the purpose, and to collect no more personal
health information than is reasonably necessary to meet the purpose.

Compliance wi t h | CES® Pr i v a cprocedwds is angndatry €or all dgents.eAgents must notify an
ICES Privacy SME at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policy
or procedur es, i n a Pricaoyr Intidemtc Managerineinth PolicyC B/$fations including breach are
subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or contractwithICES. Discipl i nary acti ons a rDeectern
Human Resources in consult adndlegal OF iftiflt elrCESHOd e€Ch ileCFES &1 1D
Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established
under Iht&@@aBEMudit Policy.

Review & Approval Process

The Collection of Personally Identifiable Information Policy stipulates that any agent whow ishes to collect personal
health information must as kodofda@d aprivRay impaet @assesamerd. Assess@ehts, (
w hich are conducted by an ICES Privacy SME in consultation with the requestor, must be completed to authorize

the collection. The assessments are conduct ed Leggl ®ifices
under | CESO® Privacy Impact Assessment Policy. The te
1 The collection is permitted by PHIPA and its regulation;
1 Al conditions or restrictions in PHIPA and its regulation are satisfied,;
1  Other information, such as de-identified or aggregate information, w ill not serve the purpose; and
1 No more personal health information is collected than is reasonably necessary for the identified purpose.

Conditions or Restrictions on Approval

| CESO privacy ittgnplates, waichare definedeand mandatory, are the vehicle used to address and
document each of the requirements listed above, and communicate the results. Requestors receive a copy of the
completed assessment, w hichincludes a decision to approve or deny the collection, as wellas any conditions that
must be met. These include requirements to establish a data sharing agreement prior to collection in all cases w here
personal health information is being collected. These requirements are supported in the Collection of Personally
Identifiable Information Procedures. The procedures define the process for obtaining approvals and establishing
data sharing agreements. | CESO Contracts Speciali st
consulting with an |ICES Privacy SME as necessary, an(
in place and collection may therefore proceed.

Secure Retention, Transfer & Return or Disposal

The policy specifically requires that personal health information, once collected, be retained, transferred and returned
or disposed of in accordance with ICES policies, procedures and practices on these topics. These are described in
2(5), 2(7) and 2(8) in Part 2 of Section B of this report.

5. List of Data Holdings Containing Personal Health Information
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Dictionary Implemented

DESCRIPTION
ICES has developed and maintains an up-to-date listand briefd e s c r i pt i data hadings| Cltch i§ published
on | CES®S public website.

12



6. Policy & Procedures for Statements of Purpose for Data Holdings Containing Personal
Health Information

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES DSA (HIC) Implemented

b. ICES DSA (Researcher) Implemented

c. Collection of Personally Identifiable implemented
Information Procedures

d. CoIIectio.n of Pgrsonally Identifiable implemented
Information Policy

e. Privacy Impact Assessment Policy Implemented

f. Internal Audit Policy Implemented

g. Discipline & Corrective Action Policy Implemented

h. Privacy Incident Management Policy Implemented

i. ICES PIA Form i New ICES Data Holding Implemented

j. ICES Project PIA Form Implemented

DESCRIPTION

ICES6 Collection of Personally Identifiable Information Policy and associated procedure set out the requirements for
generating, review ing, amending and approving statements of purpose for data holdings containing personal health
information. The policy requires ICES to generate a statement of purpose each time it collects information for
inclusion as an ICES data holding. Statements of purpose must identify the purpose of the collection, as wellas the
personal health information involved, its source, and the need for it.

Under the policy, any agent w ho wishes to collect personal health information for an ICES data holding must ask

| CESO Privacy and Legal Of fice to conduct a privacy
ICES Privacy SME in consultation with, and signed off by, the requestor, are required to generate an approved
statement of purpose. | CESO® Contracts Specialist or

approved statement of purpose is review ed by the person or organization fromw homthe personal health information
w ill be collected and incorporated into a data sharing agreement, w hich must be in place prior to collection. Under
the policy, the statement of purpose must be amended, by repeating these procedures, prior to undertaking any
activity that is inconsistent w ith the statement of purpose as approved.

The accuracy and currency of statements of purpose are verified on an ongoing basis as well as through annual
audits. Permission to use any data holding is subject to review and approval by an ICES Privacy SME. Conducted
using an ICES Project PIA Form, the review must confirm that the proposed use is in accordance w ith the statement
of purpose. Annual audits are conducted by an ICES Privacy SME, and are required under | CE Snéernal Audit
Policy. Where inaccuracies are discovered though an audit, these must be corrected by follow ing the procedures for
amendment described above.

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedures, in accordance with | CESidg brBach
are subject to a range of disciplinary actions including w arning, temporary or permanent loss of access privileges,
|l egal sanctions and termination of empl oyment or cor
Director, Human Re s our ces in consultati oandLbegaltOi fliCESHO uGhdieerf | Kl
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established Ihternal Audit PHlG/ES 6

13



7. Statements of Purpose for Data Holdings Containing Personal Health Information
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES DSA (HIC) Implemented
b. ICES DSA (Researcher) Implemented

c. ICES Data & Analytic Services Agreement | Implemented
I Research (various)

DESCRIPTION

ICES generates a statement of purpose each time it collects personal health information for inclusion as an ICES
data holding. Statements of purpose, are incorporated into, and form part of, data sharing agreements and research
agreements w ith individuals and organizations w ho disclose personal health information to ICES. The statements of
purpose identify the purpose of the data holding, as wellas the personal health information involved, its source, and
the need for the information in relation to the identified purpose.

8. Policy & Proceduresfor Limiting Agent Access to & Use of Personal Health Information

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Protection of ICES Data Policy Implemented

b. Contracts Database Implemented

c. ICES Confidentiality Agreement (General) Implemented

d. ICES Confidentiality Agreement (Data imolemented
Covenantor) P

e. ICES Confidentiality Agreement (Abstractor) | Implemented

f. ICES Collaborating Researcher NDA Implemented

g. ICES Project PIA Form Implemented

h. Privacy Impact Assessment Policy Implemented

i. ICES PIA i New Data Holding Form Implemented

j. Tgrmlnatlon o_f Employment/Resignation & implemented
Discharge Policy

k. Research Analytics Environment (RAE) implemented
Procedures P

I.  Management of Data Covenantors implemented
Procedure

m. Abstractor Onboarding & Offboarding implemented
Procedure P

n. Data Covenantor Log Implemented

0. Log of ICES Abstractors Implemented

p. ICES Project PIA Log Implemented

g. Dataset Creation Plan Template (various) Implemented

r. Privacy Incident Management Policy Implemented

s. Discipline & Corrective Action Policy Implemented

t.  Internal Audit Policy Implemented

DESCRIPTION

| CE $btection of ICES Data Policy limits accessto and use of personal health information by agents on a need-to-
know basis. The policy ensures that agents access and use the least identifiable information and the minimum amount
required for their role. ICES also ensures that any agents granted access to and use of personal health information may
disclose such personal health information only as permitted by PHIPA and its Regulation.

Under the policy, only ICES Data Covenantors and ICES Abstractors are permitted to handle personal health information
w ith direct personal identifiers. These are the agents responsible for collecting personal health information at ICES.
Agents who conduct health system analysis and evaluation, and link information in ICES data holdings for those
pur poses, are permitted to access fAcodedod information o
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direct personal identifiers, such as names and health card numbers, have been removed or replaced with a confidential
code by an ICES Data Covenantor.

The extent of access to coded information is then subject to access levels and permissions, w hichare based on need.
ICES analytic staff, who create project datasets, require and therefore have access to ICES data holdings; others on
the project team are permitted to access and use project datasets only, subject to their assigned level of access and
approval to participate in the project. For example, an epidemiologist may have accessto a version of a project dataset
that contains year of birth and the firstthree digits of the postal code; those variables will not be present in the version
used by the investigator. Analytic staff are responsible for making these adjustments to the project datasets they create.
And, under the policy, investigators w ho are not ICES scientists i called ICES collaborating researchers i are permitted
to receive aggregate data only.

All'agents are prohibited fromaccessing and using personal health information if other information, such as de-identified
or aggregate information, will servethe purpose, and from using more personal health information than is necessary for
the purpose. Agents are also prohibited from using coded or other information, alone or in combination, to identify any
individual. This includes attempting to decrypt information that is encrypted, attempting to identify an individual based
on unencrypted information and attempting to identify an individual based on prior know ledge. This prohibition is
reinforced through ICES 6 conf i dent-dislbsure yagrearentds andoconditions enforced through the ICES
Project PIA Form, whichis used to request and document approval to conduct projects at ICES.

Review & Approval Process

Under the Protection of ICES Data Policy, permission to access or use personal health information is subject to a privacy
i mpact assessment . Privacy impact assessments are con
Assessment Policy.

Permission foran ICES Data Covenantor to collect and use personal health information forthe purposes of establishing
or maintaining an ICES data holding is provided in an ICES PIA Form i New Data Holding. The process for requesting
a privacy impact assessment in this scenario and the requirements that must be satisfied are set out in Part 1(4) of
Section B of this report.

All other permissions to access and use personal health information for purposes other than research are provided in
the ICES Project PIA Form. Submi tt ed t o | CESd fideby thearngipal invedtigatorefgr thé prof@dt, the
ICES Project PIA Form defines the requirements and documentation that must be satisfied in requesting, review ing and
determining w hether, and on w hat basis, permission to use personal health information is granted. To approve, the ICES
Privacy SME must be satisfied that:

The request to access and use personal health information is permitted by PHIPA and its regulation;

The project objectives cannot be reasonably accomplished w ithout the personal health information;

The project objectives cannot be accomplished w ith de-identified and/or aggregate information; and

No more personal health information willbe accessed and used than is necessary to achieve the objectives of
the project.

= =4 =a =

These determinations are supported by a warranty from the principal investigator, w hich has been confirmed by their
program leader, that the personal health information is relevant and required. Further, in all cases permission is granted
subject to the condition that a more granular dataset creation plan must be established jointly by the principal
investigator, or the responsible ICES scientist if the principal investigator is not a full-status ICES scientist, and ICES
analytic staff prior to creation of the project dataset, and align to the project objectives approved in the ICES Project PIA
Form.

Once finalized, the |1 CESS Privacy and Legal Administr a
investigator for the projectand upl oads a copy to a network folder, w he
and analytic staff.

Conditions & Restrictions on Approval

Again, the Protection of ICES Data Policy establishes the purposes for, and conditions under w hich, each category of
ICES agent is permitted to access and use personal health information. Under the policy, permission for access and
use of personal health information is for, and for as long as required for, those purposes.

The need for access is monitored and managed through the Research Analytics Environment (RAE) Procedures. The
procedures provide for annual review of access to project folders, and removal of access that is no longer required. This
is reinforced by provisions in confidentiality agreements, which mus t be signed by every a
Aw areness and Training Policy. By signing, agents agree to access and use personal health information only:
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f Asnecessary for their role;
9 If other information will not serve the purpose; and
 To the extent reasonably necessary for the purpose.

The agreements also require agents to acknow ledge and agree that they are not permitted to disclose personal health
information. The exception is ICES Data Covenantors, who are responsible for disclosures, subject to the policies,
procedures and practices described in Part 1(12) of Part B of this report.

Notification & Termination of Access & Use

A palicy is in place to provide notification and terminate access and use whenan agent is no longer employed by ICES
or requires access.| CES 6 Terminati on of Empl oy ment / Re s ieg nosfication rand
termination of access and use of personal health information at the end of employment. Under the policy, employees
are required to notify their supervisor in writing of their intention to resign. Within 24 hours of receipt, the supervisor is
required to forward the written notice to a member of
notification to | CESGO atilfy Maragen The meticetalerta thabe groGs Hthe Reed to secure
computer files and terminate access to ICES systems and facilities, and the timeframe for doing so. There are distinct
procedures that govern the process for terminating access whenan ICES Data Covenantor transitions to a different role

or an | CES Abstractords assignment concludes. The Ma
immediate supervisor to submit a request form to the Director of ICES Data Quality and Information Management, w ho
mu st then send a ticket that instructs | CESH Inf or mat i

and Offboarding Procedures, the research coordinator responsible for the ICES Abstractor sends the ticket, triggering
removal of access and recovery of any [T equipment.

Secure Retention & Disposal

Under the Protection of ICES Data Policy all permission to access or use personal health information is subject to the
policies, procedures and practices governing secure retention and disposal that are described in 2(5) and 2(8) in Part 2
of Section B of this report.

Tracking Approved Access to & Use of Personal Health Information

ICES tracks approved access to and use of personal health information. Four logs and one form are maintained. The
Director of | CES®d Data Quality an dDath€dvenantor ltog, evhich lista apprgvedn
I CES Data Covenantor s. | CES6 Data Quality and Informat
tracks actual access and use of personal health information by ICES Data Covenantors. Project managers are required
to maintain a log of ICES Abstractors, w hich identifies any abstractors and the scope, purpose and duration of their
approval to access personal health information forthe association project. Finally, the Privacy and Legal Administrator
maintains the ICES Project PIA Log, which captures the names of all agents authorized to access and use personal
health information for specific projects. The ICES Project PIA Log is supplemented witha list of project team members
that is maintained as part of the Dataset Creation Plan, w hich must be established for every project.

Compliance, Audit & Enforcement

Compliance w iththe above policies, procedures and practices is mandatory for all agents. Agents must notify an ICES
Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policies or
procedur es, in accordance with | CES6 dns,ineluiogybredch, are subject to
arange of disciplinary actions including w arning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract wi t Diredtdt EHSman Resosirces
in consultation witdnd LegatDF f Cbheef urPdév at ESO Disciplin
Compliance is subject to annual audit by an ICES Privacy SME and an audit schedul e Inhesal
Audit Policy.

9. Log of Agents Granted Approvalto Access & Use Personal Health Information

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Contracts Database Implemented
b. ICES Abstractor Log Implemented
c. ICES Project PIA Log Implemented
d. Dataset Creation Plan Template (various) Implemented
e. DQIM Data Disclosure Log Implemented
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DESCRIPTION

ICES maintains logs of agents granted approval to access and use personal health information. Together the logs
capture:

Agent name;

Data holding;

Type of access and use;
Start date; and

End date.

E ]

Please note, the DQIM Data Disclosure Log captures date of disclosure instead of start and end dates.

10. Policy & Procedures for the Use of Personal Health Information for Research

APPLICATION

Fully applicable i Qualified application (explain)l CES6 Privacy Policy per
health information forresearch. Part 1(10) therefore applies to ICES only up to the
bolded sub-heading on page 31 of the IPC Manual.

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
b. Privacy Incident Management Policy Implemented
c. Discipline & Corrective Action Policy Implemented
d. Internal Audit Policy Implemented
e. Research Ethics Review Policy Implemented
f.  Protection of ICES Data Policy Implemented
g. Privacy Impact Assessment Policy Implemented
h. ICES Project PIA Form Implemented
i. DAS Project Intake, Adjudication & Implemented

Initiation Procedure
j.  ICES Data & Analytic Services Agreement Implemented
- Research
k. ICES Data & Analytic Services Agreement Implemented
i Authorized Researcher Agreement

I.  Privacy Awareness & Training Policy Implemented

m. ICES Confidentiality Agreement (General) Implemented

n. ICES Confidentiality Agreement (Data Implemented
Covenantor)

0. ICES Confidentiality Agreement implemented
(Abstractor) P

p. ICES Collaborating Researcher NDA Implemented

g. ICES Project PIA Log Implemented

r. DAS Projects Log Implemented

s. Contracts Database Implemented

t. Data Management Policy Implemented

DESCRIPTION

| CESO Pr i v @enyfies Phe Iscenayios in which personal health information may be used for research
purposes. Personal health information may be used for the purposes of research conducted by ICES and for
continuing ICES research commenced outside ICES. In addition, personal health information may be used to
perform analysis requested by, and prepare datasets for disclosure to, external researchers. In all cases, this is
subject to the general principle, also articulated in the policy, that ICES does not use personal health information if
other information willserve the purpose or use more personal health information than is necessary for the purpose.

Compliance w iththe privacy policy is mandatory for all agents. Agents must notify an ICES Privacy SME at the first

reasonable opportunity if they breach, or believe th
Privacy Incident Management Policy. Violations, including breach, are subject to a range of disciplinary actions,

including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment

or contract with ICES. Disciplinary actions are enforced by | CE $ibector, Human Resources in consultation w ith

| CESO Chi afdLeBal O e ger under | CES6 Disci pl iComplangenidsubfecttor
annual audit by an ICES Privacy SME and an audit schedule established under ICES 6internal Audit Policy.
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Circumstances in w hich use of Personal Health Information is Permitted

ICES Research Ethics Review Policy stipulates that ICES must obtain approval of a Research Ethics Board prior to
commencing any ICES research. Use of personal health information for the purposes of externally-approved
research must have the approval of the research ethics board that approved the research. These requirements are
reinforced through the ICES Project PIA Form and the DAS Project Intake, Adjudication and Initiation Procedure,
w hich guide the review and approval of research conducted inside ICES and external research, respectively.

Distinction betw een the Use of Personal Health Information for Research & Other Purposes

Both the Privacy Policy and the Research Ethics Review Policy explicitly distinguish betw een use of personal health
information for research purposes and for the purposes of section 45 of PHIPA. This is reinforcedin the ICES Project
PIA Form. This is the form used to request and document permission to use personal health information for any
project at I CES. Submitted to | CES®O Privacy and Lega
must be review ed and approved by an ICES Privacy SME. To do so, the ICES Privacy SME must identify and record
on the form:

1 Whether the use willbe for a section 45 purpose or for research;

1 Whether or not research ethics board approval is required; and

1  Where research ethics board approval is required, identify any deficiencies in that approval, w hich need to
be addressed in order for the project to proceed.

Review & Approval Process

Under the Protection of ICES Data Policy, permission to access or use personal health information for any project
conducted w ithin ICES is subject to a privacy impact assessment. Privacy impact assessments are conducted by
ICES Privacy SMEs under | CESO Privacy | mpsingthe ICESs Bogest Plné&arm. PdPmisisiornt
to use personal health information in support of external research is governed by the DAS Project Intake,
Adjudication and Initiation Procedure.

The ICES Project PIA Form and DAS Project Intake, Adjudication and Initiation Procedure define the requirements
and documentation that must be satisfied in requesting, reviewing and determining w hether, and on w hat basis,
permission to use personal health information for a research purpose is granted. In both scenarios, the ICES Privacy
SME must be satisfied that:

The request to access and use personal health information is permitted by PHIPA and its regulation;

The proposed use of personal health information is reflected in a written research plan, which has been
approved by a research ethics board in accordance with PHIPA and its regulation;

A copy of the research ethics board approval is appended to the ICES Project PIA Form;

The personal health information to be used is consistent with w hat has been approved,;

The research objectives cannot be accomplished w ith de-identified and/or aggregate information; and

No more personal health information willbe accessedand used than is necessary to achieve the research
objectives.

f
f
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In the case of research to be conducted within ICES, these determinations are supported by a warranty fromthe
principal investigator, which has been confirmed by their program leader, that the personal health information is
relevant and required. External research has been approved by a research ethics board. Further, in all scenarios
permission is granted subject to the condition that a more granular dataset creation plan must be established jointly
by the principal investigator, or the responsible ICES scientist if the principal investigator is not a full-status ICES
scientist, and ICES analytic staff prior to creation of the project dataset, and align to the research objectives approved
in the ICES Project PIA Form, or, in the case of external research, set out in the writtenresearch plan that has been
approved by a research ethics board.

Once finalized, the ICES Privacy and Legal Administrator or the Privacy SME w ho review s the documentation sends
the approved ICES Project PIA Form to the principal investigator for the project and uploads a copy to a netw ork
folder, wher e it i s ac c e s evenardtoes ahdoanalyte E&fd. In tBeachsa of €ternal research, the DAS
Research Program Manager uploads a copy of the signed services agreement to the Contracts Database and
requests a billing number, whichis the authority for analytic staff to begin work.

Conditions or Restrictions on the Approval

The ICES Project PIA Form and DAS Project Intake, Adjudication and Initiation Procedure are designed to ensure
compliance withthe requirements of section 44(6) (a) through (f) of PHIPA. They do so as follow s: first, to approve,
the ICES Privacy SME is required to verify compliance wiith:
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1 Any conditions specified in the w ritten research plan; and
1 Any data sharing agreement governing personal health information disclosed to ICES forthe research.

Second, in submitting an ICES Project PIA Form for approval, the principal investigator has already formally
accepted that the research will be subject to the terms and conditions identified on the form. External researchers
are required to enter into a services agreement (in the case of the principal investigator) or confidentiality agreement.
These stipulate that:

Personal health information may be used only for the approved research objectives;

Results must not be published in any form that could reasonably enable re-identification of any individual;
Personal health information must not be disclosed except as required by law;

No individual may be contacted; and

Agents report breaches and suspected breaches to an ICES Privacy Officer at the first reasonable
opportunity.

=a = -8 -8 A

The Privacy SME responsible for delivering privacy orientation ensures the execution of Confidentiality Agreements
by obtaining signed copies and providing them to the Privacy & Legal Administrator, w hois then responsible for filing
signed agreements and tracking their execution in ICES6 Privacy & Security Awaren

| CES6 Privacy Incident Management Policy and procedur
w ho disclosed the information to ICES. Although the principal investigator has overarching responsibility for conduct
of research, it should be noted that the same conditions are imposed through confidentiality agreements that are
signed by every agent w ho participates.

Secure Retention, Return or Disposal

Personal health information used for researchatl CES r emains in | CESH custody

| CESO policies, procedur es and pract i ce¥o the @xtent shese uare¢
inconsistent with what has been approved by a research ethics board, that inconsistency will be identified and
addressed as part of the I CES Privacy SMEb6s review a

Regarding secure retention, the ICES Data Management Policy mandates that records of personal health
information in both paper and electronic format be retained for only as long as necessary to fulfill the purposes for
w hichthey w ere collected. The policy requires that records of personal health information collected for research not
be retained forlonger than specified in the research plan approved by a research ethics board, and that records of
personal health information collected pursuant to a data sharing agreement not be retained for longer than set out
in the agreement. The policy provides for the establishment of arecords retention schedule, w hich exists and is used
to monitor and manage retention of personal health information in accordance withresearch plans and data sharing
agreements.

The policy stipulates that records of personal health information must be retained in a secure manner and assigns
overall responsibility to the | C E ®iéector, Data Quality and Information Management. The policy and the ICES Data
Management Standard identify the precise methods by w hich records of personal health information in paper and
electronic format must be securely retained. Records of personal health information on paper must be stored in
locked rooms and cabinets. Records of personal health information in electronic format on ICES systems must be
stored on a server isolated from the ICES netw ork. Records of personal health information on mobile media must
be encrypted and stored in locked rooms and safes.

The policy requires agents to take reasonable steps to ensure records of personal health information are protected
against theft, loss and unauthorized use, disclosure, copying, modification or disposal. The detail of the policy and
supporting standard, compliance w ith w hich is mandatory, effectively defines the reasonable steps, w hich include
use of locked rooms, cabinets and safes, segregated servers with access controls and encryption of mobile media.
As well,under the standard, personal health information w ith direct personal identifiers is retained only temporarily
until data quality issues have been resolved and is then securely destroyed by an ICES-approved method.

Regarding secure disposal, the ICES Data Management Policy and related procedures address the secure disposal
of records of personal health information in both paper and electronic format. The policy requires records of personal
health information to be disposed of in a secure manner that is consistent with the definition in PHIPA and its
regulation. The policy states that secure disposal means that records are disposed of in such a manner that their
reconstruction is not reasonably foreseeable in the circumstances.
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The ICES Data Management Standard, Information Media Destruction SOP and Destruction of ICES Data SOP
identify the precise methods for the secure disposal of records of personal health information in paper and electronic
format, including various media. Records on paper must be disposed of by crosscut shredding or deposited into
approved shredding bins for secure disposal by a third party service provider. Mobile devices or media must be
w iped using secure overw rite utility softw are. Unserviceable mobile media must be physically destroyed by burning
platters, degaussing or shredding to prevent reconstruction. Records on ICES servers must be permanently deleted.
The policy requires that these secure disposal methods be consistent with PHIPA and its regulation, with IPC orders,
including Order HO-001 and Order HO-006, and with IPC guidelines, factsheets and best practices, including Fact
Sheet 10: Secure Destruction of Personal Information.

The standard and the tw o SOPs address the secure retention of records of personal health information pending their
secure disposal. Records intended for disposal must be physically segregated from records intended for recycling,
stored in designated areas, and retained in clearly marked cabinets, safes or bins. Records on paper, if not shredded
by ICES staff, must be stored in designated bins distributed throughout | CES 6 premi ses unt
disposed of by a third party service provider. Shredding bins are clearly marked, opaque and locked and their

contents cannot be accessed by ICES staff.| CES 6 Facilities Manager i s ryeobs
paper bins pending secure disposal of their contents. Mobile media intended for disposal must be clearly marked
and stored in a locked room in a clearly marked safe until they are securely disposed of.| CES 6 I' T Ser

responsible for ensuring the media is securely retained pending its secure disposal.

In accordance with | CES?d Data Management Policy, re
purposes must not be retained by ICES longer than as is specified in the research plan approved by a research

ethics board. Records of personal health information set out in a Data Sharing Agreement and used for research

must not be retained longer than as set out in the Data Sharing Agreement.

| CES6 compliance witjhealt |l tofanhanabalveaudi subonducted
Internal Audit Policy.

Tracking Approved Uses of Personal Health Information for Research

ICES usesthe ICES Project PIA Log to track approved access to and use of personal health information for research
conducted w ithin ICES. The log is maintained by the Privacy and Legal Administrator, who is also responsible for
creating and maintaining a file on the ICES netw orkfor every project, including research projects. They include the
ICES Project PIA Form that approved conduct of the research with supporting research plans and approvals.
Approved uses for external research are tracked by the DAS Research Project Manager in the DAS Projects Log.
| CESO Data Quality and lamf who are tesponsible Mer ralh dpta Mestruction tatel CES,
captures creation of <certificates of destruction ins

In addition to the use of personal health information for research, ICES also permits the use of de-identified and/or
aggregate information for research purposes.

Review and Approval Process

Similar to the processes in place for the use of personal health information forresearch, a request for the use of de-
identified and/or aggregate information for any project conducted at ICES first would be subject to a Project PIA.
These PIAs would be conducted by a Privacy SME in acd
using an | CES Project PIA form compl et ed irddyontert & theRrofegt ¢
PIA form w ould be the same as for PIAs submitted for requests to use personal health information for research.

The Privacy SME w ould be responsible for approving or denying the request for use of de-identified and/or aggregate
information for a research purpose. Once finalized, the Privacy SME w ho completes the review of the Project PIA
would provide a copy of the approved form to the Principal Investigator, which would include the reason(s) the
request w as approved or denied.

Prior to use of the de-identified and/or aggregate information for a research purpose, an ICES Analyst would be
required to review the information to ensure it does not identify any individuals and that it is not reasonably
foreseeable in the circumstances that the information could be used, either alone or w ith other information, to identify
an individual.

Conditions or Restrictions on the Approval

Any ICES Agent granted approval to use de-identified and/or aggregate data for a research purpose is prohibited
from using the information, either alone or with other information, to identify an individual. This includes attempting
to decrypt information that is encrypted, attempting to identify an individual based on unencrypted information and
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attempting to identify an individual based on prior
ensuring these restrictions are being upheld.

11.Log of Approved Uses of Personal Health Information for Research

APPLICATION

Not applicable H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Project PIA Log Implemented
b. DAS Projects Log Implemented
c. Contracts Database Implemented

DESCRIPTION

The ICES Project PIA and DAS Projects logs, which are maintained by the Privacy and Legal Administrator and
DAS Research Project Manager, respectively, capture:

The name of the research study;

The principal investigator for the research study to w hom approval is granted,;

The date of the decision of the research ethics board that approved the written research plan;

The date ICES approved use of personal health information for the research study;

The nature of the personal health information approved for use;

The retention period for records of personal health information identified in the written research plan
approved by the research ethics board; and

1 The projected end date for the research study.

= =4 =4 -4 a9

For any personal health information <collected for th
Data Covenantors and | CES®6 Contracts Specialist, as
 Collection date;
1  Obligations to return;
1 The planned destruction date;
1  The actual date of return or destruction (as applicable); and
1  The date of dispatch of any certificate of destruction.

12. Policy & Procedures for Disclosure of Personal Health Information for Purposes Other
Than Research

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
b. Privacy Impact Assessment Policy Implemented
c. Privacy Incident Management Policy Implemented
d. Internal Audit Policy Implemented
e. Discipline & Corrective Action Policy Implemented
f. ICES Project PIA Form Implemented
g. ICES PIA Form i ICES Data Disclosure Implemented
h. Re-identification Risk Assessment Implemented

Procedure
DESCRIPTION

| CESO Pr i vacy Ristlasweyof parsonahhealth inf@reation to other prescribed organizations for their
prescribed purposes, as permitted by PHIPA and its regulation and data sharing agreements. Disclosure is
authorized only w here other information will not serve the purpose, and only to the extent reasonably necessary to
meet the purpose.

Compliance with | GEBddatoRrforalaagepts. Agedtsi musy notify an ICES Privacy SME at the
first reasonable opportunity if they breach, or believe there has been a breach of, the policy, in accordance with
| CESO Privacy Incident Management Policy. Violati ons,
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including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment
or contract with |CES. Di s ci p | Direcdor, YlJumaa drRésbuocessin cansdtation rwiitho
| CESO Chi arfdLeBal O acger under | CES6 Discipline and Corr
annual audit by an ICES Privacy SME and an audit schedul e Intemdl &ldit Roleyh ed u

Review & Approval Process

| CESO Privacy Policy stipulates that disclosures my
assessment. Assessmentsarec onducted by an I CES Privacy SME wunder
Under that policy, ICES Strategic Partnerships must submit a Request for Data Disclosure PA Formt o | CES
and Legal Office. This is the prompt foran ICES Privacy SME to initiate an ICES PIA Form i ICES Data Disclosure
to document its assessment, approval or denial, and any associated conditions and instructions. Once the ICES
Privacy SME has approved the PIA and is satisfied all conditions and restrictions have been satisfied, the process
for establishing a data sharing agreement may begin.

Approved or denied Data Disclosure PlAs are provided via email by the Privacy SME to Strategic Partnerships
Requirements for disclosure that are enforced through the ICES PIA Form i ICES Data Disclosure include:

The disclosure is permitted by PHIPA and its regulation;

All conditions and restrictions under PHIPA and its regulation are satisfied;

Other information, such as de-identified or aggregate information, will not servethe purpose; and

No more personal health information will be disclosed than is reasonably necessary for the identified
purpose.

E I ]

Conditions & Restrictions on the Approval

Where disclosure is authorized, the ICES PIA Form i ICES Data Disclosure stipulates that a data sharing agreement
is required and includes a section with instructions
f or ensuring a data sharing agreement is put in pl af
procedures and practices described in Parts 1(16) and 1(17) of Section B of our report.

| CESO Privacy Pol i cy a tdentifed infarmation dnly sockhow edge wsersp $uchdg policy -
makers. It does so with the caveat that the informatio n first must be assessed -i
identification Risk Assessment Procedure as creating no discernible risk of re-identification.

Secure Transfer, Return or Disposal
The topics secure transfer and secure return or disposal are both addressed in the ICES PIA Form i ICES Data
Disclosure. The completed form provides instructions for how each of these topics must be addressed in the data

sharing agreement that governs the disclosure, wdtentom
and Destruction of ICES Data Policy. This includes the timeframe for return or destruction, including return or
destruction in the context of termination of the dat g

Strategic Partnerships department is responsible for administration of data sharing agreements, including
enforcement of these required elements.

Compliance
Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the

policies or procedures, in accordance wi t hond BdEUMiIdg brlach
are subject to a range of disciplinary actions including w arning, temporary or permanent loss of access privileges,
l egal sanctions and termination of empl oyment or cor

Director, Hu ma n Resources in consult aandbegal fiftihc drCEGHd eChi leCl
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established Internal Audit POIIGES 6

13. Policy & Procedures for Disclosure of Personal Health Information for Research
Purposes & the Execution of Research Agreements

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
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b. Privacy Incident Management Policy Implemented

c. Privacy Audit & Monitoring Policy Implemented

d. Discipline & Corrective Action Policy Implemented

e. DAS Project Intake, Adjudication & Implemented
Initiation Procedure

f. DAS Request Form Implemented

g. Cohort Disclosure Procedure Implemented

h. Confirmation of Feasibility Implemented

i. Dataset Creation Plan (various) Implemented

j. ICES Data & Analytic Services Agreement Implemented
- Research

k. Authorized Researcher Confidentiality Implemented
Agreement

|.  Destruction of ICES Data Procedure Implemented

m.

n. CD-Link Proposal Review & Approval mplemented
Standard Operating Procedure (SOP) P

DESCRIPTION

| CESO Pr i v a c g diftlbduie of perspnal health tinformation to external researchers in tw o scenarios: first,
disclosures of risk-reduced coded data are accessed by researchers on a secure ICES desktop. These researchers
are permitted to receive and retain research results outside the desktop, but only after they have been de-identified
by an ICES analyst.

In the second scenario, ICES permits disclosure of cohort lists to external researchers for publically funded research
that cannot be reasonably conducted w ithin ICES. Disclosure of cohortlists must involve only the minimum variables
necessary to identify a study population externally, and must be transferredin accordance w ith the cohort disclosure
service agreement.

Each of these disclosures for research is made only as permitted by PHIPA and section 18(4) of its regulation and
data sharing agreements, and are subject to either the DAS Project Intake, Adjudication and Initiation Procedure or
the Cohort Disclosure Procedure. The DAS Project Intake, Adjudication and Initiation Procedure requires that a
dataset creation plan be established in consultation with, and approved by, an ICES Analyst. Dataset creation plans
are used to ensure the personal health information used to create datasets for researchersis relevant and required
to support the research objectives, and that ICES discloses personal health information only w here other information
w illnot serve the research purpose and discloses no more personal health information than is reasonably necessary.

The Cohort Disclosure Procedure also requires a dataset creation plan approved by ICES analytic staff. Cohort
disclosures must be relevant and necessary to support research objectives that cannot be reasonably conducted at
| CES; they also must &isian gnu valueis;tthe rese2ES rdust bel deemad deasible by a DAS
Staff Scientist; and the disclosure request must be approved by a research ethics board and a privacy impact
assessment.

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the

policies or procedures, in accordance with | CBEfidg brach
are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access privileges,
|l egal sanctions and termination of empl oyment or cor

Director, Hu ma n Resources in consult aandbegal fiftihc drCEG0Hd eChi leCl
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established Internad Audit PblG/ES 6

Review & Approval Process

The DAS Project Intake, Adjudication and Initiation Procedure defines the process and roles and responsibilities for
approving or denying requests for disclosure of risk-reduced coded data for research purposes, and the process to
be follow ed in this regard.

The review and approval process is launched by submission of a completed DAS Request Form by the external
researcher. The request provides a high-level description of the proposed research, w hichis review ed by the DAS
Project Manager and DAS Staff Scientist against criteria that include the availability of relevant data. Where the
proposed research is judged not to be feasible, this is communicated to the researcher.
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Where the proposed research passes the initial review, the DAS Project Manager schedules a consultation w ith the
external researcher, the DAS Project Manager and DAS Staff Scientist. The consultation is used to identify, among
other things, the specific ICES data holdings and data variables that would be required. The DAS Project Manager
and DAS Staff Scientist then jointly prepare a Confirmation of Feasibility, which is issued to the researcher. The
Confirmation of Feasibility is issued subject to an explicit condition: the researcher must seek, and provide evidence
of, research ethics board approval that meets the requirements of section 44 of PHIPA. To ensure the approval
properly reflects the involvement of ICES data holdings, ICES safeguards and relevant legal authorities, the
Confirmation of Feasibility incorporates a template research plan that contains this required information.

Once, and if, obtained, the researcher delivers a copy of the approval letter, with a copy of the research plan as
submitted to the research ethics board, to the DAS Research Program Manager. The DAS Research Program
Manager, in turn, submits these documents to an ICES Privacy SME for review. Once the ICES Privacy SME is
satisfied the research plan conforms to the Confirmation of Feasibility as issued, and has the required research
ethics board approval, the ICES Privacy SME informs the DAS Project Manager and DAS Research Program
Manager.

The DAS Research Program Manager then arranges a follow -up consultation betw een the researcher and the DAS
Staff Scientist to establish a Dataset Creation Plan. The Dataset Creation Plan is designed to ensure the dataset
prepared for the research is limted to ICES data holdings previously identified as relevant and available, and
reflected in the research plan that has been approved by a research ethics board. The Dataset Creation plan is also
used to further limit the data to that whichis relevant and required, taking into account the research objectives, and
to avoid disclosure of personal health information w here de-identified or aggregate information would serve the
purpose.

The Cohort Disclosure Procedure defines the process, roles and responsibilities for approving or denying requests
for cohort lists to external researchers for publically funded research that cannot be reasonably conducted within
ICES.

The review and approval process is launched by submission of a Cohort Disclosure Request Form, which must
provide the purpose of the cohort disclosure and the information requested, including the cohort definition and a list
of variable names and descriptors. The Cohort Disclosure Request Form is submitted to the DAS Research Program
Coordinator. The Coordinator requests initial adjudication of the cohort disclosure request from the Director, Data
Quality and Information Management (DQIM) and the DAS Staff Scientist. Further adjudication by the Chief Science
Officeris necessary if the request involves contacting patients or providers. Adjudication of cohort requests is based
on data quality and availability, scope and timelines. The denial of requests determined to be infeasible are
communicated by the DAS Research Program Coordinator to the requestor.

Where requests are determined to be feasible, the DAS Research Program Coordinator schedules a consultation
w ith the requestor, the Director, DQIM, DAS Project Manager, DAS Staff Scientist and, w here necessary, Chief
Science Officer. The purpose of the consultation is to assess the request against disclosure criteria, including scope,
timelines, datasets and variables. The DAS Research Program Coordinator, Staff Scientist and Project Manager
then jointly prepare a Confirmation of Feasibility 7 Cohort Disclosure. This document is provided to the requestor for
submission to a research ethics board for approval.

The requestor then must provide the Confirmation of Feasibility to a research ethics board as supporting

documentation for the application. If approved by th

approval letter and supporting documentation to the DAS Research Program Coordinator, w hoin turn provides the

documentation to the Privacy and Legal Office for review, along with a privacy impact assessment. Once approved

by the Privacy and Legal Office, the DAS Research Program Coordinator drafts and issues the Service Agreement

i Cohort Disclosur e, which outlines the requestords c
agreement and the method of transfer of the cohort list. The service agreement is considered executed only after

the requestor provides a signed copy of the agreement to ICES.

Conditions or Restrictions on the Approval

Under the DAS Project Intake, Adjudication and Initiation Procedure, approval is subject to tw o conditions. First, the
researcher must supply a copy of the research plan and evidence of its approval by a research ethics board. Second,
the researcher must enter into an ICES Data and Analytic Services Agreement, and each member of the research
team, an Authorized Researcher Confidentiality Agreement. Under the procedure, an ICES Privacy SME must be
satisfied the research plan is consistent with the requested disclosure by ICES, and has the required research ethics
board approval. Once satisfied, the ICES Privacy SME advises the DAS Project Manager, w ho prepares and
oversees execution of the agreements.
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Identifiable information contained in a cohort list must not on its ow n permit derivation of conclusions or results, and
disclosure of a cohort list must be (1) for the purpose of enabling abstraction or examination of data from existing
data sources, including, but not limited to, medical records, disease registries, human biological materials or genetic
databases; or (2) for the purpose of contacting physicians or patients for recruitment in research. For disclosures for
the purpose of (1), the disclosure must be

For the purpose of conducting publicly funded research that cannot be reasonably conducted w ithin ICES;
For research that aligns with | CESHS Mi ssion, Vis
Considered by ICES to be of acceptable reputational risk;

Deemed practically feasible by | CES?S DAS Staff S
Approved by a research ethics board and ICES Privacy SME.

E R

In addition to the requirements for (1) above, disclosures forthe purpose of contacting physicians for recruitment in
research must be approved by | CES®S Chi ef Science Off
recruitment in research also must be approved by the Chief Science Officer, and must also be used to contact a
patient whose informat i on | CES collected from the patientos pl
patientdéds written consent to be contacted for recrui

Secure Transfer

No risk-reduced coded data are transferred to external researchers and remain at all times on the ICES desktop.
For cohort disclosures, an ICES Data Covenantor first verifies that the personal identifiers outlined in the dataset
creation plan correspond exactly to the service agreement. Once confirmed, the Data Covenantor transfers the
cohort list as per the method outlined in the agreement.

Secure Return or Disposal

Risk-reduced coded data remains at all times on ICES systems. For cohort disclosures, the DAS Research Program
Manager is responsible for ensuring that cohort lists disclosed to external researchers are securely disposed of in
accordance with the method and timeframe specified in the service agreement. This involves the DAS Research
Program Manager confirming and documenting receipt of adata destruction certificate from the external researchers.
Where a data destruction certificate is not received within the timeframe specified in the agreement, the DAS
Research Program Manager contacts the research teamss
has been securely disposed of as specified in the agreement.

7y

Documentation Related to Approved Disclosures of Personal Health Information

Under the DAS Project Intake, Adjudication and Initiation Procedure and the Cohort Disclosure Procedure, the DAS
Research Program Manager is responsible for uploading the signed ICES Data and Analytic Services Agreement or
the Service Agreement i Cohort Disclosure, and any associated Authorized Researcher Confidentiality Agreements
t o | CESO® Contr act ssearbaplan lardsresearchTethies boaed approval are incorporated into
appendices of the agreements, so they are also retained as a result. Certificates of destruction are uploaded to
| CESO Contracts Database by the Co noniofddE® Pata Procedurg.s t p

14. Template Research Agreement

APPLICATION

Not applicable A Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES Data & Analytic Services Agreement | Implemented
- Research (various)

Comments The Cohort Disclosure Procedure requires the completion and execution of a Service
Agreement i Cohort Disclosure prior to disclosure of cohort lists. The cohort disclosure
service agreement makes up part of the Data & Analytic Services Agreements for
Research; it includes the same provisions as those agreements, with the addition of
provisions for the secure transfer, retention and disposal of cohort lists.

DESCRIPTION

A research agreement must be executed with researchers to whom personal health information will be disclosed
prior to the disclosure of personal health information forresearch purpose. ICES has established template research
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agreements for use w hensuchan agreement is required under its policies, procedures and practices. The templates
address the matters set out below .

General Provisions

The templ ates describe | CES?H s t at and theadutiesaandorespossdilities bagsahg
fromthis status. They specify the precise nature of the personal health information that will be disclosed by ICES for
the research, and provide a definition of personal health information that is consistent with PHIPA and its regulation.

Purposes of Collection, Use & Disclosure

The templates identify the research purpose for w hich the personal health information is being disclosed to, and may
be used or disclosed by, the researcher. They also identify the statutory authority for each collection, use and
disclosure.

The templates permit the researcher to use the personal health information only for the purposes set out in the
w ritten research plan approved by the research ethics board and prohibit the use of the personal health information
for any other purpose. They also prohibit the researcher from permitting persons to access and use the personal
health information except those persons described in the written research plan approved by the research ethics
board.

The templates all explicitly prohibit linking to other information. They also require the researcher to acknow ledge that
the personal health information that is being disclosed pursuant to them is necessary for the identified research
purpose and that other information, namely de-identified and/or aggregate information, will not serve the research
purpose. In addition, the researcher is required to acknow ledge that no more personal health information will be
disclosed to them or will be used than is reasonably necessary to meet the research purpose.

The templates require the researcher to acknowledge and agree not to disclose the personal health information
except as required by law and subject to the exceptions and additional requirements prescribed in the regulation to
PHIPA. The researcher must also agree not to publish the personal health information in a formthat could reasonably
enable identification of, or make or attempt to make contact, directly or indirectly, with, any individual to w homthe
personal health information relates.

Compliance w ith the Statutory Requirements forthe Disclosure for Research Purposes

The templates are entered into only once the researcher has obtained research ethics board approval of a written
research plan that meets the requirements of PHIPA, copies of which are incorporated in appendices to the
agreement and acknow ledged by the researcher and ICES. The researcher is required to agree to comply withthe
terms of the agreement, the written research plan as approved by the research ethics board, including any
conditions.

Secure Transfer

No risk-reduced coded data are transferred to external researchers and remain at all times on the ICES desktop.
The Service Agreement i Cohort Disclosure template specifies the requirement of secure transfer of cohort lists. It
specifies the file transfer gateway as the secure manner in which cohort lists are transferred, and requires
specification as to whomthey are transferred. The requirements set out in the service agreement are in accordance
w ith requirements specified in Part 2, section 7 of the IPC Manual.

Secure Retention, Return & Disposal

Risk-reduced coded data remain at all times on ICES systems. For this reason, the templates specific to risk-reduced
coded data do not address secure retention, return or disposal by the researcher. The Service Agreement i Cohort
Disclosure specifies the retention period for the cohort list, as well as the manner in which the list will be securely
retained by the researcher(s) to w homthe cohort list w as disclosed. The period and manner of retention must be in
accordance withthe requirements set out in Part 2, section 5 of the IPC Manual and the research plan approved by
aresearch ethics board.

The service agreement further requires the researcher(s) to whom the cohort list was disclosed to securely retain
the data using industry best practices of encryption and in accordance with any additional stipulations from the
approving research ethics board, in order to protect the information against theft, loss and unauthorized use or
disclosure, and to safeguard the information against unauthorized copying, modification or disposal.

Notification
The templates require the researcher to notify ICES immediately, in writing, if the researcher becomes aw are of a
breach or suspected breach of the agreement, a breach or suspected of s 44(6) of PHIPA or if personal health
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information subject to it is stolen, lost or accessed by unauthorized persons or is believed to have been stolen, lost
or accessed by unauthorized persons. The templates require the researcher to take steps that are reasonable in the
circumstances to contain the breach, and identify the process and contact for providing notice, w hich must be
provided in writing.

Conseguences of Breach and Monitoring Compliance

The templates provide for automatic termination if the researcher failsto co-oper at e with | CES
remediation, of any breach or suspected breach. They are not subject to audit. The templates make the researcher
responsible for ensuring compliance of other members of the research team, and require that each enter into a
confidentiality agreement as a condition of being issued credentials to access the personal health information on the
ICES desktop.

15. Log of Research Agreements

APPLICATION
Not applicable 1 Quialified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. DAS Project Intake, Adjudication & Implemented
Initiation Procedure
b. DAS Projects Log Implemented
DESCRIPTION

ICES maintains the DAS Projects Log, whichis a log of research agreements. Maintained under the DAS Project
Intake, Adjudication and Initiation Procedure, the DAS Projects Log captures:

1 The name of the research study;

1 The name of the principal researcher to whom the personal health information w as disclosed pursuant to
the research agreement;

1 The date of receipt of the written application, the written research plan and the written decision of the

research ethics board approving the research plan;

The date that the approval to disclose the personal health information for research purposes w as granted;

The date that the research agreement w as executed;

The date that the personal health information w as disclosed; and

The nature of the personal health information disclosed.

== =4 =4 -

The DAS Projects Log captures the end date that was approved by the research ethics board. For service
agreements for cohort disclosures, the log also captures the date on w hich the cohort list will be securely disposed
of by the researcher, and the date ICES receives the data destruction certificate for the list.

16. Policy & Procedures for the Execution of Data Sharing Agreements

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Impact Assessment Policy Implemented
b. ICES PIA Form i ICES Data Disclosure Implemented
c. ICES PIA Form i New Data Holding Implemented
d. ICES Project PIA Form Implemented
e. Request for New Data Holding PIA Form Implemented
f. Request for ICES Data Disclosure PIA implemented

Form

g. Internal Audit Policy Implemented
h. Discipline & Corrective Action Policy Implemented
i. Privacy Incident Management Policy Implemented
j. Contracts Database Implemented

DESCRIPTION

ICES has developed policies, procedures and practices to identify the circumstances under w hich and the processes
to be follow ed to put in place data sharing agreements.
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| CES6 Privacy Impact Assessment Pol i cyn may begaldcted oedisclosdu g
unless approved through a privacy impact assessment. Assessments are guided by forms, which define the
circumstances under w hich a data sharing agreement is required. In the case of disclosures for purposes other than
research, a data sharing agreement is alw ays required.

The forms, w hich must be completed and approved by an ICES Privacy SME, set out the requirements that must be
satisfied and the process to be follow edin relation to data sharing agreements. For example, the ICES Project PIA
Form is used to assess requests to collect personal health information for a specific project. Once complete, that
formidentifies the correct legal authority for the collection and corresponding data sharing agreement template, and
gat her s content required to complete the template. Co
ICES enters into data sharing agreements:

1 To disclose personal health information for purposes other than research only where the disclosure has
been approved in accordance with | CES®S policies,
Section B of this report; and

1 To collect personal health information for purposes other than research only w here the collection has been
approvedinaccordance with | CES®S policies, procedur es
of this report.

The forms include a section for data sharing agr eeme
Privacy and Legal Office. Responsibility for initiation is specified on the forms, and varies by scenario. Where
collection is forthe purposes of a single project, the form is initiated by the principal investigator. In all other cases,
including requests to disclose, ICES Strategic Partnerships are required to submit the appropriate request for PIA
form to | CES®S Privacy and Legal Of fice, who then ini
approved, the responsible I CES Privac pisrgsidhsibe foeansduring data g
sharing agreements are executed in accordance w ith the approvals and instructions documented on the form. The
forms also stipulate that, once executed, | CESO6 required 4
to maintain.

Compliance w iththe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,

in accordance with | CESO Privacy Incident Management
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with | CES. Di sci pl i Dieectoy, Humant

Resources in consultati candLegal ©thf | CESS6 uCdeef | PESO abiys c
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
| CE $fiernal Audit Policy.

17. Template Data Sharing Agreement
APPLICATION

Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES DSA (HIC) Implemented
b. ICES DSA (Researcher) Implemented

c. ICES Data & Analytic Services Agreement | Implemented
I Research (various)

DESCRIPTION

A data sharing agreement must be executed prior to the collection or disclosure of personal health information for
purposes other than research. ICES has established template data sharing agreements for use w hen adata sharing
agreement is required under its policies, procedures and practices. The templates address the matters setout below .

General Provisions

The templates describe ICES6 status as a prescribed
from that status. They specify the precise nature of any personal health information subject to the agreement and
provide a definition of personal health information that is consistent with PHIPA and its regulation. The templates
also identify the party that is collecting and party that is disclosing under the agreements.

Purposes of Collection, Use & Disclosure
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The templates identify the purposes for w hich personal health information is being collected and will be used under
the agreements. In identifying these purposes, the templates explicitly state that direct personal identifiers, such as
names and personal health numbers, will be removed or replaced with a confidential code and only linked w ith other
similarly coded information. In addition, the agreements describe the nature and source of that other information,
how linkage willbe conducted and w hy it is required for the identified purpose.

The templates also contain an acknow ledgement that any personal health information being collected is, and is no
more than, reasonably necessary for the purpose, and that other information, such as de-identified or aggregate
information, will not serve the purpose. The templates stipulate that any personal health information may be
disclosed only where required by law. They further stipulate that all collection, use or disclosure of any personal
health information that is subject to the agreements must comply with PHIPA and its regulation, and set out the
authority for each collection, use and disclosure contemplated.

Secure Transfer

The templates require secure transfer of any personal health information, and set out the manner, contact and
procedure for transfer. This information is captured in an appendix, w hichis completed by the Contracts Specialist
using information captured in the privacy impact assessment that documents approval for the collection. The
exception is collection from external researchers, who have been approved to receive accessto a data cut on the
secure ICES desktop. In that scenario, the required information about transfer is captured in an appendix to the
template ICES Data and Analytic Services Agreement i Research, w hichis populated by the DAS Research Project
Manager. This permits selection of the ICES-approved method for secure transfer that is most appropriate in each
case. In the majority of cases, the method selected will be use of an ICES-managed encrypted channel.

Secure Retention

The templates stipulate that ICES is permitted to retain personal health information with direct personal identifiers
only as long as required for ICES analysts, who created linked datasets for projects, to detect and resolve data
quality issues. They also specify the retention method. Where personal health information is disclosed to ICES for
research under section 17 of O. Reg. 329/04, the retention period forindirect personal identifiers (i.e. Coded Data)
is set out in the terms of the r es p &ydicalmediaangst leeeaatanedtin
locked rooms or cabinets, and information saved on ICES systems must be isolated from the ICES netw ork and
accessible by ICES Data Covenantors only. Bot h met hods of r et ent i ogovecnmgmetuye
retention. In addition, the templates include a specific provision requiring ICES to take reasonable steps to protect
any personal health information against theft, loss and unauthorized use or disclosure, and a range of supporting
safeguards. The most important of these is the stipulation that scientists and analytic staff will have access to
information w ithout direct personal identifiers only, and external researchers access torisk-reduced coded data, and
on condition they make no attempt to re-identify any person.

Secure Return or Disposal

ICES does not require the return of records. The templates stipulate that ICES securely destroy the personal health
information w ith direct personal identifiers after the coded information, w hichis derived from it, has been delivered
to | CE Sdalytic staff for linking. The templates provide a definition of secure destruction and identify the precise
methods that may be used. This definition is consistent with PHIPA and its regulation, as well as with guidelines,
fact sheets and best practices issued by the IPC, including IPC Fact Sheet 10: Secure Destruction of Personal
Information. The templates specify that destruction must be carried out withinsix months of del i very t
staff, and a destruction certificate provided five business days after that. The exception to the six-month timeframe
is information collected to update a general data holding, w hich areretained for sevenyears. Destruction certificates
must be delivered to the general contact for notice, who is identified in the agreement, and identify the records of
personal health information disposed of and the date, time, location and method of destruction used, and bear the
name and signature of the ICES Data Covenantor w ho carries out the destruction.

Notification

The templates require that notification be provided at the first reasonable opportunity if the agreement has been
breached or personal health information subject to the agreement has, or is suspected to have, been stolen, lost or
accessed by unauthorized persons. The process and contact for notice are defined, w hich must be provided in
writing. The templates also require that reasonable steps be taken to contain the breach and to contain the theft,
loss or access by unauthorized persons.

Consequences of Breach & Monitoring Compliance

The templates outline the consequences of breach of the agreements, w hichapply to all ICES Agents and include
a right of immediate termination in the event of a privacy breach. To enable compliance, the templates specifically
require that any ICES Data Covenantor who handles the personal health information must be familiar with, and
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agree to uphold, the terms and conditions of the agreement and that this be confirmed in a confidentiality agreement.
The templates specify that compliance is not subject to audit.

Data Sharing Agreements w ith Other Prescribed Entities and Prescribed Registries
The ICES templates described above are not suited to, and are not used for, data sharing with other prescribed
entities and prescribed registries. Nevertheless, the data sharing agreements, which are in place, with those
organizations all satisfy the required content set out in this section. Currently, data sharing agreements are in place
with the following: Better Outcomes Registry and Network (BORN), CorHealth Ontario, Cancer Care Ontario,
Pediatric Oncology Group of Ontario, and Canadian Institute for Health Information.

18. Log of Data Sharing Agreements

APPLICATION
Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Contracts Database Implemented
b. ICES Project PIA Log Implemented
c. DQIM Data Disclosure Log Implemented
d. ICES PIA i Data Disclosure Form Implemented
DESCRIPTION

ICES has developed and maintains a log of executed data sharing agreements. Information captured in the log
includes:

1 Name of the person or organization from whomthe personal health information w as collected or to w hom
the personal health information w as disclosed;

Date agreement executed;

Date personal health information w as collected;

Nature of the personal health information;

Retention end-date or required destruction date for the personal health information;

Agreement termination date;

Date on w hich personal health information has been securely returned or destroyed; and

Date destruction certificates w ere provided.

= = a8 -

The remaining required elements are captured through other vehicles developed and maintained by ICES:

1 The ICES Project PIA Log contains the date the collection w as approved;
1 The ICES PIA i Data Disclosure Form contains the date the disclosure w as approved;
1 The DQIM Data Disclosure Log contains the dates of all disclosures of personal health information.

19. Policy & Procedures for Executing Agreements with Third Party Service Providers in
Respectof Personal Health Information
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Privacy Impact Assessment Policy Implemented
b. ICES PIA i Service Provider Form Implemented
DESCRIPTION
| CESO Privacy Il mpact Assessment Policy stipul ates t

establishing any service relationship involving personal health information. Responsibility for requesting a privacy
impact assessment rests with the agent whow ishes to establish the service relationship. The ICES PIA i Service
Provider Form, whichis used to conduct privacy impact assessments in this scenario, requires that a service level
agreement be put in place prior to permitting access to personal health information by a third party service provider.

| CESO Pand Legat @ffice is responsible for the conduct of privacy impact assessments. Privacy impact
assessments are conducted by ICES Privacy SMEs using the ICES PIA i Service Provider Form. Completion of
that form results in:
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1T Acceptance of responsibility by the requestor to

Procurement and Contracts Analyst;

Compliance of all service level agreements withthe template described in Part 1(20) of this report;

A determination by the responsible ICES Privacy SME that personal health information is provided to any

third party service provider only w here other information, such as de-identified or aggregate information,

will not serve the purpose, and no more personal health information is provided than is reasonably

necessary to meet the purpose;

1 Acceptance of responsibility by the requestor for ensuring compliance w ith service provider obligations to
return or destroy, and provide a certificate of destruction for, any personal health information in the event
of termination, and referring cases of non-compliance to the Chief Privacy and Legal Officer for action after

E

30 days; and
T Responsibility of | CESO Pr o csemwieereveal agreelant ia Ipgged intaad ae
copy uploaded t o, | CESO Contracts Database

Compliance w iththe policy and procedures is mandatory for all agents. Agents must notify an ICES Privacy SME at
the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures, in

accordance with | CESH Privacy Incident Management Po
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of empl oyment or contract wi t h Diredds, . Human

Resources in consultati candLegal ©thf | CESO ukdeef | PESO abiys c
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
I CE $fernal Audit Policy.

20. Template Agreement for All Third Party Service Providers
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Privacy Impact Assessment Policy Implemented
b. ICES PIA i Service Provider Form Implemented
DESCRIPTION

| CESO Privacy Impact A's s e s s men impa&oaksessiyent bet corpuctedh iy ers ICES H
Privacy SME prior to establishing any service relationship involving personal health information. The ICES PA i

Service Provider Form, w hichis used to conduct privacy impact assessments in this scenario, requires that a service

level agreement be put in place in all cases and defines minimum content for such agreements. The minimum

content includes:

1 A description of | CES 6 prescribed st at usnderPdPAiandsis regulatienc i at e

1 Whetherornott he service provider wil lanagoe¢merda $o cdmphEBith PHEPS 4
and provisions in the agreement related to the collection, access, use, disclosure, secure transfer, retention
and destruction of personal health information;

1 The precise nature of the personal health information the service provider will be permitted to access or

use, and a definition of personal health information that is consistent with PHIPA and its regulation;

The identity of the party that is collecting or disclosing personal health information;

An obligation of the service provider to deliver services in a professional manner, in accordance w it

industry standards and practices and by properly trained agents of the service provider;

1 Prohibition against access, use and disclosure of personal health information except as necessary to
provide the agreed services and permitted by the agreement or as required by law ;

1 Purposes of authorized access, use and disclosure of any personal health information and related
limitations and conditions as w ellas authority under PHIPA and its regulation;

1  Prohibition against use and disclosure w here other information will serve the purpose or in excess of that
w hichis reasonably necessary;

1 General and specific obligations to take reasonable steps to protect information against theft, loss and
unauthorized use, disclosure, copying, modification or disposal;

1 An obligation and specific method to make agents who will have access to records of personal health
information aw are of and agree to comply w iththe obligations in the agreement;

1  Where subcontracting is permitted, the service provider6 sluty to enter into an equivalent agreement w ith
the subcontractor and provide advance notice of subcontracting and a copy of the agreement to ICES;

= =4
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Where the service provider is acting as an electronic service provider that is not an agent of ICES:

il

Where the service involves transfer:

1

f
1
f

Where the service involves retention:

1

1
f

Where the service includes destruction:

1
f

Where disposal is the primary service provided, in addition to the requirements above:

=a =4 -a =9

1

Where relevant, whether the information will be returned or destroyed following termination of the
agreement, the associated timeframe and specifi
procedures and practices reported in Part 2(7) of Section B of this report;

Consequences of breach, duty to notify at the first reasonable opportunity and associated process and
timelines, including manner and contact for notice and containment requirements; and

Where appropriate taking in account the information and the service, right of audit and associated
mechanics, including notice.

Prohibition against disclosure except as required by law .

Secure transfer method, procedure, timeframes, conditions and recipients, w hich meet the requirements of
| CESO own policies, procedures and practices for
Service providerd bligation to maintain an inventory of transfers, inbound and outbound;

Service providerd sbligation to provide certificates of receipt, with date and time and mode of transfer; and
Overarching responsibility of the service provider to maintain security during transfer.

Service providerd sbligation to maintain an inventory of, and track, records of personal health information
being retained;

Secure retention method (by medium); and

Overarching responsibility of the service provider to maintain security over retained records.

A definition of secure disposal that is consistent with PHIPA and its regulation;

Destruction method (by medium) and security, which is consistent with PHIPA and its regulation and
relevant orders, guidelines, fact sheets and best practices issued by the Information and Privacy
Commissioner;

Service providerd sbligation to provide certificates of destruction that specify records destroyed, date, time,
method and responsible agent (including signature), the timeframe for doing so and ICES recipient;
Timeframes and triggers for destruction (including termination); and

Right of ICES to witness destruction.

Timeframe w ithin w hich destruction must be carried out;

Precise destruction method for each medium involved,;

Conditions surrounding destruction;

Service providerd6s obligation to maint ai ealthanformatiorv
being destroyed; and

Persons responsible for ensuring destruction is secure.

21.Log of Agreements with Third Party Service Providers

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Contracts Database Implemented
DESCRIPTION
ICES has defined and maintains a log of agreements wi th third party service providers. Information captured in the
log includes:
1 Service provider name;

1

Service description;
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Effective date;

Date the personal health information w as transferred/provided;

Nature of the personal health information provided/accessed,;

Termination date;

Whether the personal health information will be returned or destroyed; and
Date information returned/certificate date.

—a = == = —a —a

22.Policy & Procedures for the Linkage of Records of Personal Health Information

APPLICATION

Not applicable H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Protection of ICES Data Policy Implemented
b. Privacy Impact Assessment Policy Implemented
c. ICES Project PIA Form Implemented
d. ICES Project PIA Review Procedure Implemented
e. DAS Project Intake, Adjudication & Implemented

Initiation Procedure

f. Dataset Creation Plan Implemented
g. Privacy Incident Management Policy Implemented
h. Internal Audit Policy Implemented
i. Linking ICES Data Procedure Implemented

| CESO Protection of | CES Data Policy permits I|inkage

for and circumstances under w hich this is permitted. Linkages of personal health information are permitted for the
purposes of creating project datasets to support the conduct of projects and research that have been review ed and
approved in accordance with ICES policies, procedures and practices.

The mechanism for approval for projects and research, and associated linkages, is a privacy impact assessment or
the DAS Project Intake, Adjudication and Initiation Procedure. In all cases, criteria for approval include w hether:

1 In the case of research only, it will be conducted at ICES or externally;

1  The project or researchwill be conducted by ICES and only involve linkages of personal health information
from | CESH data holdings;

1 The project or research will be conducted at ICES and involve linkage with records of personal health
information collected from external sources;

1 In the case of research conducted externally, the research will involve linkages of personal health
inf ormati on from | CESO data holdings; and

1 In the case of research conducted externally, the research will involve linkages of personal health
information f r ongs wihe&ords af adarsanal lhealthdnformation collected from external
sources for the purposes of the research.

Review & Approval Process

Again, permission to link personal health information is subject to a review and approval process. Privacy impact
assessments are conducted by ICES Privacy SMES under | CESO Privacy | mpTaec RAS
Project Intake and Adjudication Procedure requires joint review and approval by an ICES Privacy SME and a DAS
Staff Scientist, and establishment of a supporting dataset creation plan by the DAS Staff Scientist.

The ICES Project PIA Form is used to request linkages of personal health information for projects and research
conducted withinlICES. Submi t t ed t o ahd@EgaIEOffide byithe pringypal investigator, these forms define
the requirements and documentation that must be satisfied in requesting, reviewing and determining w hether, and
on w hat basis, permission for linkages of personal health information is granted. The DAS Project Intake and
Adjudication Procedure defines the requirements and documentation that must be satisfied to approve external
research in other cases. These include the requirement that the external researcher:

1 Complete a DAS Request Form to describe the proposed research;

1 Provide aresearch plan that lists the ICES data holdings to be used and evidence of research ethics board
approval of the plan;

I Consult withthe DAS Staff Scientist to develop a Dataset Creation Plan;
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1 Enter into a research agreement that supports all of the above.
To approve, the review er(s) must be satisfied that the requested linkages are:

1 Permitted by PHIPA and its regulation;

1 Permitted by data sharing agreements and research ethics board approvals applicable to the request; and
1 Relevant and reasonably necessary for accomplishment of the stated objectives.

Once final i z edandlLegalEASdinistRator ov thecPyivacy SME w ho approved the Project PIA sends the
approved ICES Project PIA Form to the principal investigator for the project and uploads a copy to a netw ork folder,
w here it is accessible to analytic staff, who performlinkages. The DAS Research Program Coordinator uploads a
copy of the signed research agreement to | CESO Contr
to ICES Finance to issue a billing number, w hich allow s staff to be assigned to the research.

Conditions & Restrictions on Approval

Under Pr@é&sod of ICES Data Policy, linked records of personal health information must be de-identified prior
to delivery of research results to an external researcher for use and retention outside the secure ICES desktop
known as | DAVE. Linkages for projects and research
procedures and practices described at Parts 1(8), 1(10) and 1(24) of Section B of this report.

Process forthe Linkage of Records of Personal Health Information

The Protection of ICES Data Policy stipulates that linking records of personal health information is the responsibility
of ICES analytic staff. The Linking ICES Data Procedure outlines the process to be follow ed, the manner and the
agents responsible for linking w hen approved in accordance with ICES policies, procedures and practices.

Secure Retention & Disposal

Under the Protection of ICES Data Policy, until and unless they arede-i dent i fied in accor {
and procedures, all linked records of personal health information are subject to the policies, procedures and practices
governing secure retention and disposal described in 2(5) and 2(8) in Part 2 of Section B of this report.

Compliance, Audit & Enforcement
Compliance w ith the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the

policies or procedures, in accordance with | CES®d Pri
are subject to a range of disciplinary actions including w arning, temporary or permanent loss of access privileges,
|l egal sanctions and termination of empl oyment or cor

Director, Human Resourcesi n consultation witridldg@®$d i €Cerefundéder v acl
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established Internal Audit PHlG/ES 6

Tracking Approved Linkages of Personal Health Information

ICES uses the ICES Project PIA log to track all approved linkages of personal health information. Maintained by the
Privacy and Legal Administrator, the log captures the name of the principal investigator of the associated project or
research, w ho requested the linkages, the date the linkages w ere approved, and the nature of the personal health
information linked.

23.Log of Approved Linkages of Records of Personal Health Information

APPLICATION
Not applicable 1 Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. ICES Project PIA Log Implemented
b. DAS Projects Log Implemented
DESCRIPTION

ICES has developed and maintains logs of approved linkages of personal health information. Information captured
in the logs includes:

1 Requestor name;
1 Approval date; and
1 Description of the personal health information approved for linking.
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24. Policy & Procedures with Respect to De-ldentification & Aggregation

APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Protection of ICES Data Policy Implemented
b. Privacy Incident Management Policy Implemented
c. Internal Audit Policy Implemented
d. Cohort Disclosure Procedures Implemented
e. Creation of Summary Data Procedure Implemented
f. Re-identification Risk Assessment kmplemented
Procedure
g. Verifying and Posting Risk-Reduced Implemented
Coded Data to IDAVE

DESCRIPTION

| CESO Pm of {CESc DataoPolicy stipulates that personal health information may not be used or disclosed if
other information, namely de-identified or aggregate information, willserve the identified purpose. The exception is
disclosure of cohort lists for external, publicly funded research that cannot be reasonably conducted w ithin ICES.

The Protection of ICES Data Policy identifies the follow ing specific scenarios in w hich de-identified information may
be used or disclosed:

1 Incorporation of results into publications and reports; and
1 Delivery of results to external researchers for their use and retention outside ICES.

Investigators who are not ICES scientists are permitted to collaborate on ICES projects, but may use aggregate

inf ormation only (in |1 CESH policies, referred to as
independently are permitted to use record-level information, but on tw o conditions. They must do so on a secure
| CES desktop (called Al DAVEOQ), and the information f |

risk of identificatedoncédedmdedcddatmwada)s Ari sk

| CESO Protection of | CES Data Policy al so jadrdrfessmsaelsl
policy, w hich takes into account restrictions in data sharing agreements as w ellas research plans, prohibits inclusion
of small cells in any report or publication of the results of any ICES project or any research, w hether conducted at
ICES or by an external researcher.

The policy contains definitions of de-identified information, aggregate - i s u mmaimfornaation, risk-reduced coded
data and small cell s. Al l have regard to, and are co
4(2) of PHIPA.

The Creation of Summary Data Procedure defines the manner in w hich information must be grouped, collapsed or
averaged in order to constitute aggregate information, and identifies the agents responsible. Data sharing
agreements and | CES®d policies, procedures and practi
this reason, the procedure does not also include steps to suppress small cells or assess the potential to identify
individuals.

The Verifying and Posting Risk-Reduced Data to IDAVE defines the process for reducing the identifiability of the
record-level data that is prepared for external researchers. The procedure, whichis carried out by an ICES analyst,
identifies the information that must be removed, encrypted and/or truncated in order to create risk-reduced coded
data,

| CES &Giderfication Risk Assessment Procedure defines the information that must be removed, encrypted and/or
truncated in order to constitute de-identified information. That procedure also specifically provides for review of the
resulting information prior to disclosure. The review, which is performed and documented by an ICES analyst, is
conducted against specific criteria identified in the procedure, w hich are designed to ensure no individual is identified
and that it is not reasonably foreseeable in the circumstances the information could be used, either alone or in
combination w ith other information, to identify an individual.

All ICES agents and external researchers are required to sign confidentiality agreements that prohibit them from
using information, w hether aggregate or de-identified, alone or in combination, to identify any individual. This

35



includes attempting to decrypt information that is encrypted, attempting to identify an individual based on
unencrypted information and attempting to identify an individual based on prior know ledge. The agreements provide
that ICES may terminate access to the information in the event of any violation of this condition.

Compliance w ith the policy and any procedures is mandatory for all agents. Agents must notify an ICES Privacy
SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policies or
procedur es, in accordance with | CES®S Privacy Incident
to a range of disciplinary actions, including warning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or cont r Rirector, \
Human Resources in consult adndLlegal OW if ti it elrCESMd e €h il eClEog&tiveD)
Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established
under Iht&®aBAudit Policy.

25. Privacy Impact Assessment Policy & Procedures

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Impact Assessment Policy Implemented
b. Privacy Impact Assessments Log Implemented
c. ICES PIA Form i New ICES Data Holding Implemented
d. ICES PIA Form i General Implemented
e. ICES PIA Form i ICES Data Disclosure Implemented
f. ICES PIA Form i Third Party Research Implemented
g. ICES PIA Form i Service Provider Implemented
h. ICES Project PIA Form Implemented
i. Internal Audit Policy Implemented
j.  Privacy Audit Log & Instructions Workbook | Implemented
k. Policy Framew ork & Governance Policy Implemented
. Privacy Incident Management Policy Implemented
m. Discipline & Corrective Action Policy Implemented

DESCRIPTION

| CES6 Privacy Impact Assessment Policy identifies the

be conducted. Under the policy, a privacy impact assessment is required before the implementation of any change
that will substantially affect the collection, use or handling of personal health information by or on behalf of ICES.
There are no exceptions. The policy provides an illustrative list of triggers, w hich include:

1 Proposed establishment of a new data holding;

1 Establishing or changing a service relationship that involves personal health information; and

1 Introducing or substantially changing a business process, information system or technology that involves
personal health information.

The policy stipulates that privacy impact assessments are to be conducted prior to implementation of the change.

They must be initiated at the conceptual design stage and then review ed and amended, as necessary, at both the

detailed design and pre-implementation stages. Under the policy, responsibility for requesting a privacy impact

assessment rests with the person responsible for the data holding, process, system or service relationship involved.

That person must contact | CESd Privacy and Legal of §.i
The Chief Privacy and Legal Officer has distributed day-to-day responsibility for the conduct of privacy impact

assessments across the Privacy and Legal Office, and this is communicated onthe privacy page of the ICES intranet.

For example, a particular Privacy SME is responsible for assessing new data holdings and is identified as the first
point of contact for requesting a privacy impact assessment in that scenario. When a request for a privacy impact

assessment is received, the designated ICES Privacy SME is then responsible for conducting, reviewing and/or

amending the privacy impact assessment, with oversight by the Chief Privacy and Legal Officer and support from

an ICES Security SME, as required.

ICES has created a suite of forms to guide privacy impact assessments. Tailored according to scenario, the forms
address:

I The data holding, information system, technology or program at issue;

36



1 The nature and type of personal health information involved and its sources;

1  The purpose and rationale for collection, use or disclosure;

1  The flow of personal health information;

1 Legal authority for each collection, use and disclosure of personal health information;

1 Limitations imposed on collection, use and disclosure;

1 Whether or not personal health information will be linked to other information;

1 Retention period;

1 Secure manner in whichthe personal health information will be retained, transferredand disposed of;

1 Administrative, technical and physical safeguards, including functionality for logging access, use,
modification and disclosure of personal health information and functionality for auditing to detect
unauthorized use or disclosure;

1 Privacy risks and mitigation strategies; and

1 Recommendations arising from privacy impact assessments and associated responsibilities of agents,

including compliance oversight and timelines.
ICES has established a log of privacy impact assessments, w hich captures the follow ing:

Responsible Privacy SME;

The timeframe w ithin w hich a particular privacy impact assessment needs to be completed;
Privacy impact assessments that have been completed;

Privacy Impact assessments that have been initiated but not completed; and

Privacy impact assessments that w ere evaluated and determined not required and w hy.

E I ]

The privacy impact assessment forms all include instructions to Privacy SMEs to reflect assessments and their
status in the Privacy Impact Assessments Log. Privacy impact assessments may be marked as closed only after the
Privacy SME is satisfied all recommendations have been addressed.

Implementation and effectiveness of the Privacy Impact Assessment Policy and associated forms is subject to audit
under | CESS Internal Audit Policy. Under that policy
audit schedule that includes an audit of the Privacy Impact Assessment Policy and associated procedures each
year. This would include testing to verify the quality and continued accuracy of specific privacy impact assessments
as w ellas completion rates. The privacy audit procedures, w hich are defined in the Privacy Audit Log and Instructions
Workbook, provide, in turn, for correction of deficiencies detected through an audit.

Compliance withthe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,

in accordance w ith ICES6 Privacy Incident Management Policy. Vi ol
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disci pl i nar y actions abDiector mimar

Resources in consultati ocandLegal ©fhf | CESO uktdeef | PESOd abiys c
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
| CE $fiernal Audit Policy.

26.Log of Privacy Impact Assessments
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Impact Assessments Log Implemented

DESCRIPTION

ICES has defined and implemented alog of privacy impact assessments. Information captured in the log includes:

Privacy impact assessments that have been completed;

Privacy Impact assessments that have been initiated but not completed;

Privacy impact assessments that w ere evaluated and determined not required and w hy;
The associated data holding, information system, technology, program or process;
Target date for completion;

Actual date of completion;

== = =& =4 —a —a
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1 The ICES Privacy SME responsible for determining w hether or not a privacy impact assessment is required
and, if so, completing or ensuring the completion of the privacy impact assessment; and
1 Existence and status of any recommendations.

The log includes a Recommendations tracking sheet, w hich captures for each recommendation:

The associated privacy impact assessment;

The agents responsible for addressing the recommendation;

The manner in whichit has been agreed that each recommendation will be addressed; and
The date as of w hichthe recommendation w as or is expected to be addressed.

= —a —= —a

27. Policy & Procedures in Respect of Privacy Audits
APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Internal Audit Policy Implemented

b. Privacy Audit Procedure Implemented

c. Privacy Audit Log & Instructions Workbook | Implemented

d. Privacy Audit Report Form Implemented
DESCRIPTION
| CESO Internal Audi t Peedurecidentifyathedourpose anddrequenc of grivacy audits. Under
the policy, ICES must conduct an audit to test compliance with each of its privacy policies and their associated
procedures every year. This i ncl udemocedures and practicesrgeverhing {

agent access and use of personal health information described at Part 1(8) of Section B of this report. The Chief
Privacy and Legal Officer has overall responsibility for implementation of the policy. This specifically includes
responsibility for the appointment and oversight of appropriately skiled agents to conduct audits and the
establishment of an audit schedule.

The ICES Privacy Audit Log and Instructions Workbook and Privacy Audit Report Forms are designed to guide and
document audits. The report forms are tailored by audit type, but consistently address the follow ing:

The nature (e.g. document review s, interview s) and scope of the audit;
Responsible auditor;

Selection criteria;

Audit findings;

Recommendations;

Remedial action and associated responsibilities, timing and status; and
Whether or not notice willbe provided.

E I ]

Topics common to all privacy audits are addressed on the general instructions page for auditors at the front of the
ICES Privacy Audit Log and Instructions Workbook. These topics include:

The process, form and content for giving notice of a planned audit;

Content and responsibility for maintaining audit files;

Location of audit files;

Responsibility for making and communicating audit findings and recommendations, and the timing, manner
and content of those communications;

Responsibility and a timeline for establishing and carrying out action plans to address recommendations;
Responsibility and a timeline for monitoring the implementation and effectiveness of action plans;
Approval and reporting of audit findings, which include a requirement
Chief Executive Officer; and

Timing and required documentation for closure of audit files.

== == =4 = = =4 =8 A

The Instructions sheet also addresses maintenance of the Privacy Audit Log, including storage location of the log
and audit files and auditorsd responsibility for

1 Maintenance of the log;
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1 Communicating and tracking recommendations that arise from privacy audits;
1 Documentation of audits.

Agents who conduct audits have a duty to report any breaches or suspected breaches detected at the first
reasonabl e opportunity wunder | CESO Privacy Incident

28.Log of Privacy Audits

APPLICATION
Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Audit Log & Instructions Workbook | Implemented
b. Privacy Audit Report Form Implemented
DESCRIPTION

ICES has defined a log of privacy audits that have been completed. Information captured in the log and report forms
include:

The nature and type of privacy audit conducted,;

The date the privacy audit w as completed;

The agent responsible for completing the privacy audit;

Recommendations arising from the privacy audit;

The agent responsible for addressing each recommendation;

The date each recommendation w as oris expected to be addressed; and

The manner in w hich each recommendation was oris expected to be addressed.
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29. Policy & Procedures for Privacy Breach Management

APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Privacy Incident Management Policy Implemented
b. \I;’rvlc\)/rzli(?c/)c:rllmdent Log & Report Forms implemented
c. Internal Audit Policy Implemented
d. Discipline & Corrective Action Policy Implemented
DESCRIPTION
| CESO Privacy Incident Management Policy and assocthea

identification, reporting, containment, notification, investigation and remediation of privacy breaches. The definition
of privacy breach encompasses any collection, use, disclosure, copying, modification, disposal, loss, theft or other
act or failure to act, involving personal health information, or information derived from it, such as de-identified
information, that makes personal health information subject to unauthorized copying, modification or disposal or that
is not in accordance w ith:

1 PHIPA or its regulation;
T | CESS privacy or policies as a prescribed entity
T Any data sharing or other agreement governing | CJ

Under the policy, every agent is required to report such events to an ICES Privacy SME at the first reasonable
opportunity. Events are considered detected and reportable, and subject to this policy and its associated procedures,
once suspected. This includes events reported and handled initially as information security breaches.

Agents w ho detect or suspecta privacy breach are required to report it to the ICES Privacy SME at the ICES location
most closely associated withthe breach. They are required to do so immediately. The policy stipulates that contact
is to be made verbally, wherever practicable, and otherwise by email. In the absence of an ICES Privacy SME,
reports should be made to | CES®H Chi ef Privacy and L
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Privacy SMEs as w ellas the Chief Privacy and Legal Officeris provided, and accessible to all agents, on the privacy
page of | CESO intranet . The | CES Privacy SME <creat e;g
establishes a file on the secure Privacy folder on the ICES netw ork.

Under the procedures, an ICES Privacy SME is then required to launch a Privacy Breach Report Form and
commence an investigation. The Form, w hich guides the investigation and must be completed, captures the date of
the report, the nature and extent of the personal health information involved and the determination w hether or not a
breach has, in fact, occurred. Where it has, the investigating Privacy SME is required to report this immediately to
the Chief Privacy and Legal Oof ficer, who mhbasreportisoptovided/
verbally or in writing depends on the complexity of the facts to be relayed, and is decided by the Chief Privacy and
Legal Officer. The information provided to the Chief Executive Officerincludes the nature and extent of the personal
health information involved, containment measures and the identity of any parties who must be notified and a plan
for how notice will be given. This is subject to the general requirement that notice to those parties should be given
at the earliest reasonable opportunity.

The procedures stipulate that breaches, including suspected breaches, be immediately contained by the responsible
ICES Privacy SME. The procedures specify the approach and objectives for containment. At a minimum, the ICES
Privacy SME must determine w hether or not the breach resulted in copies of personal health information being
made, and if so, to ensure and document their secure return or destruction. Where records are destroyed, the date,
time and method of destruction must be captured. Containment must also prevent further unauthorized access, use
or disclosure of the personal health information or other personal health information. The nature of the containment
measures taken and whois responsible for taking them must be documented on the Privacy Breach Report Form,
and sent to the Chief Privacy and Legal Officer for review and approval.

Where an investigation indicates there has been a privacy breach involving personal health information, the
procedures require ICES to notify the person or organization that disclosed that personal health information to ICES.
The ICES Privacy SME responsible for handling the breach is required to prepare a written notification plan for
review by the Chief Privacy and Legal Officer. The plan must take into account any particular arrangements relevant
to notification contained in the data sharing agreement. It must also identify the appropriate ICES agent to deliver
the notice and its format, the nature of the personal health information at issue, the measures that have been, and
will be, implemented to contain the breach, including investigation and remediation. Once approved, the Chief
Privacy and Legal Of ficer is required to inform | CE®S
carried out and addresses all of the information identified in the plan.

Where requested by an organization, ICES may agree to notify third parties or individuals on their behalf, but only
with the approval of |1 CES6 CtlChigf Exechtive Qfftery and Legal o]

Under the procedures, the responsible ICES Privacy SME is required to commence an investigation once a breach
has been contained. The objective is to gain a more precise understanding of the breach, including the personal
health information involved, and identify the root cause(s) and measures to address them. The ICES Privacy SME
is empow ered to make w hatever inquiries are reasonably required to achieve these objectives, w hich can include
document review , interview s and physical inspections. All must be reflected in the Privacy Breach Report Form and
supported by documentation, w hich must be saved to the incident file.

The ICES Privacy SME is responsible for communicating recommendations and w orking with agents to finalize
action plans to address them, consulting withthe Chief Privacy and Legal Officer as necessary. The ICES Privacy
SME then reflects w hat has been agreed in a written plan, w hich is sent to the agent. This includes the names of
those responsible as well as the timeline, w hich cannot exceed 45 days unless approved by the Chief Privacy and
Legal Officer. It is the responsibility of the agents identified on the plan to assign others, as required, to carry it out;
the ICES Privacy SME monitors to ensure compliance with the agreed timeline and reflects this in the Privacy
Incidents Log. Where relevant, an ICES Security SME wi ill be involved in developing, or carrying out, action plans.

Once all remedial actions and notifications are complete, the ICES Privacy SME ensures all supporting
documentation is saved to the file, updates the Privacy Breach Report Form and sends alink to the Chief Privacy
and Legal Officer to request approval to close the file. The Form, which is review ed and endorsed by the Chief
Privacy and Legal Officer, captures all the key facts associated with the breach, including recommendations and
their status. Once approval is received, the ICES Privacy SME reflects this in the Privacy Incidents Log, which is
maintained to track all breaches and associated recommendations and timelines.

Compliance w iththe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,
in accordance with | CESH Privacy |Incident Management
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disciplinary actions including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of empl oyment or contract with Diredd,. Humén
Resources in consultati ocandLegal ©fhf | CESO ukCtdeef | PESO abDiys c
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
| CE $ternal Audit Policy.

30. Log of Privacy Breaches
APPLICATION
Fully applicable H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Incident Log & Report Forms Implemented
Workbook
DESCRIPTION

ICES maintains alog and report form, w hich together capture:

The date of the privacy breach;

The date the privacy breach w as identified or suspected,;

Whether the privacy breach was internal or external;

The nature of the personal health information involved and the nature and extent of the privacy breach;
The date the privacy breach was contained and the nature of the containment measures;

The date the health information custodian or other person or organization that disclosed the information
w as notified;

The date investigation of the privacy breach w as completed;

The agent responsible for conducting the investigation;

Recommendations arising from the investigation;

The date each recommendation was, oris expected to be, addressed,;

Responsibility for addressing recommendations; and

The manner in w hich each recommendation w as, oris expected to be, addressed.
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31. Policy & Procedures for Privacy Inquiries & Complaints

APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Privacy Information, Inquiries & Complaints
Policy Implemented
b. Privacy Inquiries & Privacy Complaints Log Implemented
c. Privacy Inquiry Report Form Implemented
d. Privacy Complaint Report Form Implemented
e. Privacy Inquiry & Privacy Complaints Implemented
Procedures P
f. Zrlvacy Complaint Response 1 Template 1 Implemented
g. FB>rivacy Complaint Response 1 Template 1 implemented
h. Privacy Complaint Response 2 Template Implemented
i. Privacy Complaint Form Implemented
DESCRIPTION
| CESO Privacy |Information, Inquiries and Compl aints

Complaints Procedures, Privacy Inquiries and Privacy Complaints Log, Privacy Inquiry Report Form, Privacy
Complaint Report Form and letter templates address the process to be followed in the receiving, documenting,
tracking and responding to privacy inquiries and complaints.

Privacy Inquiries
Under the policy, privacy inquiry is defined andi nc |l udes inquiries about | IEIS ¢
regulation and the policies, procedures and practices ICES implements as a prescribed entity. The policy requires
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the Chief Privacy and Legal Officer to ensure that ICES6 p uwbebsitecinforms the public of their right to make a
privacy inquiry to ICES, and provides a title, mailing address and format(s) for contacting ICES to enable this.

The policy requires the Chief Privacy and Legal Officer to establish procedures for the receipt, handling and
documentation of privacy inquiries. The Privacy Inquiry and Complaints Procedures and associated log and report
form have been devised for this purpose. Together they define the process forreceiving and responding to privacy
inquiries at ICES. Topics they address include:

Responsibility forreceipt and response;

Documentation that is required to be completed and provided,;

Required content of the documentation;

The format and content of response to privacy inquiries; and

Roles and responsibilities of the Chief Privacy and Legal Officer, ICES Privacy SMEs and ICES Security
SMEs.

=a =4 = -a -9

All of the procedures, including documentation, are carried out or coordinated by ICES Privacy SMEs w ith oversight
by | CES®d C hainceLfegal Efficev. a c y

Privacy Complaints

Under the policy, a privacy complaint is definedand i ncl udes concerns or compl ain
PHIPA and its regulation and the policies, procedures and practices ICES implements as a prescribed entity. The
policy requires the Chief Privacy and Ilteenjoants th©pulblic af eneir
right to make a privacy complaint to ICES or the Information and Privacy Commissioner of Ontario. Under the policy,
the information on | CES® public website must i ncl dtie
IPC, as wellas format(s) for communicating privacy complaints to ICES.

The policy also requires the Chief Privacy and Legal Officer to establish procedures for the handling and
documentation of privacy complaints. The Privacy Inquiry and Complaints Procedures and associated log and report
form have been devised for this purpose. Together they define the process for receiving and responding to privacy
complaints at ICES. Topics they address include:

1 Responsibility forreceipt and response;

1 Documentation that is required to be completed and provided;

1 Required content of the documentation;

1 The nature of information that must be requested from complainants; and

1 Roles and responsibilities of the Chief Privacy and Legal Officer and ICES Privacy and Security SMEs.
Except for notification and approval s, which are the

procedures outlined here are either carried out or coordinated by an ICES Privacy SME.

The procedures require a determination to be made w hether or not a privacy complaint will be investigated and
identify the agent responsible, timeline, process and criteria for doing so, and related documentation. Where the
determination is that the privacy complaint does not w arrant investigation, the procedures stipulate that a letter be
sent to the complainant to acknow ledge the complaint and advise them of the decision not to investigate. The
template that has been developed for use in this scenario also advises complainants of their right to complain to the
Information and Privacy Commissioner of Ontario and provides contact information to enable this. Where the
determination is that investigation is w arranted, the procedures stipulate that a letter be sent to the complainant to
acknow ledge the complaint, advise them of the decision to investigate and describe the investigation process,
including the process for requesting further information from the complainant, the projected timeframe, and the
nature of the documentation the complainant willbe provided upon completion of the investigation. The procedures
identify the agents responsible for sending these letters and associated timelines.

The procedures identify the agent responsible for investigating privacy complaints, as w ell as the process for
planning and carrying out investigations. This includes a discussion of how investigations and associated findings
must be documented and the content of that documentation, as w ellas responsibility for its creation, communication
and approval. The procedures also define the process for addressing recommendations that arise from the
investigations, w ith associated responsibilities, timelines and requirements for documentation. Also addressed is the
topic of notification, with associated responsibilities, content requirements and timelines. This includes criteria for
the notification of | CESH Chi ef Executive Officer a
speaks to investigative findings and recommendations, if any, as wellas the right to complain to the Information and
Privacy Commissioner of Ontario, w ith contact information to enable this.
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The Privacy Information, Inquiries and Complaints Policy requires the Chief Privacy and Legal Officer to define
procedures to track privacy complaints. The Privacy Inquiries and Privacy Complaints Log, Privacy Inquiries and
Privacy Complaints Procedures, and Privacy Complaint Form have been designed, and w ork together to address
logging, creation and retention of documentation, as well as responsibility for oversight and timely closure of
recommendations.

Compliance & Enforcement

Compliance withthe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,
in accordance with | CESO Privacy Incident Management

disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of empl oy ment or contract wi t h Dirédds,. Human
Resources in consultati candLegal ©thf | CESSO u €l e ed dnPEDBréctedActon
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
| CE $fiernal Audit Policy.

32. Log of Privacy Complaints

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Information, Inquiries & Complaints
Policy Implemented

b. Privacy Inquiries & Privacy Complaints Log | Implemented

c. Privacy Complaint Report Implemented

DESCRIPTION

ICES maintains a log of privacy complaints received, w hich captures the follow ing:

Date received and type of complaint;

Decision w hether or not to investigate and the date this decision is made;

Date the complainant is advised of the decision w hether or not to investigate;

Investigator name;

Date of investigation commencement and completion;

Whet her or not the investigation revealed defici
Status of remedial action; and

Date the complainant is advised of the investigation findings and any remediation.
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The information in the Privacy Complaints Log is supplemented by the more detailed Privacy Complaint Report,

w hich is created for each privacy complaint ICES receives. Information captured in the Privacy Complaint Report
includes:

Specific deficiencies and recommendations identified by the investigation;
Agent responsible for addressing each recommendation;

Timeline for addressing each recommendation; and

Manner in w hich each recommendation will be addressed.

E R ]
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Part 21 Security Documentation

1. Information Security Policy
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Security Framew ork & Governance Policy Implemented
b. Security Incident Management Policy Implemented
c. Internal Audit Policy Implemented
d. Information System Acquisition, Implemented
Development & Maintenance Policy
e. Discipline & Corrective Action Policy Implemented
DESCRIPTION

| CESO Secur ity GQéeveamaneenPolicykestablisltes an overarching framew ork and responsibility for
information security at ICES. Requirements of the policy specifically include:

|l

The

procedures and practices that address:

The

The

= =4 -a =9
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policy also refersto more detailed policies and procedures implemented to address the above-noted matters.

policy stipulates that the information security infrastructure provide for:

=a =4 =8 -8 -9

Establishment of a comprehensive information security program that consists of administrative, technical
and physical safeguards aligned with established industry standards and practices, and that has sufficient
documentary requirements to allow independent verification;

Ensuring that ICES takes reasonable steps to protect personal health information against theft, loss and
unauthorized use or disclosure and protect records of personal health information against unauthorized
copying, modification or disposal;

Conduct of organization-wide threat and risk assessments of all information assets, including personal
health information, and project specific threat and risk assessments; and

Establishment of a documented methodology for assessing and remediating threats and risks and
prioritizing their remediation.

policy requires | CESO inf ormation security prog

Ongoing review of security policies, procedures and practices;

Information security training and aw areness for all ICES staff;

Physical security;

Secure retention, transfer and disposal of records containing personal health information, including
information contained on mobile devices, remote access and security of information at rest;

Access control and authorization, including business requirements, user access management, user
responsibilities, netw ork access control, operating system access control and application and information
access control;

Systems acquisition, development and maintenance, including the security requirements of information
systems, correct processing in applications, cryptographic controls, security of system files, security in
development and support procedures and technical vulnerability management;

Monitoring, including maintenance and review of system control and audit logs and security audits;

Netw ork security, including patch management and change management;

Acceptable use of information technology;

Back-up and recovery;

Security breach management; and

Protection against malicious and mobile code.

The transmission of personal health information over authenticated, encrypted and secure connections;
Security-hardened servers, firew alls; and demilitarized zones and other perimeter defenses;
Anti-virus, anti-spam and anti-spyw are measures;

Intrusion detection and prevention systems;

Privacy and security enhancing technologies; and
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1 Mandatory system-wide passw ord-protected screen savers after a defined period of inactivity.

The policy also provides for continuous assessment and verification o f | @fBnation security program in order
to deal with threats and risks to data holdings containing personal health information. ICES relies on its security audit
program for such continuous assessment and verification. The program consists of assessments of the effectiveness
of the administrative, technical and physical safeguards ICES has implemented. Specifically, audits assess
compliance with | CES®S security policies, pr oc e dand usesof
personal health information, and include vulnerabiity as sessments and penetration
systems conducted by independent auditors.

| CESO Chi ef E x ie altimately vaecou@dble Foc ensuring the security of information at ICES and that
agents comply w ith the security policies, procedures and practices. The Chief Privacy and Legal Officer has been
delegated authority to approve and oversee the information security program. The Security Manager has been
delegated authority to develop and implement the information security program, w hich includes implementation of
administrative, technical and physical safeguards. The Senior Director, Information Technology, Finance and
Corporate Projects has been delegated authority to approve and oversee t he physi cal S egeslLr
The Facilities Manager has been delegated authority to develop and implement the physical security program.

Compliance w ith the above policy and its procedures is mandatory for all agents. Agents must notify ICESG Security

Manager, or in the case of ICES Satellite Sites the Local Privacy and Security Officer, at the first reasonable

opportunity if they breach, or believe there has beer
Security Incident Management Policy. Violations including breach are subject to a range of disciplinary actions,

including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment

or contract with ICES. Disciplinary actions are enforce d by Dir€dos dHuman Resources in consultation with

the Chief Privacy and Legal Officerunder | CESO Discipline aG@othpliagoe ris sebjedtt tov,
annual audit by the Security Manager and an audit schedul e Intemadl Aldi and Noritdringi
Policy.

2. Policy & Procedures for Ongoing Review of Security Policies, Procedures & Practices

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Framew ork & Governance Policy Implemented
b. Internal Audit Policy Implemented
c. Security Monitoring Log & Report Forms

Workbook Implemented

d. Policy Framew ork & Governance Policy Implemented
e. Discipline & Corrective Action Policy Implemented

DESCRIPTION

I CE $ternal Audit Policy and associated security audit procedures, w hich are contained in the Security Monitoring
Log and Report Forms Workbook, pr ovi de f or continuous nolitiest pracédargs and f
practices. Matters addressed in the policy and procedures include frequency, timeframe and the procedures for
conduct of review s, w hich must be conducted prior to each scheduled review of ICES policies, procedures and
practices by the IPC, pursuant to section 45(4) of PHIPA. Ongoing monitoring is the joint responsibility of | CES 6
Privacy and Legal Officer and the Security Manager. Required audit activities specifically include monitoring for

continued alignment of | CES®d securi sty policies, proc
1 Applicable IPC orders, guidelines, factsheets and best practices;
1 Evolving industry security standards and best practices;
1  Technological advancements;
1 Amendments to PHIPA and its regulation;
1 Recommendations arising from privacy and security audits;
1 Recommendations arising from threat risk assessments and privacy impact assessments;
1 Recommendations resulting frominvestigations into privacy or security breaches; and
1 Consistency of security policies, procedures and practices with actual ICES practices and wi t |

privacy policies, procedures and practices.
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I CE ®diicy Framew ork and Governance Policy governs revision, creation, communication and implementation of
policies, procedures and practices at ICES and changes to them. The policy specifically addresses:

I The procedure and responsibility for amending or drafting policies, procedures and practices as a result of
the review, and obtaining approval;

I The procedure and responsibly for internal communication of amended or new policies, including the
method and nature of communication;

9 The procedure and responsibility for reviewing and amending any external communication materials as a
result of the amended or new policies.

At ICES, each polcy and procedur e has aowdee saihg ia eespendible ffor ensuring the ongoing
mai ntenance of the policy o rauthprity p @ leodsuresgonsiblea fiordoveeseeidgeferiinad)
review of the policy or procedure and approving amendments. The Chief Privacy and Legal Officer is the authority
for security policies, procedures and practices. New or amended security policies, procedures and practices that
affectgeneral ICES operations or require broader communication must undergo review and approval by ICES faculty
member s a n OperdtiGhE SGommittee before final approval by the Chief Privacy and Legal Officer.
Communication of amended or new security policies or procedures is the responsibility of the Chief Privacy and
Legal Officer.

Compliance with the above policies, procedures and practices is mandatory for all agents. Violations including
breach are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access
privileges, legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced
by | OEtér, Human Resources in consultation withthe Chief Privacy and Legal Officerunder | CESd
and Corrective Action Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule
established Ihternal Audit PHIGES 6

3. Policy & Procedures for Ensuring Physical Security of Personal Health Information
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Physical Security Policy Implemented
b. ICES-Central Physical Security SOP Implemented
c. ICES-Central Visitor SOP - Hectronic Implemented

Access Badge
d. ICES-Central Visitor SOP - Non-Electronic Implemented
Access Badge

e. Visitors Sign In/Out Sheet Implemented
f.  Visitors Policy Implemented
g. Keyscan Vantage Access Control System Implemented
h. Onboarding System Implemented
i. Key Sign In Log Implemented
j.  Internal Audit Policy Implemented
k. Security Incident Management Policy Implemented
. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES has defined a policy and associated procedures to address the physical safeguards required to protect
personal health information against theft, loss and unauthorized use or disclosure, and protect records of personal
health information against unauthorized copying, modification or disposal.

Physical saf eguards provided for wunder | GEce$s to prhmisesi anda
locations w here records of personal health information are retained, such as locked, restricted and/or monitored

access. In addition, the policy provides for the creation of security zones, w ith progressive levels of security and the

highest level preserved forlocations w here personal health information is held.

Compliance w iththe policy and its procedures is mandatory for all agents. Agents must notify the Security Manager
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policy or procedures, in
accordance with | CES®S Sec ur i Viglatiohsnincluding breach Mg isubjgce tma rarige ofP
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
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termination of employment or contract with ICES. Di sci pl i nary act i ons Dirratog Hamar
Resources in consultation with the Chief Privacy and Legal Officerunder | CESd Disciplini{
Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established under
| CE $fiernal Audit Policy.

Access by Agent
The policy and procedures identify the various agents responsible for receiving, review ing, granting and terminating

access by agents t o | CES O premi ses and to |l ocations within
information are retained, including the levels of access that may be granted, which are outlined in the policy and
procedures. The various responsible agents include supervisors, the Security Manager, the Director, Data Quality
and Information Management, the Senior Director, Information Technology, Finance and Corporate Projects and the
Facilities Manager. The policy and procedures also address:

T Criteria for determining | eto&h owribciple ¢By dekadlt, agenta areahly
granted medium security access, w hi | €T ahdCE®D personnel are granted high-level access as
they require suchaccess for the performance of their duties;

1 Time-limited access, w here appropriate; and

1 Provisioning of identification cards, access cards and/or keys by the Facilities Manager.
Required documentation and communication of the above is also identified in the procedures. Supervisors must
submit a request for agentsd access to the Facilities
is set out in a form in |CES®S Onboarding System and
and role and access level requested as determined by the supervisor), which also documents any required
confirmations of approval (the required content of
Supervisors will also receive email confirmation of access requests triggered by the Facilities Managers through
| CESO Onboarding System. The Facilities Manager wi |l
all ow access only to authorized | oc atuiredntiseframe. tTHeiFacilities

Manager must deliver the identification card or access card and/or keys to the agent in person.

Theft, Loss & Misplacement of Identification Cards, Access Cards & Keys

The policy and procedures set out the requirements and the process to be follow ed in the event of theft, loss and
misplacement of identification cards, access cards and/or keys. The procedures r equi r e agents
Security Manager or the Facilities Manager at the firstreasonable opportunity by email and must specify w hen and
w here the identification card, access card and/or keys w ere lost or misplaced. The Security Manager or Facilities
Manager, as applicable, must immediately deactivate any electronic identification card or access cards. The
Faciliies Manager willissue a temporary or replacement identification card or access card and/or keys and must log
t he age n,tcéard andioca keg number, the date issued and the timeframe for return in the key log and/or card
holder database, which are maintained and retained by the Facilties Manager. Where an agent fails to return an
identification card or access card and/or keys, the Facilities Manager must contact the agent immediately to ensure
they are returned, and for any electronic identification card or access card not returned, must also ensure it is
deactivated.

Termination of Employment, Contractual or Other Relationship

The procedures require agents and their supervisors to notify a Human Resources Associate of the termination of
the agentds employment, c o randridentify theagdrocedure toobe follow ed n éetmmatingo
access. This includes a requirement that identification cards, access cards and/or keys be returned on the date of
termination, at which time access to the premises must be terminated immediately by the Facilties Manager.
Termination includes deactivation of any electronic identification cards or access cards, and ensuring keys have
been returned.

Notification When Accessis No Longer Required

The procedures outline the process to be follow ed w hen an agent no longer requires access to locations w ithin ICES
that contain personal health information, including a requirement that agents and their supervisors notify the Facilities
Manager. Notification, the nature and format of w hichis specified in the procedures, must be provided on or before
the date that access is no longer required. The Facilties Manager must immediately reprogram the electronic
identification card or access card to terminate access to the restricted locations, and ensure all applicable keys
issued to the agent are returned.

Audit of Agents with Access tothe Premises

I CES requires the conduct of annual audits of agent g
premises where records of personal health informati of
The purpose of the audit is to ensure that agents continue to have an employment, contractual or other relationship
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withICES and continue to require the same level of access and identify and remediate any unjustified access. The
Security Manager is responsible for the conduct of the audi t s, in accordance with
Security Audit Procedures.

Tracking & Retention of Documentation Related to Access to the Premises

The procedures identify systems used to log access approvals and changes, and assign responsibility t o |
Facilities Manager and, w h e foetheananadernentadthose syste@E Batumantato e
related to the receipt, review, approval and terminat
are stored in the Facilities Manager 0s electronic or
Visitors

| CES6 Visitors Policy @entfy thesageotsrespansbtd aml the precess to besfollow ed in
identifying, screening and supervising visitors. Each visitor has a designated host who, w here applicable, must
inform | CESS receptionist in advance of the visitoro
arrived at | CES. Visitors are required tdate andotimg of artivel, the |
agent(s) with whom they are meeting and the date and time of departure. Where a visitor requires an electronic
access card or identification cardw ith special access privileges, the host must complete a Track-IT ticket requesting
that the Facilities Manager issue the card. The Visitors Policy specifies the identification that must be w orn by visitors
at all times.

The procedures address the duties of agents responsible for identifying, screening and supervising visitors. At a
minimum, the hostmust ensure the visitor is accompanied at all times, w ears the identification cardissued to hinvher
and returns it upon departure. The host and | CESH f
completes the visitors log upon arrival and departure. Where it is discovered that a visitor has failed to complete the

l og, | CESO receptionist must contact the host to obt é
the identification card or accesscar d , | CESO receptionist mu s t cont act
visitor to ensure the card is returned. I f the card
Manager, w hois required to deactivate any electronic card.

The procedures require that | CES6 receptionist retaif
Manager retain other documentation related to the identification, screening or supervision of visitors in his/her office
in a designated file.

4. Log of Agents with Access to the Premises of the Prescribed Person or Prescribed
Entity
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES-Central Physical Security SOP Implemented

b. Onboarding System Implemented

c. Keyscan Vantage Access Control System Implemented

d. Track-IT System Implemented

e. Visitors Sign In/Out Sheet Implemented

f. ICES-Central Visitors SOP - Non Eectronic | Implemented
Badge

g. ICES-Central Visitors SOP - Hectronic Implemented
Access Badge

h. Visitors Policy Implemented

i.  Termination of Employment/Resignation & Implemented
Discharge Policy

j.  Internal AuditPolicy Implemented

k. Security Audit Log & Instructions Workbook | Implemented

DESCRIPTION

ICES has defined procedures that address the requirement to maintain a log of agents granted approval to access
the premises and the level of access granted. The required logs can be generated from the systems and
processes identified above, and include:

T Agentds name;
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Level and nature of access;

Locations w ithin the premises to w hich access is granted;

Date(s) access w as granted,;

Date(s) identification cards, access cards or keys w ere provided, associated identification numbers and
date(s) returned; and

T Date of next audit.

= =4 =4 -

The systems and processes are subject to audit by the Security Manager u n d e r  Iht&€i&aE Audit Policy and
associated procedures contained in the Security Audit and Instructions Workbook.

5. Policy & Procedures for Secure Retention of Records of Personal Health Information

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Management Policy Implemented
b. ICES Data Management Standard Implemented
c. Records Retention Schedule Implemented
d. Data Backup Policy Implemented
e. Destruction of ICES Data SOP Implemented
f.  Privacy Impact Assessment Policy Implemented
g. ICES PIA Form - Service Provider Implemented
h. Security Incident Management Policy Implemented
i. Internal Audit Policy Implemented
j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES has developed policies, procedures and practices that collectively satisfy the requirements w ith respect to the
secure retention of records of personal health information in paper and electronic format.

The ICES Data Management Policy mandates that records of personal health information in both paper and
electronic format be retained for only as long as necessary to fulfill the purposes for w hich they w ere collected. The
policy requires that records of personal health information collected for research not be retained for longer than
specified in the research plan approved by a research ethics board, and that records of personal health information
collected pursuant to a data sharing agreement not be retained for longer than set out in the agreement. The policy
provides for the establishment of a records retention schedule, w hich exists and is used to monitor and manage
retention of personal health information in accordance with research plans and data sharing agreements.

The policy stipulates that records of personal health information must be retained in a secure manner and assigns
overall responsibility to the | C E ®iéector, Data Quality and Information Management. The policy and the ICES Data
Management Standard identify the precise methods by w hich records of personal health information in paper and
electronic format must be securely retained. Records of personal health information on paper must be stored in
locked rooms and cabinets. Records of personal health information in electronic format on ICES systems must be
stored on a server isolated from the ICES netw ork. Records of personal health information on mobile media must
be encrypted and stored in locked rooms and safes.

The policy requires agents to take reasonable steps to ensure records of personal health information are protected
against theft, loss and unauthorized use, disclosure, copying, modification or disposal. The detail of the policy and
supporting standard, compliance w ith w hich is mandatory, effectively defines the reasonable steps, w hich include
use of locked rooms, cabinets and safes, segregated servers with access controls and encryption of mobile media.
As well,under the standard, personal health information w ith direct personal identifiers is retained only temporarily
until data quality issues have been resolved and is then securely destroyed by an ICES-approved method.

Retention by a Third Party Service Provider

| CESO Privacy Impact Assessment Policy addresses th
provider contracted to retain records of personal h e {
policy stipulates that a privacy impact assessment must be conducted prior to establishing any such service
relationship. The ICES PIA Form - Service Provider, completion of which is the responsibility of an ICES Privacy
SME, has been defined for this purpose. The form is designed to:
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1 Addressthe circumstances under w hich and the purposes for w hich records of personal health information
w ill be transferred to a third party for secure retention;

1 Establish and detail an appropriately secure procedure and method for the transfer of records of personal
health information to the third party and the retrieval of records from the third party, which meet the
requir ement s pdidies, p@EBdes amdvpractices for secure transfer;

1 Ildentify conditions fortransfer and retrieval, and

1 Ensure the services are appropriately documented in a service level agreement that includes mandatory
privacy content in agreements w ith third party service providers as captured in an appendix in the ICES
PIA Form i Service Provider, and w hich must be review ed and approved by an ICES Privacy SME prior to
transfer.

The ICES Data Management Policy addresses the documentation that must be maintained in relation to the transfer
of records of personal health information to a third party service provider for retention. In particular, the agent
responsible for ensuring the secure transfer, either the Director, Information Technology (IT) or delegate, is required
to document the date, time and mode of transfer, and maintain a repository of written confirmations received from
the third party service provider upon receipt of the records, as well as a detailed inventory of the personal health
information being securely retained by or retrieved from the third party service provider.

Compliance w iththe above policies, procedures and practices is mandatory for all agents. Agents must notify ICESd
Security Manager, or in the case of ICES Satellite Sites the Local Privacy and Security Officer, at the first reasonable
opportunity if they breach, or believe there has been a breach of, the policies or procedures, in accordance with
| CESO Security | nci deMidationsancladme breash are Bubjeci tya.range of disciplinary
actions, including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of
employment or contract with ICES. Di sci pl i nary acti ons Diectoe, Hemarf Besoureed inb
consultation with the Chief Privacy and Legal Officer under | CESO Discipline
Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established under
I CE $ternal Audit Policy.

6. Policy & Procedures for Secure Retention of Records of Personal Health Information
on Mobile Devices

APPLICATION

Fully applicable H Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Protecting Personal Health Information on

Mobile D?evices Policy implemented

b. Internal Audit Policy Implemented
c. Discipline & Corrective Action Policy Implemented
d. Security Incident Management Policy Implemented
e. Privacy Impact Assessment Policy Implemented
f. ICES Project PIA Form Implemented
g. ICES Project PIA Review Procedure Implemented
h. Passw ord Policy Implemented
i.  Mobile Device Policy Implemented
j- ICES Data Management Policy Implemented
k. ICES Data Management Standard Implemented
I.  Accessto ICES Data Policy Implemented
m. Remote Access Policy Implemented

DESCRIPTION

ICES has developed policies, procedures and practices to identify w hether and in w hat circumstances ICES permits

the retention of records of per sonal health information on mobile de

| CESO Protecting Per sonal He al t h . Gomgdliance meth theopalicies mproceutes
and practices is mandatory for all agents. Agents must notify ICES Security Manager, or at ICES Satellite Sites the
Local Privacy and Security Officer, at the first reasonable opportunity if they breach, or believe there has been a
breach of, the policies o r procedur es, in accordance with | CiW®latonsS
including breach are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of
access privileges, legal sanctions and termination of employment or contract with ICES. Disciplinary actions are
enf or c ed Doector] HOE 6Resources in consultation with the Chief Privacy and Legal Officerund e r
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Discipline and Corrective Action Policy. Compliance is subject to annual audit by the Security Manager and an audit
schedul e establ ilseinalduditfoltyer | CESO

| CESO Protection of Per sonal Heal t h Inf or mati on on N
mobile devices, subject to approval through a privacy impact assessment. Conducted by an ICES Privacy SME
under | CESO Privacy | mppavady impact sssessmerasnare glided by gnd documented

through, an ICES Project PIA Form. The agent requesting to collect or retain records of personal health information
on a mobile device must submit an ICES Project PIA Form, the required content of w hichis defined in the form, to
an ICES Privacy SME. The ICES Privacy SME must review the ICES Project PIA Form, taking into account the
criteria and the requirements for approving or denying the request, including ensuring that other information i namely
de-identified and/or aggregate information i willnot serve the purpose and no more personal health information will
be retained on the mobile device than is reasonably necessary to meet the identified purpose. The ICES Privacy
SME must indicate approval by signing a copy of the ICES Project PIA Form and returning it by email to the agent.

| CESO Rg @Edrseralt Health Information on Mobile Devices Policy and Mobile Device Policy establish
conditions and restrictions on retention, w hich include:

1 Retention of de-identified or aggregate information only if it will serve the purpose;

1 De-identification to the fullest extent possible;

1 A prohibition against retaining more personal health information on a mobile device than is reasonably
necessary for the identified purpose;

T Use of encryption and complex passwor ds andmesporsibilioyr
of assigned IT staff for encryption;

1 Password-protected screen savers and responsibility for enabling them;
1  Shortest possible retention period,;
1  Second layer of encryption and different complex passw ord at the file level; and
1 Ensuring the use of the personal health information subject to assessment has already been approved
pur suant to | CES®d Privacy Impact Assessment Pol i
| CESO Protecting Per sonal Heal t h I nf or me toiretain pecsonal Mealbhi
inf ormation on the mobile device in compliance with

retention of records of personal health information, and to securely delete the information in accordance with the
process and timeframe setout in the policies, procedures and practices. This policy and the ICES Data Management
Policy both address steps and measures to protect personal health information on mobile devices against theft, loss
and unauthorized use, disclosure, copying, modification or disposal.

| CESO Remote Access Policy sets out the circumstanc e/
is permitted and the associated requirements. Requests to access personal health information are required to be
made through a Work From Home Application and Agr eeri

consideration and approval. One of the conditions for approving access is that the agent has signed the associated

agreement, thereby agreeing to a range of remote access safeguards such as taken measure to shield screens from

fishoul der surferso. Agents are only permitted to acc
are permitted to accessemgd iTHedolloaimg ate@B& &condjidns. fdcess tb personal

health information containing direct personal identifiers is permitted in a private space only; access to coded data is

permitted from either a private or a semi-private space; and access to personal health information in any format in a

public space is prohibited. Access must occur, and is technically feasible only, through ICES-managed remote

access softw are.

7. Policy & Procedures for Secure Transfer of Records of Personal Health Information
APPLICATION
Fully applicable H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Management Policy Implemented
b. ICES Data Management Standard Implemented

c. Secure Transfer of Personal Health

Information SOP Implemented
d. Contracts Database Implemented
e. DQIM Data Disclosure Log Implemented
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f.  Managing Paper Chart Documents Implemented
Procedure

g. Case List Request & Distribution implemented
Procedure

h. Security Incident Management Policy Implemented

i. Internal Audit Policy Implemented

j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES has developed policies, procedures and practices that collectively address the secure transfer of personal
health information in paper and electronic format. The ICES Data Management Policy requires personal health
information to be transferredin asecure manner, and the ICES Data Management Standard and the Secure Transfer
of Personal Health Information SOP set out the secure methods of transferring records of personal health information
in paper and electronic format that have been approved by ICES. The policy specifically requires agents to use only
approved methods of transferring records of personal health information and prohibits all other methods. The
standard and SOP outline the approved methods and associated procedures.

Electronic File & Mobile Media Transfers

The standard and SOP authorize transmission of records of personal health information through a secure and
encrypted electronic file transfer system or encrypted mobile media. The standard and SOP outline the conditions
for transfer. These include conduct and approval of a privacy impact assessment by an ICES Privacy SME that
documents authority for the transfer of records. The SOP assigns responsibility to an ICES Data Covenantor for
ensuring the records of personal health information are securely transferred. In the case of inbound transfers,| CE §
receptionist is permitted to receive mobile media transferred to ICES by courier, but upon receipt, the media must
be retrieved by an ICES Data Covenantor and stored in a secure data safe.

The SOP identifies the documentation that must be completed in relation to the secure transfer. For each inbound
transfer an ICES Data Covenantor must update the Contracts Database, recording the date and mode of transfer
and the recipient of the records of personal health information. The Contracts Database also contains the nature of
personal health information transferred to ICES. For each outbound transfer, the ICES Data Covenantor must update
the DQIM Data Disclosure Log, recording the date and mode of transfer, the recipient of the records and the nature
of the personal health information transferred. The ICES Data Covenantor is required to file confirmations of receipt.

Paper & Email Transfers

The standard permits the transfer of records of personal health information by email or by paper only in the context
of a specific type of | CES act i Whe tpyocedurad, lcanditionsii pofes aval r
responsibilities and required documentation for paper and email transfers are set out in the Managing Paper Chart
Documents and the Case List Request Distribution procedures. The procedures provide as follow s: paper, w hichis
only ever transferred from data custodians to ICES and never from ICES to them, must be sent by courier and any
direct personal identifiers must be removed prior to transfer. Case lists sent by email must not contain direct personal
identifiers beyond medical record numbers and must be contained in an encrypted, passw ord-protected file, and the
passw ord sent separately fromthe file. The assigned ICES research coordinator or ICES Abstractor, as applicable,
is responsible for ensuring the records are securely transferred. Confirmations of receipt by email are required in the
case of email transfers.

The SOP together with the ICES Data Management Policy and the ICES Data Management Standard outline the
administrative, technical and physical safeguards that must be implemented in transferring records of personal
health information through each of the approved methods. The policy requires that the approved methods of secure
transfer and associated procedures and safeguards be consistent with IPC orders, including Order HO-004 and
Order HO-007; IPC guidelines, factsheets and best practices, and evolving privacy and security standards and best
practices.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify ICES6 Security
Manager, or at an ICES Satellite the Local Privacy and Security Officer, at the first reasonable opportunity if they
breach, or believe there has been a breach of, the p
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Disciplinary actions aree nf or ¢ e d Dbector] HuE@ O0Resources in consultation withthe Chief Privacy
and Legal Officerunder | CESO® Di scipli ne aComplage risrsebgedt to anaual Awdit by the
Security Manager and an audit schedule established under | CE $hernal Audit Policy.

52



8. Policy & Procedures for Secure Disposal of Records of Personal Health Information

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Management Policy Implemented
b. ICES Data Management Standard Implemented
0. Destruction of ICES Data SOP Implemented
c. Information Media Destruction SOP Implemented
d. Privacy Impact Assessment Policy Implemented
e. ICES PIA Form i Service Provider Implemented
f. Internal Audit Policy Implemented
g.
h. Security Incident Management Policy Implemented
i. Privacy Incident Management Policy Implemented
j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

The ICES Data Management Policy and related procedures address the secure disposal of records of personal
health information in both paper and electronic format. The policy requires records of personal health information to
be disposed of in a secure manner that is consistent w ith the definition in PHIPA and its regulation. The policy states
that secure disposal means that records are disposed of in sucha manner that their reconstruction is not reasonably
foreseeable in the circumstances.

The ICES Data Management Standard, Information Media Destruction SOP and Destruction of ICES Data SOP
identify the precise methods for the secure disposal of records of personal health information in paper and electronic
format, including various media. Records on paper must be disposed of by crosscut shredding or deposited into
approved shredding bins for secure disposal by a third party service provider. Mobile devices or media must be
w iped using secure overw rite utility softw are. Unserviceable mobile media must be physically destroyed by burning
platters, degaussing or shredding to prevent reconstruction. Records on ICES servers must be permanently deleted.
The policy requires that these secure disposal methods be consistent with PHIPA and its regulation, with IPC orders,
including Order HO-001 and Order HO-006, and with IPC guidelines, factsheets and best practices, including Fact
Sheet 10: Secure Destruction of Personal Information.

The standard and the tw 0 SOPs address the secure retention of records of personal health information pending their
secure disposal. Records intended for disposal must be physically segregated from records intended for recycling,
stored in designated areas, and retained in clearly marked cabinets, safes or bins. Records on paper, if not shredded
by ICES staff, mus't be stored in designated bins distribut
disposed of by a third party service provider. Shredding bins are clearly marked, opaque and locked and their
contents cannot be accessed by ICES staff.| CES 6 Facilities Manager is res
paper bins pending secure disposal of their contents. Mobile media intended for disposal must be clearly marked
and stored in a locked room in a clearly marked safe until they are securely disposed of.| CES 6 I' T Ser
responsible for ensuring the media is securely retained pending its secure disposal.

Disposal by a Designated ICES Agent, Not a Third Party Service Provider

Under the Destruction of ICES Data SOP, w here a designated ICES agent, and not a third party service provider, is
responsible for disposal of records of personal health information, the disposal must be carried out or coordinated
by an ICES Data Covenantor or assigned IT staff within the timeframe specified in the data sharing agreement or
Records Retention Schedule. The circumstances under which and conditions pursuant to which disposal is
performed by an ICES Data Covenantor include physical destruction of CD-Rs and removal of electronic records on
laptops and ICES systems. When records are contained on mobile media or devices other than CD-Rs or laptops,
an ICES Data Convertor must submit a Track-IT ticket to request disposal by assigned [T staff. Specific
responsibilities of ICES Data Covenantors and IT staff with respect to secure disposal, including tracking of
destruction dates and storage of certificates of destruction, are detailed in the Destruction of ICES Data SOP and
Information Media Destruction SOP.

Under the ICES Data Management Standard, personal health information with direct personal identifiers is retained
only temporarily until data quality issues have been resolved and is then securely destroyed by an ICES-approved
method.
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The SOPs require ICES Data Covenantors to provide certificates of destruction to the data custodian no later than
a specified time follow ing the secure disposal. The certificates of destruction are required to:

Identify the records of personal health information to be securely disposed of;
Confirm the secure disposal of the records of personal health information;

Set out the date, time and method of secure disposal employed; and

Bear the name and signature of the agent(s) w ho performed the secure disposal.

= =4 -8 =9

Disposal by a Third Party Service Provider

| CESO Privacy Impact Assessment Policy addresses th
provider contracted to securely dispose of recor dsy
stipulates that a privacy impact assessment must be conducted prior to establishing any such service relationship.
The ICES PIA Form i Service Provider, completion of w hichis the responsibility of an ICES Privacy SME, has been
defined for this purpose. The form is designed to:

1 Establish and detail an appropriately secure procedure and method for the transfer of records of personal
health information to the third party service provider, which meet t he r e q poaligies,n
procedures and practices for secure transfer;

Identify conditions for transfer; and

Ensure the services are appropriately documented in a service level agreement that includes mandatory
privacy content as captured in the appendix to the ICES PIA Form i Service Provider, and w hich must be
review ed and approved by an ICES Privacy SME prior to transfer.

== =

The ICES Data Management Policy addresses the documentation that must be maintained in relation to the transfer
of records of personal health information to a third party service for secure disposal. In particular, the agent
responsible for ensuring the secure transfer, either the Director IT or delegate in the case of personal health
information on mobile media, or the Facilties Manager in the case of personal health information on paper, is
required to document the date, time and mode of transfer, and maintain a repository of w ritten confirmations received
fromthe third party upon receipt of the records and a detailed inventory of the personal health information transferred
for secure disposal.

Currently at ICES, secure disposal of paper and mobile media by a third party service provider is done onsite only

and transfer is not required. For disposal of pap dionistt
to track the date the third party service provider was onsite to perform the disposal and the date the certificate of

destruction w as received. The receptionist must provide the certificate of destruction to the Facilties Manager for

storageinthe Manager 6s of fice. Forythedl Serpicedeatl is mdponsitbebfor trackingrend
filing copies of certificates of destruction on a restricted electronic folder. Where a third party service provider does

not provide a certificate of destruction w ithin the required timeframe, the Facilties Manager or IT Service Lead, as

applicable, must follow up to ensure the certificate is provided.

Compliance w iththe above policies, procedures and practices is mandatory for all agents. Agents must notify ICESd
Security Manager, or at ICES Satellites the Local Privacy and Security Officer, at the firstreasonable opportunity if
they breach, or believe there has been a breach of, the policies or procedures,inaccor dance with
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contractwithICES. Di sci plinary act i on sDreator,eHun@am Resaurces th cdnsultatio® & $hihe
Chief Privacy and Legal Officerunder | CES6 Discipline aCobliaie risisubjecttd anreal 4
audit by ICES6 Security Manager and an audit schedul e Ineemdl Addit Rolcyh ed un d {

9. Policy & Procedures Relating to Passwords

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Password Policy Implemented
b. Security Incident Management Policy Implemented
c. Internal Audit Policy Implemented
d. Discipline & Corrective Action Policy Implemented
DESCRIPTION
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| CESO Password Policy addresses pas sinfoomtidrs systems, teehootodies ,n
equipment, resources, applications and programs. The policy applies to all agents who access computing systems
operated by ICES, including any default user account on systems or softw are owned, licenced or managed by ICES,
w hether such access is from an ICES-ow ned or personal computer.

The policy is consistent with orders, guidelines, fact sheets and best practices issued by the IPC, and industry
standards. The policy defines:

1  Minimum and maximum passw ord length;

1 Password composition, which must be a combination of upper and lower case letters, numbers and
alphanumeric characters;

1 Restrictions on re-use of prior passw ords;

1 Timed automated expiry and frequency of passw ord change;

1 Consequences follow ing a defined number of failed login attempts, including account lockout;

1 Imposition of system-w ide passw ord-protected screen saver after a defined period of inactivity; and

1 Administrative, technical and physical safeguarding rules for agents to maintain confidentiality of

passw ords, including specific requirements to keep passw ords private and secure, change passw ords
immediately if suspected they have become know n to others, and to refrain from w riting dow n, displaying,
concealing, hinting at, providing, sharing or otherw ise making passw ords know n to others.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify the Security
Manager, or at ICES Satellite Sites the Local Privacy and Security Officer, at the firstreasonable opportunity if they
breach, or believe there has been a breach of, the p
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Di sci plinary act i on Direetar,eHunam Resources ith camsultatiolC & Bhdhe Chief Privacy
and Legal Officerunder | CES® dbroreectivepAktiomPBelicy.aGompliance is subject to annual audit by the
Security Managerand an audit schedul e Ineesd Adgit Folkyhed under | CES(

10. Policy & Procedure for Maintaining & Reviewing System Control & Audit Logs

APPLICATION

Fully applicable H Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. System Control & Audit Log Policy Implemented
b. System Control & Audit Log SOP Implemented
c. System Control & Audit Log Standard Implemented
d. Security Audit SOP Implemented
e. Internal Audit Policy Implemented
f.  Privacy Incident Management Policy Implemented
g. Security Incident Management Policy Implemented
h. Discipline & Corrective Action Policy Implemented

DESCRIPTION

| CESO System Contr ol and Audit Log Policy provides f
control and audit logs that are aligned w ith industry standards over time and commensurate with the amount and
sensitivity of the personal health information maintained, the number and nature of agents with access, and the
associated risks.

| CESO System Contr ol and Audit Log SOP requires | CESH
including technologies, applications and programs, to be configured to log access, use, modification and disclosure.
The types of events that require auditing and the nature and scope of the information to be captured in the system
contr ol and audit |l ogs ar e set obod Standard. [TeEeSI6gs afeyrexjwirednto
contain the date and time personal health information is accessed and access is disconnected, as w ell as the user
and computer identifiers, type of action performed such as retrieval, creation or deletion, date and time of the action,
and any changes to values. Under the SOP, the Security Manager is responsible for ensuring required audits are
conducted and the required information is captured in these logs, including its nature and scope.

The consistency of thesel ogs i s ensured through provisions in 1(¢
reinforced by the SOP, w hich also identifies the procedures for ensuring logs are protected from unauthorized
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access, and assigns responsibility for protecting logs to the System/Database Administrator. The SOP requires the
System/Database Administrator to retain these logs and identifies their location and the retention period. Review of
these logs by the Security Manager, as well as by the System Information and Event Management Administrator
and under w hat circumstances, and the review frequency and process, are also defined in the policy and SOP.
These designated review ers of logs are required to provide notification, at the first reasonable opportunity, of any

privacy incidents or breaches wunder | CESO® Privacy 1In
under | CESS Security | nclihkeentel Man agqerhempt bPBa lwieceyn. Inciteat
Management Policy and | CESHS Security Incident Manage/l

| CESO System Cont r ol ass@ms despdnaillify tto the Sgcuriy ®@nager for addressing findings
within specified timelines and monitoring to ensure the findings have been addressed, and identifies related
documentary requirements. Also addressed in the SOP is how findings will be communicated by the Security
Manager to the Manager or Director of IT and the timeframes for communication. The SOP assigns responsibility to
the Security Manager for tracking the findings using the Security Incidents Log and monitoring to ensure the findings
and any remediation steps have been addressed.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify the Security
Manager, or at an ICES Satellite Site the Local Privacy and Security Officer, at the first reasonable opportunity if
they breach, or believe there has been a breach of, the policy or procedures in accordance wi th 1 (
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contractwithICES. Di sci plinary act i on Direator,dHdumam Resources, dh cényultatiot EvSHothe
Chief Privacy and Legal Offcerunder | CES6 Discipline aCoblia®e risisubjecttdo anreal 4
audit by the Security Manager and an awudi t schedul e dnterma Audif Plihyed wunder

11. Policy & Procedures for Patch Management
APPLICATION
Fully applicable H Quialified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Patch Management Policy Implemented

b. Information Technology Change

Management SOP implemented

c. Security Incident Management Policy Implemented

d. Internal Audit Policy Implemented

e. Discipline & Corrective Action Policy Implemented
DESCRIPTION
| CESO Pat c h Ma n addessesntiie impReoentatiory of patch management at ICES. Under the policy,
| CESO I T Ma asaigneesponsibilisy tto specific IT staff for monitoring the availability of patches and related

patch management tasks. The policy identifies the frequency of monitoring and the associated procedure that must
be follow ed. The policy requires assigned IT staff to determine w hether and w hento implement a patch, based upon
criteria that are set out in the policy, and further identifies the process that must be follow ed in this regard. When it
is determined a patch should not be implemented, the policy requires the assigned IT staff to document a description
of the patch, the date it became available, the severity level, the information system to w hichthe patch relates and
the rationale for not implementing the patch. When it is determined a patch should be implemented, the policy
identifies the priority and required timeframe for implementation based upon the severity level of the patch. The
process for patch i mpl e melnfdrneation dethnology Clamge Mamagement rSOP| @ B® G
identifies the agent responsible for implementation (i.e. the assigned Change Implementer), the circumstances in
w hich patches must be tested, the timeframe for testing and the required documentation and responsibility for
testing.

The policy and SOP address the documentation that is required to be maintained withrespectto patches that have
been implemented and assigns responsibility for its maintenance to the designated IT staff. Minimum documentation
content includes a description of the patch and its severity level, the date it became available, the system to w hich
the patch relates, implementation date, agent responsible for implementation, test date, agents responsible for
testing, and the test results.

Compliance w ith the above policy and its procedures is mandatory for all agents. Agents must notify ICES6 Security
Manager, or at ICES Satellites the Local Privacy and Security Officer, at the first reasonable opportunity if they
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breach, or believe there has been a breach of, the p
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Di sciplinary act i on Direeatar,eHunam Resources ith camsultatiorC & Ehdhe Chief Privacy
and Legal Officerunder | CESO Di scipline aGanpliabeoer is sulbjectitos aamnuah auditi by |
ICESO Security Manager and an audit schedul e Intemal Addt Poicshed wunder [

12. Policy & Procedures Related to Change Management

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Change Management Policy Implemented
b. Change Management Procedure Implemented
c. Request for Changer Form (RFC) Implemented
d. Security Incident Management Policy Implemented
e. Internal Audit Policy Implemented
f. Discipline & Corrective Action Policy Implemented

DESCRIPTION

| CESO Change Management Po | i £addreasnttte reeefpts review and epgroval oroden&ld
of requests to change the operational environment of ICES.

The policy and procedures address:

The request process, requirements and associated roles and responsibilities;

Receipt, review and approval or denial of change requests by an established Change Advisory Board

comprised of agents from I CESHS Inf ormation Techn

the Security Manager, Corporate Services and Research and Analysis;

1 The documentation that must be completed (i.e. a Request for Change Form or RFC) by the requestor and
submitted to the Change Advisory Board, through a designed Change Coordinator, forreview and approval;

1 Minimum documentation content requirements, w hich are defined in the RFCF, including the requestor6 g

name, the change requested, the date the change w as requested, the rationale/need forthe change, the

impact and, w here applicable, the rationale for a decision not to implement the change;

Criteria and process for determining w hether to approve or deny requests;

The manner in which decisions must be documented, and the method and format for communicating

decisions to the requestor;

1 Responsibility of the change manager and Change Advisory Board for prioritizing and determining timelines
forimplementation of approved changes, and associated documentation;

1 The process and responsibility of the change implementer for implementing approved changes, and
associated documentation;

1 Responsibility of the change manager for maintaining and updating documentation of changes that have
been implemented, including a description of the change requested, the requestor6 siame, the change
requested, the date the change w as requested, the change priority, the date the change w as implemented,
responsibility of the change implementer forimplementation, the date the change w as tested, responsibility
of the change implementer for testing, and the test results; and

1  The circumstances in which changes must be tested by the change implementer and associated time

frame, procedures and documentation.

f
f

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify the Security
Manager, or at an ICES Satellite Site the Local Privacy and Security Officer, at the first reasonable opportunity if
they breach, or believe there has been a breach of, the policy or pr ocedur es, in accor
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
warning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contractwithICES. Di sci pl i nary act i on sDireator,eHunam Resaurces oh cdnsultatio® & &hihe
Chief Privacy and Legal Offcerunder | CES® Di scipline aConpliate fissubject tdo anraial 4
audit by the Security Manager and an audit schedul e Intemdl Aldit Folkyh ed under
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13. Policy & Procedures for Back-Up & Recovery of Records of Personal Health

Information

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Data Backup Policy Implemented
b. Privacy Impact Assessment Policy Implemented
c. ICES Data Management Policy Implemented
d. ICES Data Management Standard Implemented
e. ICES PIA Form i Service Provider Implemented
f.  Internal Audit Policy Implemented
g. Privacy Incident Management Policy Implemented

DESCRIPTION

| CESO Dat a Bac kup thePlmdkipcayd reeodatyrofeecards sf personal health information. The policy
specifically addresses:

1 Types of backup storage devices used;

1 Frequency withw hich personal health information is backed up;

1 Process and requirements for backup and recovery;

1 The need for the availability of backed-up records and the circumstances under w hich backed-up records
will be made available;

9 Testing of backups and recovery procedures, and testing frequency and process;

1 Required documentation for backup, recovery and testing, the contents of which are defined in the

applicable document or log;
1 Requirement to ensure backup storage devices are securely retained in a restricted area w ithin ICES and
timeframe for retention;

1 Responsibility for all of the above, whichis assigned t o | CES® Director,
administrators.
The policy is required to be in compliance with | CES{

records of personal health information, including the ICES Data Management Policy and the ICES Data Management
Standard.

Retention by a Third Party Service Provider

| CESO Privacy Impact Assessment Policy addresses th
provider contracted to retain records of personal health infor mat i on on | CESO behal f .
service provider contracted to retain backed-up records. The policy stipulates that a privacy impact assessment must
be conducted prior to establishing any such service relationship. The ICES PIA Form - Service Provider, completion
of whichis the responsibility of an ICES Privacy SME, has been defined for this purpose. The formis designed to:

1 Establish and detail an appropriately secure procedure and method forthe transfer of backed-up records
of personal health information to the third party service provider and the retrieval of records from the third
party service provider, which meet t he r e q policies, pocetiuses and prattiCds S@
secure transfer;

Identify conditions for transfer and retrieval; and

Require that a written agreement be executed with the third party service provider that meets or exceeds
appropriate mandatory privacy content, and w hich must be review ed and approved by an ICES Privacy
SME prior to transfer.

= =9

The ICES Data Management Policy addresses the documentation that must be maintained in relation to the transfer
of backed-up records of personal health information to a third party service provider for retention. In particular, the
agent responsible for ensuring the secure transferi namely the Director, IT or delegate, as applicable i is required
to document the date, time and mode of transfer and maintain a repository of written confirmations received from
the third party service provider upon receipt of the records and a detailed inventory of the personal health information
being securely retained by, or retrieved from, the third party service provider.

Compliance w ith the above policies, procedures and practices is mandatory for all agents. Agents must notify the
Security Manager, or at ICES Satellite Sites the Local Privacy and Security Officer, atthe firstreasonable opportunity
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if they breach, or believe there has been a breach of, the policies or procedures, in accordancewi t h | CES
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contractwithICES. Di sci plinary act i on sDireator,eHunam Resaurces th cdnsultatio® & $hihe
Chief Privacy and Legal Officerunder | CESO Di scipline aComblaie fissubject tdo anreial 4
audit by the Security Manager and an audit schedule established under | CES 6 Internal Audi t

14. Policy & Procedures onthe Acceptable Use of Technology

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Acceptable Use Policy Implemented
b.
C.
d. Change Management Policy Implemented
e. Change Management Procedures Implemented
f.  Track-IT System Implemented
g. Personnel IT Equipment Request Form Implemented
h. Security Incident Management Policy Implemented
i. Internal Audit & Monitoring Policy Implemented
j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

| CES6 Acceptable Use Policy outlines the acceptable

or not equipment involved is ow ned, leased or operated by ICES.

The policy defines uses that are permitted, uses that are prohibited and uses that are subject to prior approval. The
policy does not detail the process for making or approving a request for any standard equipment, applications or
programs. Requests for any of these ar e si mpl y handled and document eThe
requestor must complete a Personnel IT Equipment Request Form, obtain the signature of his/her supervisor and,
w here applicable, the signatures of the Director of Finance and the relevant Senior Director, and submit the form
throughaTrack-l T ticket to | CESH Hel pDesk f or processing by
details, justification forthe need of the equipment, application or program.

If the equipment, application or program falls outsi (
request is set out in | CESO Change Management Proce

Request Form, the required details of which are defined in the form. This form must be review ed by a designated

Change Advisory Board consisting of agents from | CES®S
w hichincludes the Security Manager. The procedures identify the criteria for approving or denying the request, as

w ell as how decisions by the Change Advisory Board must be documented, including the reasons forthe decision

and any conditions on approval with which the requestor must comply, and how those decisions must be

communicated to the requestor.

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify the
Security Manager at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies
or procedur es, in accordance with | CBESoationsS edudingibtegch dre
subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or contract withICES. Di s ci pl i nary act i on Bredoryg
Human Resources in consultation with the Chief Privacy and Legal Officerunder | CESO Discip
Action Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established
under Ih&maSAudit Policy.

15. Policy & Procedures In Respect of Security Audits
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Internal Audit Policy Implemented
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b. Security Audit Procedure Implemented
c. Security Audit Log & Instructions implemented
Workbook
d. Security Audit Report Form Implemented
e. Security Incident Management Policy Implemented
f.  Privacy Incident Management Policy Implemented
DESCRIPTION
| CESO Internal Audit Policy and Security Audit Pr oc e{

conducted, and the purpose, scope, circumstances and frequency for each. It provides as follow s:

Threat and Risk Assessments

ICES conducts Threat and Risk Assessments prior to implementing new technologies or making changes to existing
technologies that could impact security. Threat and Risk Assessments are conducted to identify and address security
w eaknesses that could otherwise lead to Security Incidents.

Security Assessments
ICES conducts ad hoc security assessments to identify and address the security implications of requests made by
Information Technology and others.

Vulnerability Assessments
ICES conducts quarterly vulnerabilty assessments to measure the overall security health of ICES systems by
looking for unknow n changes that have been made to those systems.

Penetration Testing

ICES conducts penetration tests prior to implementing new technologies or making changes to existing technologies
that could impact security. Penetration tests are used to attempt to exploit vulnerabilities in ICES computer systems,
netw orks and w eb applications to determine if unauthorized access or malicious activity is possible.

Ethical Hacks
ICES conducts quarterly ethical hacks to identify potential threats inside ICES environments by duplicating the intent
and actions of malicious hackers.

Review s of System Control and Audit Logs
ICES reviews system control and audit logs on a daily basis to detect malicious activity and identify internal and
external threats.

Audits of | CH#HiSeS, prSceduresand pyactices
ICES audits each of its security policies and associated procedures every calendar year. Audits are conducted in
order to:

1. Verify that policies and selected procedures are implemented and in place
2. Bvaluate their effectiveness to meet the objectives of the policy, and
3. Correct deficiencies.

The Security Manager has overall responsibility forimplementation of the policy. This is specified in the policy, as is
the overarching responsibility of the Chief Privacy and Legal Officer for privacy and security. Responsibilities of the
Chief Privacy and Legal Officer specifically include the selection and supervision of auditors and establishment of
an audit schedule to fulfill the objectives of the policy.

The Security Audit Report Form is designed to hold report forms that guide audits. The template is tailored by audit
type, but consistently addresses the follow ing:

The nature (e.g. document review s, interview s) and scope of the audit;
Responsible auditor;

Selection criteria;

Audit findings;

Recommendations;

Remedial action and associated responsibilities, timing and status; and
Whether or not notice willbe provided.

=a =4 =4 -8 -8 _a_9
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Topics common to all security audits are addressed on the general Instructions page for auditors at the front of the

ICES Security Audit Log and Instructions Workbook. These topics include:

The process, form and content for giving notice of a planned audit;

Content and responsibility for maintaining audit files;

Location of audit files;

Responsibility for making and communicating audit findings and recommendations, and the timing, manner

and content of those communications;

1 Responsibility and a timeline for establishing and carrying out action plans to address recommendations;

1 Responsibility and a timeline for monitoring the implementation and effectiveness of action plans;

1 Approval and reporting of audit findings, w hichinclude a requirement to report high r i sk f i ndi
Chief Executive Officer; and

1 Timing and required documentation forclosure of audit files.

= =a -8 -9

The Instructions sheet also addresses maintenance of the Security Audit Log, including storage location of the log
and audit files andauditor s 8 r esponsibility for:

1 Maintenance of the log;

1 Communicating and tracking recommendations that arise from privacy audits;

1 Documentation of audits.

Agents who conduct audits have a duty to report any breaches or suspected breaches detected at the first
reasonable opportunity under | CES® Security Incident
Management Policy.

16. Log of Security Audits

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Audit Log & Instructions Implemented
Workbook
b. Security Audit Report Form Implemented
DESCRIPTION

ICES has alog and report forms that capture:

1 Nature and type of audit;
1 Completion date;
1 Responsible auditor;
1 Recommendations arising from the audit;
1 Agent responsible for addressing the recommendations;
1 Date each recommendation was or is expected to be addressed; and
1 The manner in which each recommendation was oris expected to be addressed.
17. Policy & Procedures for Information Security Breach Management
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Security Incident Management Policy Implemented
b. Security Incident Log & Report Forms Implemented
Workbook
c. Privacy Incident Management Policy Implemented
d. \Trvg/ﬁ((kz))éolrllmdent Log & Report Forms implemented
DESCRIPTION
| CESO Security Incident Management Policy and associ

identification, reporting, containment, notification, investigation and remediation of information security breaches.
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The definition of informaton secur ity breach is defined in the pol
policies, procedures and practices.

Under the policy, every agent is required to report such events at the first reasonable opportunity. Events are
considered detected and reportable, and subject to this policy and its associated procedures, once suspected.

Agents who detect or suspect an information security
the breach is detected an ICES Satellite, to the Local Privacy and Security Officer for that location. They are required
to do so immediately. The policy stipulates that contact is to be made verbally, w herever practicable, and otherw ise
by email. In the absence of the Local Privacy and Security Officer at an ICES Satellite, reports should be made to
| CESO Security Manager directly. The identity and cd
Privacy and Security Officers is provided, and accessible to all agents, on the Privacy & Legal Officepage of
intranet. The Security Manager or Local Privacy and Security Officer, as applicable, creates an entry for the report
on the Security Incidents Log and establishes a file on the secure Information Security folder on the ICES netw ork.

Under the procedures, Local Privacy and Security Officers are required to refer security breaches to the Security
Manager for handling. The Security Manager is then required to launch a Security Breach Report Form and
commence an investigation. The Form, w hich guides the investigation and must be completed, captures the date of
the report, and w hether or not any personal health information might be involved and the determination w hether or
not a security breach has, in fact, occurred. Where the initial investigation suggests that personal health information
is involved, the Security Manager is required to refer the report to a Privacy SME for confirmation and potential
handling. Where personal health information is, or is believed to have been, stolen, lost or accessed by unauthorized
persons, the health information custodian or other organization that disclosed it to ICES willbe notified at the earliest
reasonabl e opportunity in accordance with | CES®S Pri v

The Security Manager is required to keep the Chief Privacy and Legal Officer apprised of the volume, nature and

handling of security breaches through a w eekly status report. Where the Security Manager judges a security breach

has been caused by malfeasance or is otherw ise significant for reasons of scale, scope or complexity or the potential

to cause disruption, the Security Manager will report it to the Chief Privacy and Legal Officer immediately, w ho must
evaluate and if the assessment is confirmed, notify |
verbally or in writing depends on the complexity of the facts to be relayed, and is decided by the Chief Privacy and

Legal Officer. The information provided to the Chief Executive Officer also includes the identity of any parties the

Security Manager has identified who must be notified and, if any, a plan for how notice will be given. This is subject

to the general requirement that notice to those parties should be given at the earliest reasonable opportunity.

The procedures stipulate that security breaches, including suspected breaches, be immediately contained by the
Security Manager. The procedures specify the approach and objectives for containment. The containment measures
must have regard to the systems and processes involved and w hatis required to prevent further harm. Containment
must be as extensive, and last for as long, as reasonably required for this purpose, but no more. Ata minimum, it
must prevent further copying of affected, or other, information and, w here containment involves destruction, ensure
that this is carried out in a secure fashion and the date, time and method of destruction documented. The Security
Manager is responsible for documenting decisions and containment activities in the Security Incident Report Form,
and verifying compliance withthe containment plans carried out by other agents.

The Security Manager is required to consider w hether or not ICES has a duty to notify any third party, and if it has,

prepare a w ritten notification plan for review by the Chief Privacy and Legal Officer. The plan must take into account

any particular arrangements relevant to notification contained in the data sharing agreement. It must also identify

the appropriate ICES agent to deliver the notice and its format, the nature of any personal health information at

issue, the measures that have been, and will be, implemented to contain the breach, including investigation and

remediation. Where investigation determines that personal health information has been stolen, lost or accessed by

unauthorized persons, the health information custodian that disclosed the information to ICES must be notified. Once

the notification plan is approved, the Chief Privacy and Legal Of f i cer i s required to i
Officer within 30 days of detection and to ensure the plan is carried out and addresses all of the information identified

in the plan.

Under the procedures, the Security Manager is required to commence an investigation once a breach has been
contained. The objective is to gain a more precise understanding of the breach, including any personal health
information involved, and identify the root cause(s) and measures to address them. The Security Manager is
empow ered to make w hatever inquiries are reasonably required to achieve these objectives, which can include
document review, interview s and physical inspections. All must be reflected in the Security Breach Report Form and
supported by documentation, w hich must be saved to the incident file.
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The Security Manager is responsible for communicating recommendations and w orking w ith agents to finalize action
plans to address them. The Security Manager then reflects w hat has been agreed in a written plan, w hichis sent to
the agent. This includes the names of those responsible as w ellas the timeline, w hich cannot exceed 45 days unless
approved by the Chief Privacy and Legal Officer. It is the responsibility of the agents identified on the plan to assign
others, as required, to carry it out; the Security Manager monitors to ensure compliance w iththe agreed timeline and
reflects this in the Security Incidents Log.

Once all remedial action and notification are complete, the Security Manager ensures all supporting documentation
is saved to the file, updates the Security Incident Report Form. Where the security breach also involved a privacy
breach, the Security Manager sends a link to the Chief Privacy and Legal Officer to request approval to close the
file. Once completed, the Form captures all the key facts associated with the security breach, including
recommendations and their status. Once finalized, the Security Manager reflects this in the Security Incidents Log,
w hichis maintained to track all security breaches and associated recommendations and timelines.

Compliance with the above policy and procedures is mandatory for all agents. Agent s must Seautity
Manager, or at an ICES Satellite the Local Privacy and Security Officer at the first reasonable opportunity if they
breach, or believe there has been a breach of, the pad
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract w ith
ICES. Disciplinary actions are enforced by | C E ®iéector, Human Resources, in consultation withthe Chief Privacy
and Legal Officerunder | CESS Di scipline aCompliage risrsebedt to &anaual Audit by the
Security Manager and an audit schedul e Ineesd Adgit Folkyhed under | CES(

18. Log of Information Security Breaches
APPLICATION
Fully applicable H Quialified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Incident Log & Report Forms Implemented
Workbook
DESCRIPTION

ICES has defined a log and report form, w hich together capture:

Date of the information security breach;

Date the breach w as identified or suspected;

Nature of the personal health information, if any, involved,

Nature and extent of the information security breach;

Containment date and measures;

Date of any notifications to the health information custodian or other organization;

Investigation complete date;

Investigator name; and

Resulting recommendations and action plans with responsible agents and date each recommendation
w as addressed.

= =a =4 -4 a8 _a_9
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Part 31 Human Resources Documentation

1. Policy & Procedures for Privacy Training & Awareness
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Awareness & Training Policy Implemented
b. Privacy & Security Aw areness Procedures | Implemented
c. Privacy & Security Aw areness Log Implemented
d. Privacy & Security Aw areness Attendance implemented
Sheet
e. Privacy & Security Aw areness mplemented
Requirements Table P
f.  Privacy Consultation Log Implemented
g. Internal Audit Policy Implemented
h. Discipline & Corrective Action Policy Implemented
i.  Privacy Incident Management Policy Implemented
DESCRIPTION
I CE $rivacy Aw areness and Training Policy requires agents to comply w ith requirements established by the Chief
Privacy and Legal Of ficer to create and sustain awar

minimum, these requirements include completion of initial privacy orientation prior to receiving access to personal
health information, as w ellas participation in ongoing privacy aw areness initiatives, including annual privacy training,
w hich are devised by the Chief Privacy and Legal Officerto meet the objectives of the policy.

Associated procedures assign responsibility to an ICES Privacy SME for delivering initial privacy orientation.

Responsibility for notifying | CESH Pri vacy an dhelok gfahe
incoming agent and is set out in |CESH6 Privacy and Se
available for ongoing reference within ICES on the ICES intranet. Notification must be provided by email at the
commencement oft he agentds employment or contractual relati

The content of the initial privacy orientation is prescribed. Under the policy, the initial orientation must address:
1T | CESb® responsibilities arising fAom its designat.|
1 Types and sources of personal health information collected by ICES;

1 Purposes for which ICES collects personal health information, and associated legal authorities and
obligations;

1 Limits on access to and use of personal health information at ICES;

1 Responsibility and the procedure for handling privacy inquiries and complaints;

1 Responsibility and the procedure for handling requests to disclose personal health information;

T An overview of IpdidEes Oprodeduses apd practiaes,yas well as administrative, technical
and physical safeguards to protect personal health information against theft, loss and unauthorized use,
copying, modi fication or disposal, and agentso r

T An overview of | CBlagerfenti Roliaycand tHe rdaties chred mesponsibilities of agents in
identifying, reporting, containing and participating in the investigation and remediation of privacy incidents
and breaches (Duties include a mandatory requirement to provide notification of privacy incidents at the
firstreasonable opportunity and to comply w ith any instructions to facilitate their containment, investigation
and remediation.);

1 Consequences of breach;

T A description of |ICES6 privacy program and its m

1 Anoverview of the applicable ICES Confidentiality Agreement, its purpose and key provisions.

The procedures require that the ICES Privacy SME assigned to deliver privacy orientation verify attendance on the
Privacy and Security Aw areness Attendance Sheet, the required content of w hichis defined in the attendance sheet,
and then forw ard the attendance sheet to the Privacy and Legal Administrator. Referring to the attendance sheet,
the Privacy and Legal Administrator records attendance in the Privacy and Security Aw areness Log, the ongoing
maintenance of w hich is specifically required by the policy and procedure. The Privacy and Legal Administrator is
responsible for filing the attendance sheet. Where the attendance sheet shows an agent failed to attend privacy
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orientation, the Privacy and Legal Administrator must, on the same day, follow up with the agent to reschedule
orientation.

Ongoing, annual privacy training is handled as follow s: No later than the firstbusiness day of each fiscal year,
| CESO CEO s e ntmhising aatificatianlemads alerting ICES agents to complete e-training. E-training is

completed through a trainingmodul e hosted on | CESS | e, @and camplegion risatrackegl e mg
automatically in the systemand moni t or ed by | CES®S Compliance Analyst.
CEOO s of fice) sends final email reminder me draining e s, W

completion deadline. Failure to complete e-training by the deadline results in suspension of access to ICES
systems. Completion of e-training by a new specified deadline is then required to regain access. If e-training is
not completed by the new specified deadline, and no arrangements have been made or approved to justify an
extensi on, the CEO authorizes the | Chdardinggrecaduréss super vi s

The policy also stipulates that | Cdieshased [infoliimatiancand traimng anel
mechanisms to sustain aw areness and communicate significant changes. Significant changes include introduction
of new privacy policies, procedures and practices and changes to them arising from the results of privacy impact
assessments, privacy audits and monitoring, and privacy inquiries and complaints. The policy provides that
mechanisms to sustain aw areness w ill be delivered at least bimonthly, by the assigned Privacy SME, through means
such as I CES staff meetings, I CES newsletters, polic
learns, privacy events and w orkshops, special speakers, and additional training w hich may include testing.

Compliance withthe above policy and procedures is mandatory for all agents. Agents must notify an ICES Privacy

SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policy or

procedur es, in accordance with | CES®S Privacy Incident
to arange of disciplinary actions including w arning, temporary or permanent loss of access privileges, legal sanctions

and termination of employment or contract wiDréctod GUERN

Resources in consultati cndLegal ©thf | €CESS6 ukdeef | PESO abiysc

Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under

| CE $fiernal Audit Policy.

2. Log of Attendance at Initial Orientation and Ongoing Privacy Training
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Privacy & Security Aw areness Log Implemented

b. Privacy & Security Aw areness Procedures | Implemented

c. Privacy & Security Learning Management Implemented

System

DESCRIPTION
ICES has developed and maintains a Privacy and Security Aw areness Log to track attendance at initial privacy
orientaton. The log i ncl udes t he i nattendanced datel dse of thealmneeg ainsd r equi r

Privacy and Security Aw areness Procedures.

To this point, ongoing aw areness activities have been carried out and have been tracked. Annual privacy training
through | CESO Privacy & Security Lmadatary forgll alynts and sultjechto
annual renewal, includes tracking of the agentods nam
monitor and enforce compliance.

3. Policy & Procedures for Security Training & Awareness
APPLICATION
Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Awareness & Training Policy | Implemented
b. Privacy Awareness & Training Policy | Implemented

c. Privacy & Security Awareness Implemented
Requirements Table
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d. Privacy & Security Awareness Implemented
Attendance Sheet

e. Privacy & Security Awareness Log Implemented

f. Discipline & Corrective Action Policy Implemented

g. Internal Audit Policy Implemented

h. Security Incident Management Policy | Implemented

DESCRIPTION

| CESO S Avcatenesstagd Training Policy r equires agents to comply with
Security Manager to create and sustain awareness of
minimum, these requirements must include completion of initial security orientation prior to receiving access to
personal health information as well as participation in ongoing security aw areness initiatives, including annual
security training, w hich are devised by the Security Manager, to meet the objectives of the policy.

Associated procedures assign responsibility to an ICES Privacy SME for delivering initial security orientation.
Responsibility for notifying | CESbH Privacy and Legal
incoming agent andissetout i n | CES® Privacy and Security Awarene
available for ongoing reference within ICES on the ICES intranet. Notification must be provided by email at the
commencement of the agent 6s atempd with IKESn The policy speoifies theastaridarad
information to be included in initial security orientation:

T An overview of |ICES6 key security policies, pr oc g
in upholding them;
1 Consequences of breach of the security policies, procedures and practices;

T A description of | CES?d security progr am, includi
been delegated day-to-day authority to manage the security program;
T | CESS a d mj techsicalrardtphysical safeguards for protecting information against theft, loss and

unauthorized use, disclosure, copying modification or disposal,

1 The duties and responsibilities of agents in upholding the administrative, technical and physical safeguards;
and

T An explanation of | CESSH policy and procedures f (
responsibilities in identifying, reporting, containing and participating in the investigation and remediation of
information security breaches. Duties include a mandatory requirement to provide notification of actual or
suspected security breaches at the first reasonable opportunity and to comply with any instructions to
facilitate their containment, investigation and remediation.

The procedures require that the ICES SME Officer assigned to deliver security orientation verify attendance on the
Privacy and Security Aw areness Attendance Sheet, the required content of w hichis defined in the attendance sheet,
and then forw ard the attendance sheet to the Privacy and Legal Administrator. Referring to the attendance sheet,
the Privacy and Legal Administrator records attendance in the Privacy and Security Aw areness Log, the ongoing
maintenance of w hich is specifically required by the policy and procedures. The Privacy and Legal Administrator is
responsible for filing the attendance sheet. Where the attendance sheet shows an agent failed to attend security
orientation, the Privacy and Legal Administrator must, on the same day, follow up with the agent to reschedule
orientation.

Ongoing, annual security training is handled as follow s: No later than the first business day of each fiscalyear, | C
CEO sends annual e-training notification emails alerting ICES agents to complete e-training. E-training is completed

through atraining modul e hosted on | CES®d | e,amdrcompletion nsatracked eaume@matically g
in the system and monitored by | CESO Compliance Anal

final email reminder messages, w here applicable, seven days prior to the e-training completion deadline. Failure to

complete e-training by the deadline results in suspension of accessto ICES systems. Completion of e-training by a

new specified deadline is then required to regain access. If e-training is not completed by the new specified deadline,

and no arrangements have been made or approved to ju
supervisor to initiate off-boarding procedures.

The policy stipulates th a t | CESH secur ity awmle-leased mfermaiion candrtraining toremsiirer d
agents understand how to apply security policies, procedures and practices relevant to their roles. The policy also
requires mechanisms to sustain aw areness about and communicate significant changest o | CES sec|
program, including new security policies, procedures and practices and changes to them arising from the results of
privacy impact assessments, security breaches and security audits including threat risk assessments, security
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review s or assessments, vulnerability assessments, penetration testing, ethical hacks and review s of system
control and audit logs. The policy provides that mechanisms to sustain aw areness willbe delivered at least
bimonthly, by the assigned Security SME, through means such as ICES new sletters, policy and procedure update
alerts on | CESO intranet, l unch and |l earns, event s,
phishing and malw are simulations exercises.

Compliance w iththe above policy and procedures is mandatory for all agents. Agents must notify an ICES Security
SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policy or
procedures, in accordance withICES® Secur ity | nci de Wlatidvia incudire raeeach are Bubjecit |
to a range of disciplinary actions, including warning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment orcontractwithiCES. Di sci pl i nary act i on sDreatore
Human Resources in consultation with the Chief Privacy and Legal Officerunder | CESO® Discip
Action Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established
under Iht&®aBAudit Policy.

4. Log of Attendance at Initial Security Orientation & Ongoing Security Training
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy & Security Awareness Log Implemented
b. Privacy & Security Awareness Implemented
Procedures
c. Privacy & Security Learning Implemented
Management System
DESCRIPTION
ICES has developed and maintains a Privacy and Security Aw areness Log to track attendance at initial security
orientaton. The log i ncl udes t he i nadtitveindduaan coes dnaatnee. adsde of t h

Privacy and Security Aw areness Procedures.

To this point, ongoing aw areness activities have been carried out and have been tracked. Annual security training
through | CESO Privacy & Security Learning Management
annual renewal, includes tracking of t heannaajteainingdis ordersgan
monitor and enforce compliance.

5. Policy & Procedures for the Execution of Confidentiality Agreements by Agents

APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Privacy Awareness & Training Policy Implemented
b. Privacy & Security Aw areness Procedures | Implemented
c. Privacy & Security Aw areness Log Implemented
d. Privacy & Security Aw areness implemented
Requirements Table
e. Privacy & Security Aw areness Attendance implemented
Sheet
f. Internal Audit Policy Implemented
g. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICESO Privacy Aw areness and Training Policy requires agents to sign a confidentiality agreement prior to being given
access to data, including personal health information, and annually thereafter. Associated procedures and
responsibilities are defined to support the execution of agreements. Under the procedures, a designated ICES agent
must notify the Privacy and Legal Administrator to schedule privacy orientation and ensure an agreement is signed.

Responsibility for providing notification depends on
and Security Aw areness Requirements Table, which is published and available for ongoing reference within ICES
on t he | CES intranet . Notification, whet her provide
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del egated person, or through | CESO 0 n b atéhe dommegceneryt oftthe n
agentds employment or ¢ ont rUadertthe prbcedures|, the ICES rPsvacy BME wasisignkd
to deliver initial privacy orientation must, at the time, obtain a signed agreement. The ICES Privacy SME must provide
the signed agreement tothe Privacy and Legal Administrator, w hois responsible for filing the agreement and tracking
it in the Privacy and Security Aw areness Log. Where an agent fails to attend orientation and sign an agreement, the
Privacy and Legal Administrator must, on the same day, contact the agent to reschedule orientation. AnICES Privacy
SME is required to obtain a signed agreement at the time of delivering orientation.

The procedures set out the specified time eachy ear when | E8\we Oftidei madt sertfl out confidentiality
agreement renew al notifications and the process to be follow ed w here an agent fails to renew his/her agreement by
the specified deadline.

Compliance withthe above policy and procedures is mandatory for all agents. Agents must notify an ICES Privacy

SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policy or

procedur es, in accordance with | CES®S Privacy | nceisdbeat t
to arange of disciplinary actions including w arning, temporary or permanent loss of access privileges, legal sanctions

and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES 6 Direct
Resourcesinconsul tation with ahddEe@GbOf Chiiceefr RBmidweac y CESSH Di sc

Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under

| CE $fiernal Audit Policy.

6. Template Confidentiality Agreement with Agents

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Confidentiality Agreement (General) Implemented
b. ICES Confidentiality Agreement (Data

Covenantor) Implemented
c. ICES Confidentiality Agreement

(Abstractor) Implemented
d. ICES Collaborating Researcher NDA Implemented

DESCRIPTION

I CES has defined a suite of template confidentialit}y
Privacy Aw areness Policy.

General Provisions

The templ ates describe | CESH status as a prescribed
from that status. The templates state that the individuals executing the agreements are agents of ICES and outline
the responsibilities that arise from this. These sp

regulation in relation to ICES and the terms of the confidentiality agreement and any amendments to it. Agents are
also required to agree to read and comply w iththe privacy and security policies, procedures and practices ICES has
implemented as a prescribed entity and any amendments to them. They include a definition of personal health
information that is consistent with PHIPA and its regulation.

Obligations w ith Respect to Collection, Use and Disclosure of Personal Health Information

The templates identify the purposes for which agents are permitted to collect, use and disclose personal health
information on behalf of ICES and any associated conditions, limitations and restrictions. For example, ICES
Abstractors are required to use any ICES equipment issued to them and abide by ICES instructions w hen they
collect personal health information. ICES Data Covenantors, w ho collect and destroy personal health information,
must do so in accordance with data sharing agreements. All versions prohibit agents from using personal health
information except in accordance with the agreement or as required by law, more personal health information than
is reasonably required to, or any personal information if other information will, serve the purpose. (Disclosure is
permitted only in the template for ICES Data Covenantors).

Termination of the Contractual or Employment Relationship

The templates stipulate that agents must return all property of ICES, including records of personal health information,
and all identification cards, access cards and/or keys, by the end of the last day of their relationship with ICES. In all
cases,inaccor dance with | CES® Termination of Empl oyment /|
stipulate that these be personally delivered to the
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Notification

In accordance with |1 CESHS Privacy |etwily th@dant MaNeemeny €alioy,nthe
templ at es require agents to notify ICES immediately
privacy and security policies, procedures and practices, by the agent or any other party.

Consequences of Breach and Monitoring Compliance
The templates explicitly provide that failure to comply is grounds for discipline and may lead to termination of the

agent 6s relationship with | CES. Al l reserve a Hedgg. Mhey
acknow ledge that ICES may request and inspect equipment used by them, logs and documents of any kind
generated as result of their activities, and make suc

compliance w iththe agreement.

7. Log of Executed Confidentiality Agreements with Agents

APPLICATION
Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Privacy & Security Aw areness Log Implemented

b. Confidentiality Agreement/Conflict of Implemented

Interest Renew al Database

c. ICES Abstractors Log Implemented
DESCRIPTION
ICES has defined the Privacy and Security Aw areness Log to track the execution of initial confidentiality agreements.
Under | CESO Privacy and Security Awareness Procedul

responsibility of the Privacy and Legal Administrator. Information captured in the log includes:

1 Agent name;
1 Date of employment or contractual relationship commencing; and
1 Date initial agreement w as signed.

The Manager, Executive Office & Research Administration is responsible for tracking annual renew al dates in the
Confidentiality Agreement/Conflict of Interest Renew al Database. This log includes:

1 Agent name; and
1 Date agreement w as signed.

With respect to ICES Abstractors, the applicable Research Project Manager is responsible for obtaining and tracking
initial agreements and renew als. This log includes:

1 Agent name;
1 Date of employment or contractual relationship commencing; and
i1 Date initial agreement w as signed.

8. Job Description for the Position(s) Delegated Day-to-Day Authority to Manage the

Privacy Program
APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Detailed Position Description i Chief Implemented
Privacy and Legal Officer
b. Internal Audit Policy Implemented
C. Privacy Impact Assessment Policy Implemented
DESCRIPTION
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ICES has developed a job description for the position of Chief Privacy and Legal Officer. The job description gives
the Chief Privacy and Legal Of f i cer authority to manage | CESO priva
Executive Officer. The job description sets out the more detailed responsibilities and obligations of the Chief Privacy
and Legal Officer, w hichinclude:

Developing, implementing, reviewingand amending privacy policies, procedures and practices;

Ensuring compliance w iththe privacy policies, procedures and practices implemented;

Ensuring transparency of the privacy policies, procedures and practices implemented,;

Facilitating compliance with PHIPA and its regulation;

Ensuring employees and agents are aw are of PHIPA and its regulation and their duties under it;

Ensuring employees and agents are aw are of, and appropriately informed of their duties under, the privacy

policies, procedures and practices implemented by ICES in support of its designation as a prescribed entity;

1 Directing, delivering and ensuring the delivery of the initial privacy orientation and ongoing privacy training,
and fostering a culture of privacy;

1 Conducting, reviewing and approving privacy impact assessments;

1 Receiving, documenting, tracking and investigating, remediating and responding to privacy complaints in

accordance with IPC requirements;

Receiving and responding to privacy inquiries in accordance with IPC requirements;

Receiving, documenting, tracking, investigating and remediating privacy breaches and suspected privacy

breaches in accordance with IPC requirements; and

1 Conducting privacy audits in accordance with IPC requirements.
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9. Job Description for the Position(s) Delegated Day-to-Day Authority to Manage the
Security Program

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Position Description 1 Security mol ted
Manager mplemente
DESCRIPTION

ICES has developed a job description forthe position delegated day-to-day authority to manage the security
program. The Security Manager reports to ICE S 6 Chi ef Privacy and tegogsad the Gliief i
Executive Officer. The job description sets out the more detailed responsibilities and obligations of the Security
Manager, w hichinclude:

1 Developing, implementing, reviewingand amending security policies, procedures and practices;

1 Ensuring compliance w iththe security policies, procedures and practices implemented;

1 Ensuring agents are aw are of the security policies, procedures and practices implemented, and are
appropriately informed of their duties and obligations thereunder;

1 Directing, delivering or ensuring the delivery of the initial security orientation and the ongoing security
training and fostering a culture of information security aw areness;

1 Receiving, documenting, tracking, investigating and remediating information security breaches or
suspected information security breaches pursuant to the ICES Security Incident Management Policy; and

f Conducting security audits pursuant to | CESHS I nt ¢

10. Policy & Procedures for Termination or Cessation of the Employment or Contractual
Relationship

APPLICATION

Fully applicable 'H Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Termination of Employment Policy Implemented
b. Security Incident Management Policy Implemented
c. Privacy Incident Management Policy Implemented
d. Discipline & Corrective Action Policy Implemented
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DESCRIPTION

| CE Jérmination of Employment Policy requires agents to provide written notice of resignation to their manager
before a specified time and their managers to, in turn, notify a Human Resources Associate.

The policy requires agents to securely return in person all ICES property on their termination date. ICES property is
defined to include, but is not limited to, identification cards, access cards, and/or keys and copies of data including
per sonal health information. | CESO® Manager, F a c iptopettyi
consisting of identification cards, access cards, and/or keys, and must maintain a record of items returned. The
assigned IT staff are responsible for obtaining from the agent any property consisting of mobile media or devices,
w hich may contain copies of personal health information, and to maintain a record ofit ems r et ur ned
manager is required to obtain other ICES property, including copies of personal health information associated w ith
ICES projects. If any property is not returned on the termination date, the policy requires a Human Resources
Associate to take steps immediately to engage the agent and obtain the property.

Under the policy, within one week of the agentds ter
provide written noti friniantaitoonon oft ot heCE&® e nMabnsa gt e, Fa
Department. On the termination date, the Manager, Facilities & Administration must terminate physical access to
ICES and the designated IT staff must remove access to ICES-controlled information systems.

Compliance withthe above policy is mandatory for all agents. Agents must notify an ICES Security SME and/or an
ICES Privacy SME at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policy
or procedur es , in accordance with | CESH Sendfroty | CESO6 dePn
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Di sciplinary acti ons Diecter, Hemarf Basauread inbcgnsultatdbB Sadith the Senior
Director, Information Technology, Finance and Corporate Projects, Senior Director, Research and Data or Chief
Privacy and Legal Officer,as applicable, under | CES® Disci pli ne aGompliaie risrsubject
to audit by | CES?S Director, Human Resour ces or Termeatiens
of Employment Policy.

11. Policy & Procedures for Discipline & Corrective Action
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Discipline & Corrective Action Policy Implemented

DESCRIPTION

| CE D&cipline and Corrective Action Policy addresses discipline and corrective action with respect to agent
misconduct involving personal health information. In cases of misconduct involving personal health information, the
policyassigns responsibility to the agent 6sndtha 6hiefyRrivacy ardh
Legal Officer for conducting investigations. The policy identifies the documentation that must be completed by the
Director, Human Resources or the assigned Human Resources Associate, and its contents. Results of the
investigation must be provided to the agent who has committed the misconduct, w here applicable.

The types of discipline and corrective action that may be imposed and the factors that must be considered in
determining the appropriate discipline and corrective action are set out in the policy. Under the policy, the Director,
Human Resources, in consultation with the Chief Privacy and Legal Officer, must determine the appropriate type of
discipline or corrective action to be imposed, up to and including termination. The policy requires the assigned
Human Resources Associate to retain documentation related to the misconduct and the discipline imposed or
corrective actiontakeni n t he agent 0s human resources file.
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Part 41 Organizational & Other Documentation

1. Privacy Governance & Accountability Framework
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
DESCRIPTION
I CESO Privacy Policy includes the following provisid(
compliance with | CESHS privacy policies, pThese iecldderr e s a
f Ultimate accountability of | CESd Chi ef Executive

1 Identification of the Chief Privacy and Legal Officer as the position w ith day-to-day responsibility for privacy,
w horeports to and is overseen by the Chief Executive Officer;

f Identi f i cati on of t he rol e of , and requirement to
| CES expansion site, who manage privacy under th

1  The oversight role of the Finance, Audit and Risk Committee of | CES 6 Board of Dir eqd
privacy program; and

f The requirement that | CES®S Chi ef Executive Offic
Finance, Audit and Risk Committee, and submit to that committee each year a written update that
addresses initiatives undertaken by the privacy program, including privacy training, the development and
implementation of privacy policies, procedures and practices, and privacy audits and privacy impact
assessments and resulting recommendations and their status.

This policy stipulates that the policy, i nc |l udi ng the description of | CES®
framew orkit contains, must be published on the ICES intranet and addressed in privacy training, w hich is mandatory
for all agents of ICES.

2. Security Governance & Accountability Framework
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Security Framew ork & Governance Policy Implemented
DESCRIPTION
| CES6 SecurityGévememwnck PRoldicy ensures compliance w
practices and with PHIPA and its regulation. Under t he ghief EBExequtive QOffE& Shas ultimate
accountability for ensuing personal heal th inf orpo&iesi

procedures and practices. The policy identifies the positions at ICES with day-to-day authority to manage the
information security and physical security programs, and their associated responsibilities and reporting relationships
wi t h CHeE Bx@cutive Officer. Other ICES agents w ho support the security program are also identified in the

policy.

The policy designates the Finance, Audit and Risk Co mmi t t e e of | CESO® Board of [
ICES. Designated security SMEs are required to provide annual updates through a w ritten report to this committee.
The reportis required to contain information about initiatives undertaken by the security program, including training
and policy development, as wellas security audits and any security breaches investigated, including the results and
any recommendations arising from the audits or breach investigations and the implementation status of the
recommendations. The method by which the policy must be communicated to agents, and responsibility for
communication, are stipulated in the policy.

3. Terms of Reference for Committees with Roles with Respect to the Privacy Program
&/or Security Program

APPLICATION

Not applicable H Qualified application (explain)
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EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Finance, Audit & Risk Committee Terms of | Implemented
Reference
DESCRIPTION
| CESO privacy and secursieteyn pbryo gar acnsmmat ¢ ee of | CESH B
for | CESO Finance, Audit and Risk Committee identify
of | CES6 privacy and security programs. They require
T Thecommittee be comprised of at Il east three indiv
Directors;
T The |1 CESO Board of Directors appoint one of the
1  The committee review annual writtenreportsprepar ed by | CESH Chi ef Pr i vagd
as reports of any privacy and security audits and breaches and the sufficiency of associated remedial
action.

In addition, the terms of reference require that all meetings of the committee be minuted, and once approved by it,
circulated to | CESG Board of Directors. The committ egd
additional reports are required.

4. Corporate Risk Management Framework
APPLICATION
Fully applicable H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Risk Management Policy Implemented
b. ICES Risk Management Framework & Implemented
Procedure
c. ICES Corporate Risk Register Implemented
Comments As of September 2020 ICES is in the process of revising its enterprise risk

management framew orkand supporting policy, procedure and register, with
assistance from a risk management consultant, to incorporate risk-management best
practices. The revised framew ork is being piloted, and implementation willoccur
over the next several months, and willinvolve training and integration across ICES
departments. The revised framew orkw ill continue to comply w iththe IPC Manual
requirements.

DESCRIPTION

ICES has defined a comprehensive and integrated enterprise risk management framew ork to identify, assess,
mitigate and monitor risks, including risks that may negatively affectits ability to protect the privacy of individuals
w hose personal health information is received and to maintain the confidentiality of that information.

Under | CESO Ri sk Management Framewor k and Procedur e,
the identification and mitigation of risks that may negatively affectICES 6 ability to protect
w hose personal health information is received and to maintain the confidentiality of that information. The Chief

Privacy and Legal Of ficer may involve ot hertons Teas, intrel

identification and documentation of risks. A Risk Documentation Form has been defined and is set out in an appendix
to the Risk Management Framew ork and Procedure. The Chief Privacy and Legal Officer is required to use this form
to document risks (or w here a risk has been identified by another person, assist them in doing so), and file a copy
of the completed form with | CESHS Senior Director, I ni

The Risk Documentation Form guides and documents the ranking and assessment of the likelihood and potential
i mpact of a risk in accordance with criteria that ar

| CESO Ri s k Management Framewor k and PrlegaleQfficer eesponaitdeefer

ensuring any actual or potential risks to privacy are mitigated, and sets out the process to be follow ed and the criteria

that mu st be considered in doing so. The Chi ef yiftiudev
assigning agents to implement mitigation strategies, establishing timelines, and monitoring to ensure that mitigation

strategies have been implemented. All must be recorded on the Risk Documentation Form.
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| CESO Ri s k Management edfea raquieesvtite rSénioraDirattor PInfarmation Technology, Finance
and Corporate Projects to maintain a risk register
including risks that may negativel ytheacbnfidentiatty df GeEsDdal healthi
inf ormation. | CESO® Corporate Risk Register, which 1is
Finance and Corporate Projects, captures the risks identified and their assessment, as well as the strategies to
mitigate them and their status. The Senior Director, Information Technology, Finance and Corporate Projects is
required to present the register to | CES®S Executive
and Risk Committee of ICES 6 Board of Director s, on a quarterly Qg
w hich has ultimate responsibility for risk management, must approve the register and make a report to the Board of
Directors.

The Risk Management Framew ork and Procedure also calls for the ongoing review of ICES Corporate Risk Register.
The Senior Director, Information Technology, Finance and Corporate Projects and Chief Privacy and Legal Officer
are jointly responsible for ensuring new risks are added to the register w hen they are identified, and for continuously
monitoring to ensure deadlines are managed.

Finally, the Risk Management Framewor k and Procedur e
practices, and into projects undertaken by or on behalf of ICES, as prescribed entity. It does this as follow s: the Chief
Privacy and Legal Oof ficer is responsible for ensur
Recommendations, | CESH privacy and s gactices,andy thrbughetre privacy

impact assessments that must be conducted on any project, are subject to the risk management policy and
procedures described in this section.

5. Corporate Risk Register
APPLICATION
Fully applicable H Quialified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Corporate Risk Register Implemented
DESCRIPTION
| CES has a corporate risk register that identifies r

of individuals w hose personal health information it collects and to maintain the confidentiality of that information. For
each risk identified, the register provides an assessment of the risk, a ranking of the risk, a mitigation strategy to
reduce the likelihood of the risk occurring and/or to reduce the impact of the risk if it does occur, the date the
mitigation strategy was or is required to be implemented, and the agent responsible for implementation of the
mitigation strategy.

6. Policy & Procedures for Maintaining a Consolidated Log of Recommendations
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Internal Audit Policy Implemented
b. Consolidated Log of Recommendations Implemented
DESCRIPTION

ICES maintains a consolidated log of recommendations arising from privacy impact assessments, privacy audits,

security audits, the investigation of privacy breaches and complaints, the investigation of security breaches, and

recommendations arising from reviews of the Information and Privacy Commissioner of Ontario. The log is

maintained by a Privacy SME and the Security Manager under the direction of | CES 6 Ch i earfd LeBal Officarc
The log is updated and review ed at bi-w eekly meetings of the Privacy and Legal team and review ed monthly w ith
| CESO President and Chief Executive Officer.

Compliance w iththe policy is mandatory. Agents must notify an ICES Privacy SME atthe firstreasonable opportunity
if they breach, or believe there has been a breach of, the policies , in accordance with
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
| CES. Disciplinary act i Direcgory,aHruema a n fRersmaid cleys li QES®ons u
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Privacy and Legal Of f i cer under | CES6 Discipline and Correctiyv
by an ICES Privacy SME and an audit schedul e Intemdl Addit oleshed under |

7. Consolidated Log of Recommendations
APPLICATION
Fully applicable 'H Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Consolidated Log of Recommendations Implemented

DESCRIPTION

ICES maintains a consolidated log of recommendations. The log captures recommendations arising from privacy
impact assessments, privacy audits, security audits, the investigation of privacy breaches and complaints, the
investigation of security breaches, and recommendations arising from reviews of the Information and Privacy
Commissioner of Ontario. The log identifies the name and file nhumber for each item on the log, the date of the
document from which the recommendation arose, the recommendation, the manner for addressing the
recommendation, the date on w hich recommendations w ere addressed and the responsible agent.

8. Business Continuity & Disaster Recovery Plan
APPLICATION
Fully applicable H Quialified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Information Technology Business Implemented
Continuity and Disaster Recovery Plan
DESCRIPTION
I CESO Inf ormation Technology Business Continuity and
to protect and ensurethec ont i nued availability of | CES® t e c hno-teamg

business interruptions, and in the event of threats to its operating capabilities, including natural, human,
environmental and technical interruptions and threats.

The Plan requires employees and agents who detect an
stipulates the information that must be provided. The report should be made as soon as possible and in any event
w ithin one hour of detection. The IT Helpdesk employee w ho receives the report is required to document it in the
Hel pdesk ticketing system, and assign the appropriate
Any threat assessed as having the potential to cause a business interruption of more than 24 hours trigger notice to
the IT Manager and Director, w ho activate the Plan.

Once activated, the Plan calls for assembly of a Threat Assessment Team, w ho must complete an initial assessment
of the severity of the interruption or threat within 24 hours. The composition of the team is set out in the Plan, as are
the assessment criteria and process. Where severity is assessed as medium or high, the team is required to consult.
The Plan identifies by role the agents w ho must be consulted in all cases, w hichinclude | CES 6 E x Coramitte e, V
and provides a framew ork for determining any additional roles who must be notified, based on the nature of the
threat. It also provides, and assigns responsibility, for the development and maintenance of contact lists that
collectively enable notification of all agents, service providers, stakeholders and other persons and organizations,
as required.

The Threat Assessment Team is then responsible for conducting a detailed assessment to evaluate the extent of
the damage and recovery effort. The Plan sets out the manner in w hich the assessment is required to be conducted,
the agents whomust be consulted, and the criteria that must be considered.

The Plan then calls for assembly of a Service Recovery Team, who are responsible for resumption and recovery.
The composition of the team is set out in the Plan, as are the recovery process, criteria for prioritizing the recovery,
and recovery time objectives.

Throughout, the Plan addresses documentation, communication and reporting and associated roles and
responsibilities. The Threat Assessment Team and Service Recovery Team are required to document all decisions
and actions in the Helpdesk ticketing system, whichis also used for communication. The IT Manager is required to
provide a report to | CES®b Executive, the content of
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The IT Manager is responsible for developing and maintaining an inventory of all critical applications and business
functions and of all hardware and software, software licences, recovery media, equipment, system netw ork
diagrams, hardw are configuration settings, configuration settings for database systems and netw ork settings for
firew alls, routers, domain name servers and email servers. The IT Manager is also required to determine criticality
of all of the above in consultation with | CES®S Execu

Testing and maintenance of the Plan is also addressed. The IT Director is responsible for ensuring the Plan is
annually tested, maintained and assessed for effectiveness, and amended as w arranted with the approval of the
Senior Director, Information Technology, Finance and Corporate Projects. The procedures for these activities are all
set out in the Plan.

The [T Director is responsible for communicating the Plan and any amendments to it. This specifically includes
responsibility for directly communicating the Plan t
Team and Service Recovery Team, and other agents identified in the Plan. In addition, the IT Director is required to
ensure a copy of the Plan is posted to the ICES intranet.
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C. Privacy, Security & Other Indicators
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Part 11 Privacy Indicators

ICES 2020 Report

General Privacy Policies, Procedures & Practices

Privacy Indicator

Assessment

Dates privacy policies and procedures w ere review ed
since prior IPC review

Whether amendments w ere made to existing privacy
policies and procedures as a result of the review, and a
list and description of each

Whether new privacy policies and procedures w ere
developed and implemented as a result of the review,
and description of each

Date each amended and new ly developed privacy
policy and procedure was communicated, and nature of
communication

Whether communication materials available to public
and other stakeholders were amended as a result of the
review , and description of amendments

See Appendix A (p. 91-99) for details.

Collection

Privacy Indicator

Assessment

Number of data holdings that contain personal health
information

Total data holdings: 96. This number includes data
holdings that contain personally identifiable information
including but not limited to personal health information.

Number of statements of purpose for data holdings that
contain personal health information

Total statements of purpose: 96. This number includes
statements of purpose for data holdings that contain
personally identifiable information including but not
limited to personal health information.

Number and list of statements of purpose review ed
since the last IPC review

Total statements of purpose review ed: 96

See Appendix B (p. 100-128) for a list of statements of
purpose review ed since the last IPC review .

Whether amendments w ere made to existing
statements of purpose as a result of the review, and a
list of those statements of purpose with a description of
amendments made

The statements of purpose associated w ith the data
holdings listed below w ere amended to permit use and
disclosure for research by third party researchers:

Cardiac & Vascular Registry Data

Home Care Database

Resident Assessment Instrument - Contact Assessment
Resident Assessment Instrument - Home Care

Use

Privacy Indicator

Assessment

Number of agents granted approval to access and use
personal health information for non-research purposes

Total agents granted approval: 51. This includes access
and use by ICES Abstractors and ICES Data
Covenantors, who are the only agents at ICES
authorized to access and use personal health
information w ith direct personal identifiers. Otherwise
ICES agents are permitted access to and use of coded
information only.

Number of requests received for use of personal health
information forresearch since prior IPC

ICES has no record of requests received for use of
personal health information forresearch.

Number of requests for use of personal health
information for research purposes that w ere granted
and that w ere denied since prior IPC review

ICES has no record of requests granted or declined.
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Disclosure

ICES 2020 Report

Privacy Indicator

Assessment

Number of requests for disclosure of personal health
information for non-research purposes since prior IPC
review

Total requests: 5

Number of requests for disclosure of personal health
information for non-research purposes that were
granted or denied since prior IPC review

All' 5 requests w ere granted.

Number of requests for disclosure of personal health
information for research since prior IPC review

Total requests: 110

Number of requests for disclosure of personal health
information for research that w ere granted or denied
since prior IPC review

Total requests granted: 106
Total requests denied: 0
Decision pending: 4

Number of research agreements executed w ith
researchers to w hom personal health information w as
disclosed since the prior IPC review

Total agreements: 101

5 agreements aw ait signature prior to disclosure.

Number of requests for disclosure of de-identified
and/or aggregate information forresearch and other
purposes since prior IPC review

Total requests: 1

Number of acknow ledgements or agreements executed
by persons to w hom de-identified and/or aggregate
information w as disclosed for both research and other
purposes since prior IPC review

Total agreements: 1

Data Sharing Agreements

Privacy Indicator

Assessment

Number of DSAs executed for collection of personal
health information since prior IPC review

Total DSAs: 1108. This includes DSAs established for
collection of personally identifiable information including
but not limited to personal health information.

Number of DSAs executed for disclosure of personal
health information since prior IPC review

Total DSAs: 5

Agreements with Third Party Service Providers

Privacy Indicator

Assessment

Number of agreements executed w iththird party
service providers with access to personal health
information since prior IPC review

Total agreements: 1

Data Linkage

Privacy Indicator

Assessment

Number and list of data linkages of personal health
information approved since prior IPC

Total linkages: 1484
See Appendix C (p. 129-340) for a list and details.

Privacy Impact Assessments

Privacy Indicator

Assessment

Number and a list of PIAs completed

Total number: 96
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ICES 2020 Report

See Appendix D (p. 341-373) for a list and details.

Number and a list of PIAs undertaken but not
completed

Total number: 26 (35 excluding those 9 not required),

See Appendix D (p. 341-373): PIA #s 43, 44, 51, 60,
61, 62, 63, 66, 73, 74, 80, 91, 94, 96, 100, 106, 111,
115, 117, 118, 123, 124, 126, 128, 129, 130

Number and a list of PIAs not undertaken but for w hich
a PIA willbe completed and the proposed date of
completion

Total number: 0

Number of determinations made that a PIA is not
required, and for each the reason

Total number of PIAs that were determined not
required: 9

See Appendix D (p. 339-371) for more information
including data holding, information system, technology
or program at issue.

Affected PIA #s and reasons:

10 7 Request withdrawn
11 7 Request withdraw n
14 7 Request withdraw n
251 Deemed n/a

27 7 Request withdraw n
317 Request withdrawn
82 1 Request withdraw n
88 i Request withdrawn

105 7 Deemed n/a

Number of PIAs review ed

Total number: 0

Privacy Audit Program

Privacy Indicator

Assessment

Dates of audits of agents granted approval to access
and use personal health information since prior IPC
review and for each audit:

A description of each recommendation;

Date each recommendation w as addressed or is
proposed to be so; and

Manner each recommendation w as, oris proposed to
be, addressed

See Appendix E (p. 374-377) for details.

Number and list of all other privacy audits since prior
IPC review and for each audit:

Description of nature and type of audit;

Completion date;

Description of each recommendation;

Date each recommendation w as, or is proposed to be,
addressed;

Manner in w hich each recommendation w as, or is
proposed to be, addressed

See Appendix E (p. 374-377) for details.

Privacy Breaches

Privacy Indicator

Assessment

Number of privacy breaches since prior IPC review

Total number: 12
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ICES 2020 Report

Date notified
Extent
Internal/external
Nature & extent
CEO notified
Containment
Containment date
Third party notice
Investigation start
Investigation close
Recommendations
Implemented

See Appendix F (p. 378-384) for details.

Privacy Complaints

Privacy Indicator

Assessment

Number of privacy complaints since prior IPC review

ICES has not received any privacy complaints since the
last IPC review.

Of the privacy complaints received, the number
investigated since prior IPC review and for each the:

Date complaint received;

Nature of complaint;

Date investigation commenced;

Date of letter to individual who complained in relation to
the commencement investigation;

Date investigation completed,;

Description of each recommendation;

Date each recommendation w as, or is proposed to be,
addressed;

Manner each recommendation w as, oris proposed to
be, addressed; and

Date of letter to individual who complained describing
nature and findings of investigation and measures taken

ICES has not received any privacy complaints since the
last IPC review .

Of the privacy complaints received, the number not
investigated since prior IPC review and for each the:

Date complaint received;

Nature of complaint; and

Date of letter to individual who complained and
description of letterds c

[0]

ICES has not received any privacy complaints since the
last IPC review.
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Part 21 Security Indicators

ICES 2020 Report

General Security Policies, Procedures & Practices

Security Indicator

Assessment

Dates security policies and procedures w ere review ed
since prior IPC review

Whether amendments w ere made to existing security
policies and procedures as a result of the review, and a
list and description of each

Whether new security policies and procedures w ere
developed and implemented as a result of the review,
and description of each

Date each amended and new ly developed security
policy and procedure was communicated, and nature of
communication

Whether communication materials available to public
and other stakeholders were amended as a result of the
review , and description of amendments

See Appendix G (p. 385-388) for details.

Physical Security

Security Indicator

Assessment

Dates of audits of agents granted approval to access
the premises and locations w ithin them w here personal
health information is retained since the prior IPC review :

Description of each recommendation;

Date recommendation w as, oris proposed to be,
addressed;

Manner in w hichrecommendation w as, oris proposed
to be, addressed

See Appendix H (p. 389) for details.

Security Audit Program

Security Indicator

Assessment

Dates of review of system control and audit logs since
prior IPC review and description of findings

Logs are configured to be, and are, captured each
business day.

Due to obsolescence of
information management systemduring the review IPC
review period, logs w ere not able to be reviewedin a
systematic or meaningful manner. ICES 6 prop
approach to address this is as follows.

Procurement and implementation of a new security
event and information system in 2020.

Use of a third party security operation service or
dedicated cybersecurity analyst to monitor and review
the logs commencing in 2020.

| CE

(o]

Number and list of security audits since prior IPC review
and for each:

Description of nature and type of audit;

Date completed;

Description of each recommendation;

Date recommendation w as, oris proposed to be,
addressed

See Appendix | (p. 390-395) for details.
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Manner in w hichrecommendation w as, oris expected
to be, addressed

Information Security Breaches

Security Indicator

Assessment

Number of notifications of actual or suspected
information security breaches since prior IPC review

Total security breaches: 0
Total security incidents: 7

For each actual or suspected information security
breach:

Date of notification;

Extent of actual or suspected breach;

Nature and extent of personal health information at
issue;

Date senior management notified;

Containment measures;

Date(s) containment measures implemented;
Date(s) notification provided health information
custodians or others;

Date investigation commenced,;

Date investigation completed,;

Description of each recommendation;

Date recommendation w as, oris proposed to be,
addressed;

Manner in w hichrecommendation w as, oris proposed
to be, addressed

See Appendix J (p. 396-399) for details.
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Part 31 Human Resources Indicators

Privacy Training & Awareness

Human Resources Indicator

Assessment

Number of agents w ho have, and w ho have not,
received initial privacy orientation since prior IPC review

Total orientations received: 564
Total orientations not received: 2

Date of commencement of employment, contractual or
other relationship for agents yet to receive initial privacy
orientation and the scheduled orientation date

No agents have yet to receive initial privacy orientation.
The agents above w ho failed to attend orientation have
left ICES.

Number of agents w ho have, and w ho have not,
attended ongoing privacy training each year since prior
IPC review

ICES launched formal annual privacy and security e-
learning in July of 2019. Prior to this, ongoing privacy
and security aw areness activities such as staff
presentation and in-services had been carried but not
consistently tracked. Since its launch date, 736 agents
have completed privacy and security e-learning. 8
agents have yet to complete e-learning, and their
accounts and access to any data, including personal
health information, has been terminated until they
complete e-learning.

Dates, number and description of privacy
communications to agents since prior IPC review

E-New sletter: communication regarding parameters on
use of Indigenous data and related identifiers (25 Apr
2017).

E-New sletter: communication regarding a revision to

| CESO® Privacy Policy and |
(23 Jun 2017).

E-New sletter: communication regarding revisions to
ICES project PIA and associated procedure (10 Nov
2017).

E-New sletter: communication regarding revisions to
REB approval of ICES projects (28 Feb 2018).

E-New sletter: communication regarding Privacy & Legal
Office staff changes (28 Jun 2018).

E-New sletter: communication regarding new project
PIA completion module (12 Sep 2018).

E-New sletter: communication new data use permission
form (9 Nov 2018).

E-New sletter: communication regarding revision to
project PIA form (16 Nov 2018).

Staff presentation: communication regarding
substantially revised Remote Access Policy (12 Sep
2018).

E-New sletter: communication regarding launch of new
privacy and security e-learning course (7 Jun 2019).
Staff presentation: communication regarding launch of
new privacy and security e-learning course (11 Jun
2019).

Security Training & Awareness

Human Resources Indicator

Assessment

Number of agents w ho have, and w ho have not,
received initial security orientation since prior IPC
review

Total orientations received: 564
Total orientations not received: 2

Date of commencement of employment, contractual or
other relationship for agents yet to receive initial
security orientation and the scheduled orientation date

No agents have yet to receive initial security orientation.
The agents above w ho failed to attend orientation have
left ICES.

Number of agents w ho have, and w ho have not,
attended ongoing security training each year since prior
IPC review

ICES launched formal annual privacy and security e-
learning in July of 2019. Prior to this, ongoing privacy
and security aw areness activities such as staff

presentation and in-services had been carried but not
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consistently tracked. Since its launch date, 736 agents
have completed privacy and security e-learning. 8
agents have yet to complete e-learning and their
accounts and access to any data, including personal
health information, has been terminated until they
complete e-learning.

Dates and number of security communications to
agents since prior IPC review

E-New sletter: communication regarding resources on
phishing (23 Jun 2017).

Staff presentation: communication regarding
substantially revised Remote Access Policy (12 Sep
2018).

Various email communications, Intranet postings and
tw o staff presentations (attendance w as optional)
relating to general security aw areness from spotting
phishing emails to understanding hacking threats
occurred during the month of Oct 2019 in recognition of
International Security Month.

Confidentiality Agreements

Human Resources Indicator

Assessment

Number of agents w ho have, and w ho have not, signed
confidentiality agreements each year since prior IPC
review

Total agreements signed including initial and annual
agreements:

(November 1, 2016 - March 31, 2017): 89
(April 1, 2017 - March 31, 2018): 739
(April 1, 2018 - March 31, 2019): 850
(April 1, 2019 - October 31, 2019): 804

Total annual agreements not signed:

(November 1, 2016 - March 31, 2017): 0
(April 1, 2017 - March 31, 2018): 0
(April 1, 2018 - March 31, 2019): 2
(April 1, 2019 - October 31, 2019): 1

Date of commencement of employment, contract or
other relationship for agents yet to execute
confidentiality agreements and date agreement must be
executed

April 1, 2018 - March 31, 2019): 2 agreements w ere not
signed by ICES Abstractors w hose relationship with
ICES each commenced 18 May 2018. They are no
longer at ICES.

(April 1, 2019 i October 31, 2019): 1 agreement w as
not signed by an agent w ho started on 6 Feb 2018
because of a leave of absence. This agent must renew
the agreement on return to ICES.

Termination or Cessation

Human Resources Indicator

Assessment

Number of notifications from agents since prior IPC
review for termination of their employment, contractual
or other relationship

Total notifications: 321

This number reflects all terminations w hether or a not
they involved notification fromthe agents.
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Organizational Indicator

Assessment

Dates corporate risk register w as review ed since prior
IPC review

12 Jan 2017
13 Apr 2017
7 Jun 2017

25 Sep 2017
18 Jan 2018
16 Apr 2018
12 Jun 2018
24 Sep 2018
17 Jan 2019
10 Apr 2019
14 Jun 2019
23 Sep 2019

Whether amendments w ere made to the corporate risk
register as a result of the review, and description of
each

No amendments w ere made to the risk register as a
result of the reviews. How ever, the risk register is
undergoing review to become a more mature and
integrated risk management framew orkfor the
organization. The expected implementation date of the
revised framew ork is early-to-mid 2020.

Business Continuity & Disaster Recovery

Organizational Indicator

Assessment

Dates business continuity and disaster recovery plan
w as tested since prior IPC review.

The plan w as tested in Oct 2018. A component of the
plan, specifically crisis communication, w as tested in
Dec 2019 and a more extensive test specifically of IT
systems w as carried out in Jan 2020. The next test is
slated for completion in Dec 2020.

Whether amendments w ere made to business
continuity disaster recovery plan as a result of testing,
and description of each.

The 2018 test resulted in a minor adjustment to the
order of operations and w as reflected in the support
documentation, specifically the technical w orkbook and
communications framew ork. Tests conducted in 2020
did not result in any amendments.
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D. Sworn Affidavit
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SWORN AFFIDAVIT

I, Dr. Michael Schull, Chief Exacutive Officer of the Institute for Clinical Evaluative Sciencas (ICES) , MAKE
OATH AND SAY:

1. ICES has In place policles, procedures and practices to protect the privacy of Individuals whose

personal health information s received and to maintain the confidentiality of thatinformation.

2. The policies, procedures and practices implemented by ICES comply with the Personal Health

Infarmation Profaction Acf, 2004 and the regulations thereto, as may be ameanded from time to time.

3. The policies, procedures and practices implamented by ICES comply with the Manual for the Review
and Approval of Prescribed Persons and Prescribed Entities that has been published by the Information

and Privacy Commissioner of Ontario, as itmay be amended from time to time.

4. ICES has submitted a written report to the Information and Privacy Commissioner of Ontario in
compliance with the Manual forthe Review and Approval of Prescribed Persons and Entities, '

5. ICES has taken steps that are reasonable in the circumstances to ensure compliance with the policies,
procedures and practices implemented and to ensure that the personal health information received is
protected against theft, loss and unauthorized use or disclosure and to ensure that records containing

’

personal health information are protected against unauthorized copying, modification ordisposal.

SWORN BEFORE ME

in the City of Toronto Onz_ch:ober 2019. é z W
| Michael Schull
( 4
e

Chief Exacutive Officer
ICES
Commigsioner r@ng Affidavits
Live® 531914
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E. Appendices
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Appendix AT Privacy Policies & Procedures
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication | Communications Materials
Documentation Date Materials
Required Amended

Privacy Policy Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting Yes Refreshed public w ebsite privacy

titles updated; formatting changes page
Aug-19 Amendment Updated titles; changed to new template; Oct-19 Intranet posting Yes Refreshed public w ebsite privacy

revised information about ICES' status as a page
PE to s. 18(1) of O. Reg. 329/04

Public w ebsite Sep-19 Amendment Updated CPLO title n/a n/a Yes Public w ebsite privacy page

privacy page updated

Privacy Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a

Information, titles updated; formatting changes

Inquiries & Jul-19 Amendment Moved to new policy template; titles updated Jul-19 Intranet posting No n/a

Complaints

Policy

Privacy May-19 Amendment Updated role names; added to new template Jul-19 Intranet posting No n/a

Inquiries &

Complaints

Procedures

Privacy Inquiry Oct-19 Amendment Updated forrole name changes n/a n/a No n/a

& Privacy

Complaints Log

ICES Privacy Oct-19 Amendment Added new logo n/a n/a No n/a

Complaint Form

ICES Privacy Oct-19 Amendment Added new logo n/a n/a No n/a

Complaint

Report

ICES Privacy Oct-19 Amendment Added new logo n/a n/a No n/a

Inquiry Report

Privacy Oct-19 No Amendment None n/a n/a No n/a

Complaint

Response 1 A

Privacy Oct-19 No Amendment None n/a n/a No n/a

Complaint

Response 1B

Privacy Oct-19 No Amendment None n/a n/a No n/a

Complaint

Response 2

Collection of Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a

Personally titles updated; formatting changes
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Identifiable Jun-19 Amendment Moved to new policy template; titles updated; Jul-19 Intranet posting No n/a
Information removed "for research purposes” under Policy
Policy Scope, as ICES collects Pl for purposes
beyond research
Collection of Nov-16 Amendment Added Data Partnerships and Development Nov-16 Intranet posting No n/a
Personally among the group of recipients of signed DSA
Identifiable notifications for CUD/GUD.
Information Jan-17 Amendment Updated Non-PIl section to clarify Jan-17 Intranet posting No n/a
Procedures responsibility of DQIM to import data collected
pursuant to data sharing request form.
Aug-19 Amendment Updated role titles and department names; Oct-19 Intranet posting No n/a
updated responsibilities for communicating
approval of PIAs and preparation of DSAS;
revised "approval" to "assessment" regarding
PIAs; updated requirement for PIA and DSA
amendments w hen either specifies few er
variables than w hatis provided to ICES:
updated processes for collection of Pl for third
party research
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(HIC)
ICES Data Jun-19 Amendment Added information about destruction of indirect | n/a n/a No n/a
Sharing identifiers and derivatives of data collected
Agreement
(Researcher)
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(Researcher -
Other
Information)
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(Other
Authority)
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(Researcher -
PHI and Other
information)
Privacy Impact Mar-17 Amendment Update role names Mar-17 Intranet posting No n/a
Assessment
Policy
Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a
titles updated; formatting changes
Jul-19 Amendment Moved to new policy template; titles updated Jul-19 Intranet posting No n/a
ICES Project May-19 Amendment Added section for Controlled Macros; revised May-19 Intranet posting No n/a
PIA Form several CUD to GUD
ICES Project Jun-17 Amendment Add capture of REB-approved retention Jun-17 Intranet posting No n/a
PIA Review timeframe to Privacy Officer review
Procedure Oct-17 Amendment Changes in Project PIA mean more sections Oct-17 Intranet posting No n/a
specified for PO to review, scale back to single
PO review, communicate approval to helpdesk
to initiate RAE updates. SharePoint now used
for some document control. PCOA takes over
creation of project folders
Sep-18 Amendment Changes in Project PIA mean conditions for Sep-18 Intranet posting No n/a

Controlled Macros must be verified; Program
Leader approval is not required for
amendments to Schedule 1, Part A; auto-
approved amendments may be submitted
directly to PLO; change in role titles
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Aug-19 Amendment Project PIAs and amendments requiring PLO Oct-19 Intranet posting No n/a
review are submitted to the appropriate
Research Program, not directly to PLO;
revised "approval" of project PIAs and
amendments to "review and assessment”;
notification of completion of PLO review now
provided by Privacy SME w horeview s the
forms rather than the PLA; distinguished
betw een steps required for amendments
involving PLO review and assessment, and
amendments that require email notification
only
ICES PIA Form Jan-19 Amendment Added new logo n/a n/a No n/a
- Data Holding
ICES PIA Form Oct-19 No Amendment None n/a n/a No n/a
- Service
Provider
ICES PIA Form Oct-19 No Amendment None n/a n/a No n/a
- General
ICES PIA Form Jun-19 No Amendment None n/a n/a No n/a
- Data
Disclosure
Privacy Audit & Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a
Monitoring titles updated; formatting changes
Policy May-19 Decommissioned Replaced, along with Security Audit & May-19 Intranet posting No n/a
Monitoring Policy, with Internal Audit policy
May-19 New Establishes systematic internal audit May-19 PLO meeting; No n/a
approach. Applies to Privacy, Security, intranet posting
Reactive, Compliance and Operational audits
Privacy Oct-19 No Amendment None n/a n/a no n/a
Monitoring Log
& Report Forms Oct-19 No Amendment None n/a n/a no n/a
Workbook
Privacy Audit Oct-19 No Amendment n/a n/a n/a No n/a
Report Form
Template
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Privacy Incident | Jul-19 Amendment Updates to department and role names; added | Jul-19 Intranet posting No n/a
Management new ICES logo
Policy
Privacy Incident | Oct-19 Amendment Updated forrole name changes n/a n/a No n/a
Log & Breach
Reports
Protection of Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a
ICES Data titles updated; formatting changes
Policy
Aug-19 Amendment Additional information about third party Oct-19 Intranet posting No n/a
researchers added by DAS
Research May-17 Amendment Updated to provide more detail around May-17 Intranet posting No n/a
Analytics transferto PC (student transfers, file locations,
Environment distribution)
(RAE) May-18 Amendment Updated to address free text data fields May-18 Intranet posting No n/a
Dec-18 Amendment Explicitly permit use of email and prohibit use Dec-18 Intranet posting No n/a
of file sharing platforms
Feb-19 Amendment Explicitly prohibit transfer of individual-level Feb-19 Intranet posting No n/a
data from RAE to LAN
Jun-19 Amendment Update to new template Jul-19 Intranet posting No n/a
Privacy Mar-19 Amendment Included information about annual privacy & Mar-19 Intranet posting; No n/a
Aw areness & security e-learning module PLO meeting; staff
Training Policy email
Privacy & May-18 Amendment Define more robust processes for notification May-18 Intranet posting No n/a
Security and suspension of individuals w ith outstanding
Aw areness annual confidentiality agreement renew als
Procedure Aug-19 Amendment Inserted procedures to address completion Aug-19 Intranet posting; No n/a
and tracking of annual e-training staff-wide meeting
Privacy Jul-19 No Amendment n/a n/a n/a No n/a
Aw areness
Requirements
Table
Privacy Oct-19 No Amendment None n/a n/a No n/a
Aw areness Log
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto

Date(s) New Communication Communication Communication [ Communications Materials

Documentation Date Materials
Required Amended

Privacy & Oct-19 No Amendment None n/a n/a no n/a
Security
Aw areness
Attendance
Sheet
ICES Apr-19 Amendment Updated department names Apr-19 Intranet posting No n/a
Confidentiality
Agreement
(General)
ICES Apr-19 Amendment Updated department names Apr-19 Intranet posting No n/a
Confidentiality
Agreement
(Abstractor)
ICES Apr-19 Amendment Updated department names Apr-19 Intranet posting No n/a
Confidentiality
Agreement
(Data
Covenantor)
ICES Mar-19 Amendment Added new logo Mar-19 Intranet posting no n/a
Collaborating
Researcher
NDA
ICES NDA Mar-19 Amendment Added new logo Mar-19 Intranet posting No n/a
Research Ethics | Mar-18 Amendment Names removed under required review ers; n/a n/a No n/a
Review Policy titles updated; formatting changes

Feb-19 Amendment Removed requirement for annual retrospective | Feb-19 Intranet posting; No n/a

approval of ICES Projects by Sunnybrook
REB; clarified criteria for determining w hen
ICES Projects requires REB approval; clarified
w hen approval specifically by Sunnybrook
REB is required; introduced requirement of Pls
to seek REB approval at his/her local
institution if ICES is not his/her primary
affiliation; removed requirement for REB
approval w hensimply contacting individuals
including physicians

OnTap
communication
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Research Ethics | Feb-18 Amendment Removed requirement to obtain Sunnybrook Feb-19 Intranet posting; No n/a
Review REB approval in all cases; set out requirement OnTap
Procedure for DSAs in all cases of PDC involving medical communication
record abstraction at hospitals/clinics; clarified
that ICES Project PIA approval should
precede REB approval
May-19 Amendment Moved to new template n/a n/a No n/a
Protecting Mar-18 Amendment Names removed under required review ers; n/a n/a No n/a
Personal Health titles updated; formatting changes
Information on
Mobile Devices
May-19 Amendment Updated role titles; added to new template May-19 Intranet posting No n/a
Management of | Jan-17 Amendment Added DQ team n/a n/a No n/a
Data
Convenantors
Procedures
Sep-19 Amendment Minor w ording changes Sep-19 Intranet posting No n/a
Creating Coded | May-19 Amendment Free-text field expanded n/a n/a No n/a
Data at ICES
Procedure
Abstractor Sep-19 Amendment Updated titles and template n/a n/a No n/a
Onboarding and
Offboarding
Procedure
Log of ICES Oct-19 Amendment Add date last review ed n/a n/a No n/a
Abstractors
Re-identification | Jan-18 Amendment Removed exception related to presentations Jan-18 Intranet posting No n/a

Risk
Assessment
Procedure
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended

Re-identification | Jul-19 Amendment Changed to new template; updated titles; Jul-19 Intranet posting No n/a
Risk changed wording in Responsibility section, as
Assessment one could infer from original w ording that the
Procedure RIRA doesn't necessarily need to be

completed by the Responsible ICES Scientist
Re-identification | Oct-19 No Amendment None n/a n/a No n/a
Risk Clearance
Log
ICES Pre- Aug-19 No Amendment None n/a n/a No n/a
Submission
Checklist for
ICES
Manuscripts
and Reports
Dataset May-17 Amendment Updated AP template n/a n/a No n/a
Creation Plan
Procedure
Management of | May-18 Amendment Updated role titles and added detail to roles n/a n/a No n/a
Data and responsibilities
Convenantors
Procedures
Dataset Mar-19 No Amendment None n/a n/a No n/a
Creation Plan
(General)
DAS Project Oct-17 Amendment Removed individual names from review er list; n/a n/a no n/a
Intake, updated AP template
Adjudication &
Initiation Sep-19 Amendment Updated role and department titles n/a n/a No n/a
Procedure
Verifying & Oct-18 Amendment Replace PARAT w ith Re-identification Risk Oct-18 Intranet posting No n/a
Posting Risk- Assessment Tool
Reduced Data -
to IDAVE Sep-19 Amendment Change to role titles n/a n/a No n/a
Procedure
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Name

Review
Date(s)

Amendment/
New
Documentation
Required

Amendment/New Policy Description

Agent
Communication
Date

Nature of Agent
Communication

Public
Communication
Materials
Amended

Description of Amendmentsto
Communications Materials

ICES Data &
Analytic
Services
Agreement -
Research

Sep-19

No Amendment

None

n/a

n/a

No

n/a

ICES Data &
Analytic
Services
Agreement i
Research &
PSD

Sep-19

No Amendment

None

n/a

n/a

no

n/a

ICES Data &
Analytic
Services
Agreement 1
Research &
PSD (Other
Information)

Sep-19

No Amendment

None

n/a

n/a

no

n/a

DAS Projects
Log

Sep-19

No Amendment

None

n/a

n/a

no

n/a

DAS Request
Form

Sep-19

No Amendment

None

n/a

n/a

no

n/a

DAS
Confirmation of
Feasibility Form

Sep-19

No Amendment

None

n/a

n/a

No

n/a
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
Assistive ADP captures data The data are required to | Patient-level data associated MOHLTC
Devices associated w ith Ontario conduct analysis and w ith:
Program residents w ith long-term compile statistical 1  mobility aids
(ADP) physical disabilities who | information with respect 1 hearing aids and other
receive funding for to the evaluation, devices
customized equipment planning and monitoring 9 communication aids
appropriate for the of the health system, q visual aids
individual 6s | andtosupport related 1 diabetic equipment and
research, specifically in supplies
the areas of supporting 1 respiratory equipment
funding to Ontario and supplies
o e’ | 1 rome oxyen neray
S 2 1 artificial eyes and facial
disabilities and access .
) o prosthetics
to personalized assistive .
devices appropriate for T custom Or.thOt'C braces,
the individu compression garments
needs. and lymphedema
pumps
1  prosthetic breasts or
limbs
Cancer ALR data are collected The data are required to 1 Clinical data CCO
Activity Level for repprting and condgct ana]y;is and 1 Patient-level data
Reporting analysis purposes._lt _complle _stat|st_|cal 1 Patient-level activity within
R e e on ™" | thecancersystmocuses
. . Co on radiation and systemic
requ_lred to produce the planning and monitoring therapy services and
quality, cost and of the health system, : -
performance indicators and to support related oyt.patlent oncology clinic
for the provincial cancer | research, specifically in visits
system. the area of treatment
provided to cancer
patients.
Ontario ASTHMA collects data, The data are required to  Patient-level data MOHLTC,
Asthma w hichincludes all conduct analysis and 1 Itis acumulative ICES- CHI
dataset Ontario asthma patients compile statistical derived database updated
(ASTHMA) identified since 1991 for | information w ith respect annually using updated
the purpose of to the evaluation, OHIP, DAD, SDS, and RPDB
identifying cases, planning and monitoring data.
validation measures, of the health system,
citations for each cohort and to support related
creation, data research, specifically in
availability, prevalence the area of prevalence
and incidence flags. and incidence of asthma
in Ontario
Better BORN collects data for The data arerequired to | § Patient-level data (infantand | CHEO
Outcomes health care encounters, conduct analysis and maternal)
Registry and w hich are integrated compile statistical 1 Demographic data (e.g., birth
Netw ork across the continuum of information w ith respect date, infant sex, maternal
(BORN) care for the mother and to the evaluation, age)
infant. Data collected planning and monitoring {1 Clinical and self-reported
provides information on: of the health system, health data (e.g. health
maternal demographics and to support related conditions, procedures,
and health behaviors, research, specifically in treatments, outcomes, health
pre-existing maternal the area(s) of behaviours)
health problems, pregnancy, labour, birth
obstetric complications, and early new born care.
intrapartum
interventions, prenatal
screening, antenatal

100




ICES 2020 Report

Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
general, antenatal
specialty, postpartum
mother and child
outcomes.
Bariatric The Bariatric Registry The data are required to 1 Demographic data Dr. Mehran
Registry collects information on conduct research, 1 Baseline clinical data (BMI, Anvari
(BRTRC) bariatric treatments specifically in the area of comorbidities, medications)
across Ontario to bariatric surgery. f  Follow -up clinical data (BM,
understand different comorbidities, medications)
treatment effects and f surgical procedures and
results. Data are complications
collected for_the o 1 quality of life data
purposes of identifying 1 socio-economic data
and informing decision
makers of practices and
health care service
areas that need
improvement.
Client Agency | CAPE is a database The data are required to i Data on enrolment of an MOHLTC
Program w hich lists patients who | conduct analysis and individual in a program witha
Enrolment have ever enrolled or de- | compile statistical specific practitioner and
(CAPE) enrolled witha famiy information w ith respect group
physician. This system to the evaluation,
helps to identify enrolled planning and monitoring
patients who may no of the health system,
longer be seeing the and to support related
physician they are research, specifically in
enrolled with, even the area primary health
though this physician is care.
still being paid for being
their family physician.
Community CBI collects individual- The data are required to 1 Aggregate service utilization CAMH,
Business level service utilization conduct analysis and data across health service Reconnect
Intelligence data across health compile statistical providers
(CBI) service providers, information w ith respect f  Use of community-based
maintaining a single to the evaluation, services and length of stay
repository that contains planning and monitoring
inf ormation of the health system,
use of community-based | and to support related
services and their length | research, specifically in
of stay. the area of community
health servicesin the
sectors of community
addictions, community
mental health, and
community support
services
Canadian CCHS is a Statistics The data are required to | { Demographic data (e.g., birth | MOHLTC,
Community Canada Survey that conduct analysis and date, sex, health problems, Statscan
Health Survey | collects health-related compile statistical occupation and Ontario
(CCHS) data (health status, information w ith respect geographic codes Ontario
heath care utilization, to the evaluation, 1 Health-related self-ratings Sharing Files
and health determinants planning and monitoring (e.g., re: healthy behaviors, w ere provided
for the Canadian of the health system, health services utilization) by Statistics
population) at the sub- and to support related Canada and
provincial levels of research, specifically in modified by
geography. The primary the area(s) of the links MOHLTC

purpose of CCHS data is
for health surveillance

betw een health
behaviour and

before being
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and population research. | determinants of health shared with
Federal and provincial and health care ICES.
departments of health utilization.
and human resources,
social service agencies,
and other types of
government agencies
use the information
collected from
respondents to monitor,
plan, implement and
evaluate programs to
improve the health of
Canadians. Researchers
from various fields use
the information to
conduct researchto
improve health. Non-
profit health
organizations and the
media use the CCHS
results to raise
aw areness about health,
an issue of concern to all
Canadians.
Cardiac Care CCN provides equitable, The data are required to 1 Includes all cardiac surgical CorHealth
Netw ork timely and appropriate conduct analysis and procedures, catheterization, Ontario
(CCN) (Now access to cardiac compile statistical coronary artery bypass graft
fi Cor He al| servicesin the province information w ith respect surgery (CABG),
of Ontario. CCN collects to the evaluation, percutaneous coronary
registry data for the planning and monitoring intervention (PCl),
purposes of facilitating of the health system, electrophysiology procedures
and monitoring accessto | and to support related (diagnostic studies and
cardiac surgery. research, specifically in ablations), cardiac device
the area(s) of implantation, transcatheter
cardiovascular aortic valve implantation
procedures and (TAVI), and other
surgeries. transcatheter structural heart
interventions e.g., mitral
valve clip, left atrial
appendage closure
Continuing CCRS collects The data arerequiredto | 1 Assessment-level data MOHLTC
Care demographic, conduct analysis and 9 Admission-level data
Reporting administrative, clinical compile statistical ¢ Residents-level data
System and resource utilization information withrespect | ¢  Facility-level data
(CCRS) information w horeceive to the evaluation,

continuing care services
in hospitals or long-term
care homes in Canada.
Data are collected at the
point of care. Real time
reports flag resident
risks and inform care
planning, w hich help to
guide care and system-
w ide planning as wellas
provide quality
improvement.

planning and monitoring
of the health system,
and to support related
research, specifically in
the area of a wide range
of continuing care
services. This range
includes hospital-based
continuing care (e.g.,
complex continuing
care, extended/chronic
care) and residential
care providing 24-hour
nursing services (e.g.,
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nursing home, home for
the aged).
Ontario Every ten years, The data are required to 1 Ontario-level demographic Statistics
Census Area households receive a conduct analysis, and statistical data on Canada
Profiles short-form census compile statistical individuals and households
(CENSUS) questionnaire wherethe | information and to
follow ing data is support related
extracted; age and sex, research.
family, language,
aboriginal peoples,
education, labor,
immigration and
citizenship, and ethnicity.
Census data provides
demographic and
statistical data w hichis
used to plan public
services (health care,
education,
transportation), assess
the economic state of
the country and develop
socioeconomic status
indicators.
Canada Every ten years, The data are required to 1 Canada-level demographic Statistics
Census area households receive a conduct analysis, and statistical data on Canada
profiles short-form census compile statistical individuals and households
(CENSUSCA) questionnaire wherethe | information and to
follow ing data is support related
extracted; age and sex, research.
family, language,
aboriginal peoples,
education, labor,
immigration and
citizenship, and ethnicity.
Census data provides
demographic and
statistical data w hichis
used to plan public
services (health care,
education,
transportation), assess
the economic state of
the country and develop
socioeconomic status
indicators.
Laboratory To permit evaluation of The data are required to |  Patient-level laboratory data | London Health
Data from laboratory-based conduct analysis and Sciences
South- outcomes in individuals compile statistical Centre and St.
Western residing in Southw estern | information with respect Josephosd
Ontario Ontario. to the evaluation, Hospital on
Hospitals planning and monitoring behalf of 12
(CERNER) of the health system, hospitals in
and to support related Southw estern
research, specifically in Ontario.

the area of laboratory-
identified outcomes
(acute kidney injury,
etc.)
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Canadian CFDR collects data on The data are required to | § Includes patient-level data MOHLTC;
Cystic Fibrosis | individuals witha conduct analysis and on patients w ith cystic Cystic Fibrosis
Data Registry confirmed diagnosis of compile statistical fibrosis Canada
(CFDR) cystic fibrosis based on information w ith respect
current guidelines, for to the evaluation,
the purpose of ensuring planning and monitoring
data entries are of the health system,
standardized and and to support related
consistent in cystic research, specifically in
fibrosis clinics across the areas of know ledge
Canada. improvement of disease
The data collected within | patterns and care of
the Registry can be used | patients w ith cystic
to better understand fibrosis, to translate the
clinic populations, know ledge into
respond to emerging improved outcomes for
health care issues, people with cystic
develop quality fibrosis.
improvement initiatives
and track clinical
outcomes over time
Congestive The CHF database The data arerequired to | T Includes patient-level data on | MOHLTC,
Heart Failure contains all Ontario conduct analysis and individuals w ho meet the CHI,
(CHF) individuals w ith CHF compile statistical administrative data-based
identified since 1991. information w ith respect definition of CHF, including a
The CHF database to the evaluation, diagnosis date.
collects data to help planning and monitoring
identify cases of CHF of the health system,
from primary care patient | and to support related
records and research, specifically in
administrative data. the area of the
prevalence and
incidence of congestive
heart failure in Ontario.
IRCC IRCC data contains The data are required to [ § The data contains permanent | IRCC
Permanent permanent residents’ conduct research, residents' demographic
Residents demographic specifically in information, such as country
database information, such as connection with of citizenship, country of
(IRCC) country of citizenship, permanent resident birth, level of education,
level of education, populations. mother tongue, landing date,
mother tongue and skills, immigrant categories,
landing date. IRCC data etc.
is collected for the
purposes of health
research, evaluation and
support for health policy
and program
development forthe
population.
Canadian CJRR collects patient- The data are required to |  Patient-specific information CHI
Joint specific information conduct analysis and (clinical, surgical and
Replacement (clinical, surgical and compile statistical prosthesis) on hip and knee
Registry prosthesis) on hip and information w ith respect replacement surgeries
(CIRR) knee replacement to the evaluation, performed in hospital.

surgeries performed in
hospital. Data are
collected forthe
purposes of recording
and analyzing clinical
parameters and

planning and monitoring
of the health system,
and to support related
research, specifically in
the area of hip and knee
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outcomes of primary and | replacement for the
revision hip and knee aging population.
replacements over time.
Clinical Liver CLD contains clinical The data arerequired to | { Data on demographics, Toronto
Database information from patients | conduct analysis and medications, laboratory Western
(CLD) seen at the Toronto compile statistical results and clinical status at Hospital
Western Hospital Liver information w ith respect each visit, as compiled in the
Clinic from 2000 to 2014. | to the evaluation, clinic's standardized clinical
CLD collects data on planning and monitoring record.
demographics, of the health system,
medications, laboratory and to support related
results and clinical status | research, specifically in
at each visit, for the the area of liver disease
purpose of compiling a of varied etiologies,
standardized clinical most commonly alcohol-
record. related, non-alcoholic
fatty liver disease, viral
hepatitis and auto-
immune
Yearly Health Patient contact and The data are required to | 9 Files are created by ICES MOHLTC,
Services eligibility yearly files conduct analysis and using in-house datasets CHI
Contact contain records of compile statistical received fromMOHLTC and
(CONTACT) individuals w ho are information w ith respect CIHI. The files contain, for
eligible for OHIP. to the evaluation, each quarter of a calendar
planning and monitoring year:
of the health system, 0 A marker indicating
and to support related RPDB eligibility status
research, specifically in o A marker indicating any
the areas of health health care contact
services research. (hospital visit, OHIP
claim, OBD claim,
nursing home resident
etc.)
0 A marker indicating
CAPE enrolment
Chronic COPD contains all The data are required to 1 Patient-level data MOHLTC,
Obstructive Ontario COPD patients conduct analysis and 1 Yearly prevalence and CHI
Pulmonary identified since 1991, compile statistical incidence of COPD in
Disease w hich enables information w ith respect Ontario
(COPD) identification of to the evaluation, 1 COPD diagnosis date
individuals w ith planning and monitoring
physician diagnosed of the health system,
COPD in health and to support related
administrative research, specifically in
databases. the area of respiratory
disease.
Canadian CORR records and The data are required to 1 Contains data on hospital CIHI
Organ analyzes the level of conduct analysis and dialysis programs, transplant
Replacement activity and outcome of compile statistical programs, organ
Registry vital organ information w ith respect procurement organizations
(CORR) transplantation and renal | to the evaluation, and independent health

dialysis activities. CORR
provides extended
access to recipients
receiving treatment
outside Ontario. CORR
collects data to provide:
a national view on end-
stage organ failure
statistics for comparative

planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of organ
transplant and renal
replacement therapy.

facilities that track patients
from their firsttreatment for
end-stage organ failure
(dialysis or transplantation)
to their death.
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analyses and research

studies, an opportunity

to facilitate better

treatment decisions and

statistics on long-term

trends (used for

planning; and optimizing

programs) and lastly to

provide statistics to the

health care industry to

enhance business.
Corporate Files are maintained by The data are required to 1 Individual-level physician MOHLTC
Provider the MOHLTC Provider conduct analysis and data including birth year (for
Database Services branch compile statistical age), sex, year of
(CPDB) containing information information w ith respect graduation, practice location.

about all physician and to the evaluation,

some non-physician planning and monitoring

providers funded by the of the health system,

Ministry. CPDB uses and to support related

this data to create their research, specifically

database, forthe related to physician

purposes of providing services.

information on

demographic, eligibility,

speciality and practice

location of physicians

and non-physicians.
Client Profile CPRO contains long- The data arerequired to |  Patient-level long term care MOHLTC
Database term care home conduct analysis and home application information
(CPRO) application information at | compile statistical i Patient long term home

the patient level such as | information with respect choices

patient characteristics to the evaluation,

and location at planning and monitoring

application, long-term of the health system,

care home choices and and to support related

milestone events research, specifically in

through the placement the area(s) of long-term

process. CPRO collects care placement in

data for the purposes of Ontarioo

tracking patients w aiting

for long-stay placement

in Ontario long term care

homes and

tracking requests

for change of placement

for those already

residing in long term

care.
CT/MRI Data w ere compiled The data arerequiredto | § CT and MRI scansw ere 25 Ontario
Abstracted through abstraction of a conduct analysis and restricted to the 3 most hospitals

Data (CTMRI)

consecutive series of
Computerized
Topography (CT) and
Magnetic Resonance
Imaging (MRI) scans
performed after April 1,
2004 from tw enty-nine
randomly selected
Ontario hospitals. The

compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the area(s) of CT and
MRI images

common scanning regions
for each type of scan: CT
abdomen/pelvis, CT brain,
CT chest, MRI brain, MRI
extremities, and MRI spine
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purpose w as to describe
common indications for
outpatient CT and MRI
scanning in Ontario,
determine the frequency
of
normal/abnormal/inter me
diate scans and lastly to
determine the frequency
in w hich further
diagnostic testing w as
recommended after the
scan w as performed.
Discharge DAD captures The data arerequiredto | § Contains information about CHI,
Abstract administrative conduct analysis and patient separations, such as: | MOHLTC
Database (institution-hospital compile statistical
(DAD) number, admission information w ith respect o Clinical data
category, length of stay, | to the evaluation, (diagnoses, pro
disposition), clinical planning and monitoring cedures '
(diagnoses, procedures, | of the health system, physicialn)
physician) and and to support related o Demographic
demographic information | research, specifically in data (patient
(patient gender, date of the areas of evaluation gender, date of
birth, postal code, county | of inpatient services birth p;)stal
and residence code), on use, in-patient deaths, codé county
hospital discharges acute care availability, e
. . . ) . and residence
including deaths, sign- case costing and service code)
outs and transfers. transfers. o  Administrative
data
(institution/hos
pital number,
admission
category,
length of stay,
disposition)

o Data usedto
evaluate
patient length
of stay and
resource
consumption,
as defined
using case
mixed group,
complexity and
resource
intensity w eight

o0 Additional data
on mental
health
inpatients
(since
1998/99)

Quarterly Comprises cuts of both The data are required to |  Contains information about CHI,
Discharge NACRS and DAD data conduct analysis and patient separations, such as: | MOHLTC
Abstract compiled on a quarterly compile statistical
Database basis. information w ith respect o Clinical data
(DADQ) to the evaluation, (diagnoses, pro

planning and monitoring cedures '

of the health system, physicia,n)
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and to support related o Demographic
research, specifically in data (patient
the area of evaluation of gender, date of
inpatient services use, in birth, postal
patient deaths, acute code, county
care availability, case and residence
costing and service code)
transfers. 0 Administrative
data
(institution/hos
pital number,
admission
category,
length of stay,
disposition)
o Data used to
evaluate
patient length
of stay and
resource
consumption,
as defined
using case
mixed group,
complexity and
resource
intensity w eight
o0 Additional data
on mental
health
inpatients
(since
1998/99)
Ontario The Ontario Dementia The data are required to Patient-level data on all CHI,
Dementia Dataset is comprised of conduct analysis and Ontarians whow ere MOHLTC
Database all Ontario persons who | compile statistical identified w ith dementia
(DEMENTIA) have been identified with | information w ith respect (including Al z
Al zhei mer 6s to the evaluation, betw een the ages of 40 to
dementias in ICES data planning and monitoring 110 years since 1988
holdings betw een the of the health system, DEMENTIA is a cumulative
ages of 40 to 110 years. | and to support related ICES-derived database
research, specifically in updated annually using
the area of prevalence updated OHIP, DAD, SDS,
and incidence of ODB and RPDB data
dementia
Drugs List The Drugs List data set The data are required to Near exhaustive list of DINs Brogan Inc,
(DIN) contains information on conduct analysis and used in Canada from 1990 MOHLTC

drug and product names,
subclass information,
product codes, drug
strength, route of
administration, first and
last dispensing dates
from OD. This data setis
used to obtain a list of
drug information
numbers (DINs) w hich
fall under generic drug
names/drug subclasses,
to look up properties of a
drug such as strength,

compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the area of treatment
duration, patient
outcomes, drug
intervention for specific
disease.

forw ard

Contains information on drug
and product names,
subclass information product
codes, drug strength, route
of administration, firstand
last dispensing dates from
ODB
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and to gather information
on doses of drug
dispensed in an ODB
claim.
Dialysis DMAR is an innovative The data are required to 1 Contains characteristics and | 5 Ontario
Measurement w eb-based application conduct analysis and outcomes, including modality | hospitals.
Analysis & that facilitates the compile statistical changes, hospitalization,
Reporting collection of prospective | information withrespect transplantation, treatment
System high-quality data about to the evaluation, w ithdraw al, and death
(DMAR) the care of patients with planning and monitoring
kidney disease. of the health system,
and to support related
research, specifically in
the areas of dialysis
patients at specific sites
in Ontario.
Drug Product The DPD contains The data are required to | § Contains product and Health
Database product specific conduct analysis and company information on drug | Canada
(DPD) information on legal compile statistical products marketed in
drugs approved for use information w ith respect Canada, as collected by
and authorized for sale to the evaluation, Health Canada
by Health Canada such planning and monitoring
as drugs for humans and | of the health system,
animals, disinfectants, and to support related
radiopharmaceutical research, specifically in
drugs and biological the area of drug
drugs for humans. utilization.
Enhanced The EFFECT consists of | The data arerequired to | § Patient-level, clinical data 85 Ontario
Feedback for clinical data such as conduct analysis and collected from patient charts hospitals
Effective acute myocardial compile statistical after acute myocardial
Cardiac infarction, and information w ith respect infarction and congestive
Treatment congestive heart failure to the evaluation, heart failure
(EFFECT) for the purpose of planning and monitoring
measuring and of the health system,
improving the quality of and to support related
cardiac care. The research, specifically in
purpose of the collection | the areas of cardiac
w as to determine care.
w hether developing and
publishing report cards
based on clinical data
collected from patient
charts leads to greater
use of evidenced based
therapy at hospitals that
receive them.
Hectronic EMPRC consists of The data are required to 1 Patient-level data Data is
Medical clinically relevant conduct analysis and 9 Clinical data included in collected
Records information maintained compile statistical patientods el ec]| through
Primary Care by family physicians information w ith respect record (e.g., medical history, | Physician
T Master practicing in Ontario to the evaluation, current health problems, participation.
Linking derived from electronic planning and monitoring treatments prescribed,
Crossw alk medical records (EMRs). | of the health system, clinical notes, test results,
(EMPRC) EMRPC data is collected | and to support related etc.)

for the follow ing
purposes: validating
methods for identifying
patients w ith particular
disease conditions using
administrative data,

research, specifically in
the areas of primary
care, health systems,
and population health.
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developing automated,
accurate methods for
identifying patients with
disease conditions w ithin
the EMR, providing
feedback regarding
physician performance
on quality indicators for
several chronic
diseases, and examining
w aittimes for referrals
from primary care
physicians to specialists.
OHIPs ERCLAIM comprises The data are required to M Contains OHIP records MOHLTC
Emergency data on billings by conduct analysis and identified as occurring in the
Claims Emergency Doctors, in compile statistical Emergency Department
Database order to enable ICES to information w ith respect  Created in-house at ICES
(ERCLAIM) separate OHIP billings to the evaluation, using a subset of OHIP
for patient visits that planning and monitoring records received from
occur in the Emergency of the health system, MOHLTC
Department from regular | and to support related
office visits. research.
Symptom The Symptom The data arerequired to | § This data holding consists CCo
Management Management Database conduct analysis and four smaller datasets:
Database is a web-based symptom | compile statistical Edmonton Symptom
(ESAS) screening tool provided information w ith respect Assessment System (ESAS)
by CCO to healthcare to the evaluation, ) '
providers (and their planning and monitoring Eastern Cooperative
patients w here available) | of the health system, Oncology Group
to monitor patients and to support related Performance Status (ECOG),
symptoms. Data are research, specifically in Patient Reported Functional
collected for the purpose | the area of cancer care. Status (PRFS), and Palliative
of improving symptom Performance Scale (PPS).
management and . . .
collaborative palliative Il Th's data holding 'prowdes
care planning through informati on on
earlier identification, symptoms. and fgngtlonal
documentation and status during their journey of
communication of patient cancer care.
symptoms and
performance status.
Estimated Comprises details about | The data are required to 1 Alist of the average or most MOHLTC
Schedule of physician services and conduct analysis and frequently billed price for
Benefits biling requirements for compile statistical each OHIP fee code or fee
(SOB) price various procedures and information w ith respect suffix.
associated visits. to the evaluation, 1 Created in-house at ICES
witheach planning and monitoring using a subset of OHIP
OHIP feecode of the health system, records received from
and suffix. and to support related MOHLTC
(ESTSOB) research, and
specifically to create a
standard price for
services recorded in the
OHIP database. Used
for costing analyses.
Surname- Canadads t wo| The data arerequiredto | § The database classifies MOHLTC
based visible minority conduct analysis and people according to their
Ethnicity populations, South compile statistical probable ethnic background,
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Group Asians and Chinese are information w ith respect w ith three categories: South
(ETHNIC) excluded f r of tothe evaluation, Asian, Chinese, and other.
administrative ethnicity planning and monitoring This is the only source of
data. Both of these of the health system, (very limited) ethnicity
populations have unique | and to support related information on all Ontarians.
identifiable surnames not | research, specifically in
shared w ith other ethnic the areas of ethnicity-
groups. The lists based determinants of
deliberately excludes health and health care
surnames, w hich, w hile utilization.
they may be common in
the South Asian or
Chinese population, are
not unique to that
population. As a result,
the South Asian list
includes predominantly
Hindu surnames and is
therefore most
representative of Indian
surnames; Muslim
surnames from Pakistan
and Bangladesh are
often shared w ith Muslim
populations from other
w orld regions, and so
are not included in the
list. These exclusions
provide very low
sensitivity for the South
Asian and Chinese
population. Collecting
data serves the useful
purpose in defining a
cohort of South Asian
and/or Chinese
individuals in a study
w here this is the primary
exposure of interest.
GAPP GAPP contains non- The data arerequired to | § Information on non-fee-for- MOHLTC
Decision OHIP-related payments conduct analysis and service payments made to
Support for health care providers | compile statistical physicians through various
Systems (e.g. primary care information w ith respect alternate payment plans.
(Physician organizations) forthe to the evaluation,
Payments) purpose of examining planning and monitoring
population health care of the health system,
cost. and to support related
research, specifically in
the area of physician
compensation.
Gamma GDML collects data by The data are required to |  Patient-level data including Dynacare
Dynacare linking outpatient conduct analysis and date and results of a variety Gamma
Medical serumurine test data compile statistical of outpatient laboratory Laboratory
Laboratories from 225 Gamma- information w ith respect serum/urine test data from Partnership
(GDML) Dynacare laboratories to the evaluation, 225 Gamma-Dynacare dba Dynacare
across Ontario from planning and monitoring laboratories across Ontario
2002 to 2016. of the health system, for 2002 to 2016.
and to support related i

research, specifically in
the areas of laboratory
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confirmed disease,
including cardiovascular
disease, kidney disease
and diabetes.
Home Care HCD contains The data are required to  Data on all home care visits HSSO,
Database information on clients, conduct analysis and betw een fiscalyears 2005/06 | OACCAC
(HCD) intake, assessment, compile statistical to the current time, including
admission, diagnostic information w ith respect date and type of visit.
and surgical procedure, to the evaluation, 1 Basic demographic and
and service delivery. planning and monitoring health-related characteristics
Data are collected for of the health system, of individuals w ho received
the purpose of helping and to support related home care visits during this
home care clinicians research, specifically in period
code diseases and other | the area of home care
health conditions that services.
frequently occurin home
care.
Home Care HCD collects data forthe | The data are requiredto | § Data on all | home care visits | MOHLTC
Database - purpose of providing conduct analysis and betw een fiscalyears 1994/05
MOHLTC clinical insight into compile statistical and 2014/15, including date
(HCDMOH) patients w ho encounter information w ith respect and type of visit.
service t hr of tothe evaluation, 1 Basic demographic and
Community Care Access | planning and monitoring health-related characteristics
Centres (CCACs). of the health system, of individuals w ho received
and to support related home care visits during that
research, specifically in period
the area of home care
services.
Health Care HCES is across- The data are required to |  Public experiences with MOHLTC
Experience sectional voluntary conduct analysis and aspects of the health system
Survey telephone survey compile statistical (Ontarians age 16 and
(HCES) conducted for the information w ith respect older.)
purpose of examining to the evaluation,
the attachment to planning and monitoring
primary care providers in | of the health system,
Ontario and and to support related
experience w ith other research, specifically to
aspects of the health measure attachment to
care system. primary care providers in
Ont ari o, t he
experience including
w aittimes at service
providers, w alk-in clinics
and emergency
departments, referral to
specialists.
Ontario HIV The Ontario HV The data are required to 9 Clinical data including date of | MOHLTC,
Database Database contains all conduct analysis and HIV diagnoses, prevalence CIHI-DAD
(HV) Ontario HIV positive compile statistical and incidence each year

patients identified since
1992.

information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of HIV
diagnoses, new
infections and health
care utilization trends
among people living with
HIV in Ontario.
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Ontario HV An anonymous, The data arerequired to | § Patient-level data: OHTN
Treatment observational, open, conduct analysis and sociodemographic data,
Netw ork dynamic cohort study of compile statistical social determinants of health
(H\VOHTN) individuals withHIV who | information w ith respect 1 Clinical characteristics

have been diagnosed to the evaluation, 1 Laboratory data

and have entered care in | planning and monitoring

Ontario. The data are of the health system,

collected for the and to support related

purposes of conducting research, specifically in

scholarly research that the areas of

contributes to an engagement in HIV care

improved understanding and the characteristics

of HIV, providing and health care

improved treatment for utilization patterns of

people living with HIV, individuals living with

and helping people living | HIV and engaged in

with HIV get better care.

accessto care.
Health Links Health Link is a team of The data arerequired to | § Data includes: MOHLTC
Datasets providers in a conduct analysis and o Care coordination
(HLINK) geographic area working | compile statistical status

together to provide information w ith respect

coordinated health care to the evaluation, 0 LHI!\I numper of

to patients w ith multiple planning and monitoring patient residence

complex conditions of the health system, 0 LHIN name of

(often seniors) withthe and to support related patient residence

patient at the center. The | research, specifically in 0 LHIN sub-region of

Health Link program the areas of coordinated patient residence

aims to engage patients care services provided o Dates related to

and their care providers to patients of high .

to ensure that the plan is | needs. pgt.|ent

being follow ed, that visit/assessment,

patients are taking the case conference

right medications and completion, and

that patients have a care w hen no longer

provider w ho know s receiving Health

them. The Healtp Link Links care

programds pu

to improve access to

care, reduce w ait times

and prevent

unnecessary hospital

and emergency Visits.
Health HOBIC focuses on the The data are required to | § Data includes measures of 160 Ontario
Outcomes for clinical status of patients | conduct analysis and the acute care, complex health care
Better admitted to acute care, compile statistical sites

Information
and Care
(HOoBIC)

long-term care, complex
continuing care and
home care organizations
in Ontario. HOBIC
collects data for the
purposes of developing
a standard for the
assessment of clinical
information reflective of
nursing care across the
province, providing
information to support
quality improvement

information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research.

continuing care, home care,

and long-term care setting in
Ontario from December 2006
to March 2012.
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initiatives at
organizations and
promoting evidence-
based health system
planning, policymaking
and research through
linkage to health
outcomes.
High Services | High Service Users are The data arerequired to | § These data are derived from | CHI
User (HSU) individuals w ho comprise | conduct analysis and a combination of the
a large percentage of compile statistical Discharge Abstract
health care servicesand | information with respect Database (w henlooking at
incur a large percentage | to the evaluation, high system use based on
of costs. Close planning and monitoring inpatient care) and the
examinations of these of the health system, National Ambulatory Care
high user populations and to support related Reporting System that ICES
provides valuable insight | research, specifically receives from CIHI and
into the health care related to individuals include:
system and highlight identified as "high 0 Basic demographic data
opportunities for service users". High 0 Encounter dates (dates
improvement such as: service users are of admission and
integration and continuity | identified based on discharge for inpatient
of clinical and social either their frequency of stays; dates and time
care, increased use (specifically stamps for emergency
resources forhome care | emergency department visit start
and long-term care departments), their and end)
(particularly for palliative length of stay in 0 Most responsible
patients), and increased hospital, or their overall diagnosis
focus on disease costs within a given o Procedures
prevention and health fiscal year. By having a o Service type (for
promotion. consistent definition of inpatient stays)
high system user (rather o Discharge disposition
than having every study 0 Use of ambulance (for
use a unique definition), emergency department
w e are better able to visits)
understand w hothese o Triage acuity (for
individuals are, how they emergency department
differ from those with Visits)
less frequent/intensive o Type of stayl/visit (i.e.
health service use, and planned vs. emergency)
w here there may be o Flag identifying high
opportunities to system user status
intervene to reduce the 0 Hospital identifier
need for acute care use.
Ontario HYPER contains all The data are required to |  Patient-level data, MOHLTC,
Hypertension Ontario hypertension conduct analysis and 1 Demographic data CHI
dataset patients identified since compile statistical 9 Diagnosis date (since 1991),
(HYPER) 1991, for the purposes of | information with respect age at diagnosis, prevalent
including algorithms for to the evaluation, flags since 1991 and incident
identifying cases, planning and monitoring flags since 1994
validation measures, of the health system, Created in-house at
citations for each cohort | and to support related ICES using data
crez?\tlonl, data research, spgmﬂgally in received from MOHLTC
availability, prevalence the areas of identifying
and incidence flags. hypertension cases, and CHI
including incident and
prevalent hypertension
cases in a certain year.
Information INST contains a series Datasets suchas the The INST datasets map the MOHLTC
about Ontario of datasets regarding hospital discharge institution numbers to the name,
health care Ontariobs he type (e.g. acute care hospital,
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institutions system w hich enable the | database, the OHIP nursing home), and location (e.g.,
funded by the assignment of numbers physician claims postal code, LHIN) of the
MOHLTC to each institution funded | gatapase and the !nst!tut!on. They also map the
(INST) by the MOHLTC. National Ambulatory institution nu_mbers to the_ _
. umbrella facility number, indicate
Care Reporting System |, hich hospitals have academic
(NACRS) database affiliations, and provide a
identify places of care chronological history of changes
using the institution to the institution numbers
number. INST allows assigned to the same institution
ICES to use this
institution number for
purposes of:
1 estimating the
distance that
patients travel
to receive care
(based on the
distance from
the pati
postal code to
the inst
postal code)
1 examining the
effect of
hospital volume
on treatment
outcomes
(w hichrequires
know ing the
history of
changes in the
institution
number for a
given institution
over time)
1 determining
w hich
individuals are
living in a long-
term care
institution (by
determining the
institution type
forthe
institution
number noted
in physician
claims)
ICES ICES Physician The data are required to | 9§ Information about physician MOHLTC,
Physician Database contains conduct analysis and specialties, demographics, OPHRDC
Database yearly information about | compile statistical practice characteristics and
(IPDB) all physicians in Ontario information w ith respect relative w orkload.
for the purposes of to the evaluation,
physician profiling, planning and monitoring
predicting physician of the health system,
behavior, and measuring | and to support related
physician supply. research, specifically in
the areas of practice
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and personal
characteristics of
physicians providing
services in Ontario.
Local Health LHIN is comprised of The data are required to 1 record for each of the 14 MOHLTC,
Integration data from 14 not-for- conduct analysis and different geographic areas of | Statistics
Netw ork profit corporations w ho compile statistical Ontario withthe follow ing Canada,
(LHIN) workw ith local health information w ith respect information for each LHIN: Ontario
providers in planning, to the evaluation, LHIN number, name, Ministry of
funding, integrating and planning and monitoring population, localization index | Finance,
delivering local home of the health system, (percent of hospitalizations Intellihealth
care services to citizens and to support related occurring at local high- Ontario
across the city to meet research, specifically in volume hospitals), number of
the needs of residents. the areas of planning, high-volume hospitals, list of
LHIN health services integrating and funding high-volume hospitals
include hospitals, local health services. (names and institution
community care access numbers).
centres, community Contains one record for each
support services, long- of the 175 acute care
term care, mental health hospitals in Ontario
and addictions services Residence codes (based on
and community health Ontario municipal
centres. boundaries) linkage to LHIN
Yearly population estimates
and projections by single
years of age and sex
Management MIS is a comprehensive The data are required to Balance sheet data (e.g., MOHLTC
Information reporting systemfor use | conduct analysis and current assets, long-term
System (MIS) by hospitals across compile statistical liabilit
. . X iabilities)
Canada, forthe purpose | information withrespect
of providing to the evaluation, Income statement data. (e.9.,
management information | planning and monitoring revenue, expenses, gans,
to assist health care of the health system, losses)
managers in allocating and to support related Revenue and expense
and utilizing resources research, specifically in information
more _eff|C|entIy and the areas of financial Functional (accounting)
effectively. accounting and
management statistics centre data
related to the day-to-day Statistical information (e.g.,
operations of health nursing service recipient
service organizations. w orkload, earned hours,
number of meals, volunteer
hours of service)
Linked MOMBABY dataset links | The data are required to Demographic data (e.g., birth | MOHLTC,
Delivering the DAD inpatient conduct analysis and date, infant sex, maternal CHI
Mother and admission records of compile statistical age)
New borns delivering mothers and information w ith respect Clinical health data (e.g. birth
(MOMBABY) their new borns for the to the evaluation, outcome, length of gestation,
purpose of planning and monitoring birthw eight, parity, admission
corresponding records of the health system, and discharge date
betw een a mother-child and to support related
pair. research, specifically in
the areas of perinatal
heath.
National NACRS captures The data are required to Data on all hospital-based MOHLTC,
Ambulatory information on patient conduct analysis and and community-based CHI
Care visits to hospital and compile statistical ambulatory care (e.g. day
Reporting community based information w ith respect surgery, outpatient and
System ambulatory care such as | to the evaluation, community-based clinics,
(NACRS) day surgery, outpatient planning and monitoring and emergency departments

clinics and emergency

of the health system,
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departments w ithin
Ontario. NACRS collects
data forthe purposes of
processing and
analyzing summary data
on institution-based
ambulatory care,
supporting management
decision making at the
hospital, facilitating
provincial and national
comparative reporting
and supporting related
approved analysis and
research.

and to support related
research, specifically in
the areas of (1)
identifying patients
treated at emergency
departments, dialysis
clinics, cancer clinics,
and people receiving
same day surgeries, (2)
service volume, and (3)
identifying specific
health care needs of
Ontarians.

Quarterly
National
Ambulatory
Care
Reporting
System
Quarterly
(NACRSQ)

NACRS contains data
for all hospital-based
and community based
ambulatory care: day
surgery, outpatient and
community-based clinics
and emergency
departments. NACRSQ
data are received by
ICES approximately two
months after the end of
each quarter.

The data are required to
conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of (1)
identifying patients
treated at emergency
departments, dialysis
clinics, cancer clinics,
and people receiving
same day surgeries, (2)
service volume, and (3)
identifying specific
health care needs of
Ontarians.

9 Data on all hospital-based
and community-based
ambulatory care (e.g. day
surgery, outpatient and
community-based clinics,
and emergency departments
Data are received quarterly
(4 times a year)

MOHLTC,
CHI

New Drug
Funding
Program
(NDFP)

The NDFP contains data
related to funding of new
and often expensive
cancer drugs for the
purpose of ensuring that
Ontario patients have
equal access to high-
quality intravenous (IV)
cancer drugs.

The data are required to
conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of systemic
therapy in cancer
patients.

 Patient-level data related to
funding of cancer medication

CCO

Narcotics
Monitoring
System
(NMS)

The NMS collects data
on dispensed
prescriptions for
narcotics, controlled
substances and other
monitored drugs. NMS
data are collected for the
purposes of educational
and public health and
reporting possible
criminal conduct to law
enforcement agencies.

The data are required to
conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of prescribing
practices and use of
narcotic analgesics (i.e.

1

Prescription drugs captured
in this database include:

0]

0]

Opioid analgesics (e.g.
Tylenol 3E,
Stimulants (e.g.
methylphenidate
(Ritalin®))
Benzodiazepines/zolpid
em (e.g. Valium®)
Barbiturates (e.g.
phenobarbital)
Testosterone products

MOHLTC
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opioids), non-narcotic o0  Other Drugs (i.e.
controlled drugs (i.e. tramadol containing
stimulants, products)
benzodiazepines, Information on the
barbituates), and other prescription dispensed (drug
monitored drugs (e.g. identification number,
testosterone) in Ontario. quantity, day supply, route of
administration, strength,
manufacturer), patient
(cardholder ID, age, sex,
birth date), prescriber
(specialty [i.e. physician,
nurse practitioner etc.],
prescriber ID), pharmacist
ID, and agency w herethe
prescription w as dispensed
National The NPHS is a The data are required to Health survey results about MOHLTC,
Population longitudinal survey that conduct analysis and health status and factors StatsCan
Health Survey | collects information compile statistical impacting health
(NPHS) related to the health of information w ith respect
the Canadian population. | to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of evaluating
population health status,
health care service
usage, and lifestyle risk
factors such as smoking
or alcohol use.
National The NRS contains The data are required to Data on all staysin an MOHLTC
Rehabilitation patient data collected conduct analysis and inpatient rehabilitation bed.
Reporting from participating adult compile statistical Patient characteristics at the
System inpatient rehabilitation information w ith respect time of arrival and again at
(NRS) facilities and programs to the evaluation, the time of discharge.
across Canada. NRS planning and monitoring
collects data for the of the health system,
purposes of supporting and to support related
CHHI's mandate, research, specifically in
collecting processing the areas of inpatient
and analyzing adult rehabilitation services
inpatient rehabilitation
services, supporting
management decision
making at the hospital,
facilitating provincial and
national comparative
reporting and supporting
related approved
analysis and research.
New born NSO screens almost The data are required to Data from NSO are CHEO
Screening every new bornin conduct analysis and contained in three types of
Ontario Ontario forrare but compile statistical datasets:
(NSO) treatable diseases using information w ith respect

a combination of
advanced laboratory
techniques. NSO data
are collected for the
purposes of retaining

to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in

a) demographic information
about the new bornand the
mother;
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demographic information | the areas of monitoring b) blood sample analyte
about the new born and diseases of new born values (concentrations,
the mother, blood screened and quality ratios);
samples and disease control and quality c) disease outcomes and
outcomes and diagnoses | assurance on the diagnoses from NSO
from NSO screening screening tests. screening tests, as based on
tests. analyte values and standard
diagnostic cut-offs.
Ontario Breast | OBSP collects data in The data arerequired to | § Patient-level data related to CCO
Screening the course of operating conduct analysis and mammography (breast X-
Program the breast screening compile statistical ray) and a physical
(OBSP) program, including with information w ith respect examination of the breasts
respect to recruitment, to the evaluation, by a physician or a nurse
recall, follow -up and planning and monitoring
ongoing quality of the health system,
assurance in order to and to support related
provide timely, research, specifically in
coordinated the areas of breast
assessments of women cancer prevention
w ith abnormal
mammograms.
Ontario OCCC includes all The data are required to 1 Includes all Ontario patients MOHLTC,
Cr ohnos | Ontario patients who conduct analysis and w how ere identified with CHI
Colitis Cohort w ere identified with compile statistical Inflammatory Bow el Disease
dataset Crohnoés di s e]| information withrespect aged 0-105 years since 1991
(occo) Ulcerative Colitis from to the evaluation, 1 Created in-house at ICES
the ages of 0-105 years. | planning and monitoring and updated annually using
of the health system, data from CIHI and MOHLTC
and to support related
research, specifically in
the areas of prevalence
and incidence of
Cr o h nskase od i
Ulcerative Colitis w hich
means Inflammatory
Bow el Disease.
Ontario Case OCCI collects case The data arerequired to | § Patient-level data MOHLTC
Costing costing data for acute conduct analysis and 1 Health systemcost data
Initiative inpatient, day surgery compile statistical (e.g., estimated costs of
(ocan and ambulatory care information w ith respect acute hospitalizations and
cases, as wellas to the evaluation, emergency department
complex continuing care | planning and monitoring visits)
and rehabilitation cases. | of the health system,
Data are collected for and to support related
the purposes of research, specifically in
improving management the areas of health
decision making, system costs.
development of hospital
funding methodologies
and ensuring
comparability in the
costing methodology
across hospitals.
Ontario OCR is the provincial The data are required to [ § Patient demographics, CCO
Cancer database of information conduct analysis and cancer diagnosis details, and
Registry for all Ontario residents compile statistical death information.
(OCR) w ho have been information w ith respect

diagnosed w ith cancer or
w ho have died of cancer.
The OCR collects data

to the evaluation,
planning and monitoring
of the health system,
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and exchanges and to support related
information w ith other research, specifically in
provinces and territories | the areas of cancer
about residents care.
diagnosed or treated
outside of Ontario. This
approach ensures
completeness of
provincial cancer
records.
Ontario Drug The ODB database The data are required to [ 1 Each record represents a MOHLTC
Benefit Claims | contains claims for conduct analysis and drug claim (i.e. a dispensed
(ODB) prescription drugs compile statistical prescription) paid for by the
received under the information w ith respect Ministry of Health
Ontario Drug Benefit to the evaluation, 1 Data include:
program. planning and monitoring o Drug identifier
of the health system, 0 Quantity, # days
and to support related supplied
research, specifically in o Cost
the areas of treatment o Patient, Pharmacy and
intervention, diagnosis, Physician identifiers
patient outcomes and o Date prescription was
follow -up. dispensed
0 Long Term Care
indicator
Ontario The ODD is a The data are required to M The Ontario Diabetes MOHLTC,
Diabetes population-based conduct analysis and Database (ODD and ODD CHI
Dataset disease registry compile statistical specific) contains all
(ODD) constructed using a information w ith respect individuals in Ontario with
validated algorithm to thg evaluation, o any type of non-gestational
base_d on planning and monitoring diabetes identified since
hospitalizations and of the health system, 1991
physician visits to and to support related )
|dent|_fy_ |nd|y|duals w ith research, sp(_auflc_ally in 1 Created in-house at ICES
physician-diagnosed the areas of identify .
diabetes mellitus in diabetes cases, and and updated annually using
Ontario. ODD data is incidence/prevalence of data from CHI and MOHLTC
collected for the purpose | diabetes.
of recording physician-
diagnosed diabetes
cases.
Organ Donor The ODR collects data The data are required to 1 Includes the date of MOHLTC
Registry on patients w ho have conduct analysis and registration, donor status and
(ODR) registered to be a compile statistical the specific organs that
deceased organ donor information w ith respect individuals have exempted
and date of registration. to the evaluation, out of potentially donating
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of organ
donation.
Ontario Home OHCAS collects patient The data are required to 1 Information on all home care | MOHLTC

Care
Administrative
System
(OHCAS)

data for purposes related
to administering home
care services in Ontario.

conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in

visits for fiscal years 1988/89
T 2005/06, including date
and type of visit.

1 Basic demographic and
health-related characteristics
of individuals w horeceived
home care visits during that
period
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the areas of delivery and
receipt of home care
services.
Ontario Health | OHIP data contains most | The data are required to Each record represents a MOHLTC
Insurance claims paid for by the conduct analysis and single service, identified by
Plan Claims Ontario Health Insurance | compile statistical the fee code, and relates to
Database Plan. The data covers all | information w ith respect an individual patient
(OHIP) health care providers to the evaluation, Captures all health care
w ho can claim under planning and monitoring providers w ho can claim
OHIP (this includes of the health system, under OHIP (this includes
physicians, groups, and to support related physicians, groups,
laboratories, and out-of- research, specifically in laboratories, and out-of-
province providers) for the areas of heath province providers w ith some
the purposes of services utilization, exceptions)
maintaining a record of tracking of patient
the patient and history and patient care
physician, services trajectory.
provided, date of the
service, associated
diagnosis, and fees paid.
Ontario Health | The OHS collects health | The data are required to Demographic data (e.g. birth [ The Ontario
Study data through online conduct research, date, sex, family size, work Institute for
(OHS) questionnaires, physical specifically in the areas history, language, ethnicity, Cancer
measures and blood of cancer and chronic income, education) Research
samples for the diseases. Health-related self-ratings
purposes of providing (e.g. personal and family
researchers with the health history, physical
resources to investigate activity, eating habits,
the relationship betw een womenodés health
genetics, lifestyle, the environmental exposures,
environment and overall behaviour, alcohol and
health. tobacco use, sleep patterns,
medication history,
emotional health and well-
being)
Test results (e.g. blood tests,
mammography, pap test,
sigmoidoscopy, and
colonoscopy.
Acute and chronic conditions
(e.g. cancer, infections,
cardiovascular diseases,
chronic pulmonary
obstructive disease (COPD),
chronic bronchitis, endocrine
disease, thyroid disease,
gastrointestinal disease)
Ontario Health | The OHSURVEY The data are required to Individual-level data related MOHLTC,
Survey collects health data on conduct analysis and to health practices and StatsCan,
(OHSURVEY) behalf of On| compile statistical behaviors

population w hichis used
to examine self-reported
utilization of specific
health services. Data
can be compared across
various socioeconomic
strata and health status
states, and can be linked
to administrative data.
This link provides the
ability to assess health

information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically
related to the link

betw een health
behaviour and
determinants of health
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statuso6 and and health care
medical conditions in utilization.
combination w ith actual
health care utilization.
OHSURV EY & s d
serves the purpose of
understanding health
practices and behaviours
that are unattainable
from other data sources.
Ontario OLIS provides The data are required to 1 Demographic data (e.g., MOHLTC
Laboratories authorized health care conduct analysis and birth date, sex, patient
Information providers access to lab compile statistical address)
System test orders, results from information w ith respect 9 Healthcare provider data
(OLIs) hospitals, community to the evaluation, (e.g., practitioner licensing
labs and public health planning and monitoring numbers)
labs. As patients move of the health system, f Clinical data (e.g., lab test
betw een hospitals, and to support related results, additional
family physicians, home research, specifically in information on test
care and long-term care | the areas of clinical lab requisitions and test types)
settings, OLIS makes testing, and disease
view ing patients current detection, diagnosis and
and past test results monitoring.
easier and enables
treatment decisions to
be made at the point of
care. The data collected
serves the following
purposes: providing a
comprehensive and
complete lab test history,
monitoring progress of
treatments, supporting
chronic disease
management and
creates system cost
savings by reducing
administrative time spent
sending lab results and
duplicating tests.
Ontario Mental | OHMRS collects data on | The data are required to | § Diagnosis and intervention MOHLTC,
Health patients in adult conduct analysis and data CHI
Reporting designated inpatient compile statistical 1 Demographic data (e.g. age,
System mental health beds. information w ith respect sex, education, geographic
(OHMRS) to the evaluation, variables)
planning and monitoring
of the health system,
and to support related
research, specifically in
the area of mental
health hospitalizations.
Ontario OMD links together all The data are required to 9 Information about the index MOHLTC,
Myocardial of Ontar i o6 s| conductanalysis and acute myocardial infarction. CHI
Infarction administrative databases | compile statistical hospitalization
Dataset to create a database for information w ith respect M Interventions received w ithin
(OMID) monitoring the quality of | to the evaluation, certain time window s since

acute myocardial
infarction care in
Ontario.

planning and monitoring
of the health system,
and to support related
research, specifically

the index admission
1 Information about attending
physician
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related to acute
myocardial infarction.
Ontario ONMARG is a The data are required to An area-based index Toronto
Marginalizatio geographically based conduct analysis and developed to quantify the Community
n Index index developed to compile statistical degree of marginalization Health Profiles
(ONMARG) quantify the degree of information w ith respect occurring across the
marginalization occurring | to the evaluation, province of Ontario. I is
across the province of planning and monitoring comprised of four major
Ontario, w hich examines of the health system, dimensions thought to
residential instability, and to support related underlie the construct of
material deprivation, research, specifically in marginalization: residential
dependency and ethnic the evaluation of instability, material
concentration. inequalities in health, deprivation, dependency and
ONMARG collects data other social problems ethnic concentration.
for the purpose of related to health, and This dataset w as created in-
tackling complex urban health care access house at ICES using data
health issues such as among population pulled directly from Toronto
the health consequences | groups or geographic Community Health Profiles.
of social inequality in areas across Ontario.
cities.
Ontario ORAD contains data on | The data are required to Contains both prevalent and MOHLTC
Rheumatoid all Ontario rheumatoid conduct analysis and incident cases from the
Arthritis arthritis patients compile statistical beginning of the case-finding
Dataset identified since 1991. information w ith respect period.
(ORAD) ORAD collects data for to the evaluation, Created in-house at ICES
the purpose of improving | planning and monitoring and updated annually using
the accuracy of of the health system, data from CIHI and MOHLTC
Canadian health and to support related
administrative databases | research, specifically in
in identifying patients the areas of rheumatoid
w ith rheumatoid arthritis. | arthritis diagnoses,
incidence and
prevalence and health
care utilization trends
among people living with
rheumatoid arthritis in
Ontario.
Vital Statistics | ORGD The data are required to Includes underlying cause of | ORG
i Deaths contains information on conduct analysis and death and immediate cause
(ORGD) all deaths registered in compile statistical of death information.
Ontario starting on information w ith respect
January 1990, for the to the evaluation,
purpose of collecting planning and monitoring
data on causes of death, | of the health system,
and contributing and to support related
conditions. research, specifically in
ascertainment of cause
of death.
Ontario Renal | ORRS collects data on The data are required to Data primarily pertains to CCco

Reporting
System
(ORRS)

timely chronic kidney
disease and renal
dialysis, for the purposes
of improving system
performance,
accountability and the
quality of chronic kidney
disease patient care in
Ontario by reporting
potential health
indicators.

conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of kidney
disease for patients
attending pre-dialysis

patients with End Stage
Renal Failure, and also some
patients w ith Acute Kidney
Injury receiving outpatient
dialysis will be captured.
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clinics and those
receiving dialysis in an
outpatient setting.

Ontario Stroke

The OSR is compiled to

The data are required to

Clinical data on patients

100+ Ontario

Registry monitor and report on conduct analysis and with acute stroke (including Hospitals
(OSR) the quality of stroke care | compile statistical ischemic stroke,
in Ontario. information w ith respect .
to the evaluation, intracerebral hemrrhage,
planning and monitoring and subarachnoid
of the health system, hemorrhage) or transient
and to support related ischemic attack seen in the
research, specifically in emergency department or
the areas of stroke and admitted to hospital in
transient ischemic Ontario.
attacks.
Ontario OTR identifies, The data are required to Contains information MOHLTC
Trauma describes and quantifies | conduct analysis and regarding trauma team
Registry trauma (injuries) in compile statistical activation upon the
(OTR) Ontario. OTR collects information w ith respect admittance of a trauma injury
data for the follow ing to the evaluation, patient in one of the
purposes: to collect, planning and monitoring designated trauma center
process and analyze of the health system, institutions in Ontario
summary data on and to support related Contains information about
hospital trauma research, specifically in trauma injury events not
separations, to the areas of Ontario contained in other databases
contribute to the trauma trauma injury such as injury severity score,
reduction of injuries and events. abbreviated injury scale,
related deaths by Glasgow Coma scale
identifying, describing indicators
and quantifying trauma,
to increase aw areness of
injury as a public health
problem, to assist injury-
prevention and treatment
programs and to support
injury-related approved
analysis and research.
Primary Care The PCAS is a cross- The data are required to Data includes: MOHLTC
Access sectional voluntary conduct analysis and 0 Health Status
Survey telephone survey compile statistical o Perceptions of the Health
(PCAS) conducted by the information w ith respect Care System in Ontario
Institute for Social to the evaluation, o Family Doctor Status
Research at York planning and monitoring o Practice Setting for
University. PCAS of the health system, Family Doctor
collects data for the and to support related o Utilization of Primary
purpose of measuring research, specifically in Health Care Services
the number of Ontarians | the area of access to o Childrenots &
w ho are able and unable | primary care in Ontario. Access to Primary Health
to access a regular Care Services
family doctor. Data o0 Telehealth Ontario T
details their experiences Aw areness and Use
in attaining care, their 0 Sociodemographic
health and 0o OHIP Status
sociodemographic
characteristics.
Postal Code PCCF is afile The data are required to Contains macros Statistics
Conversion disseminated by conduct analysis and corresponding to each Canada,
File Statistics C| compie statistical census year to link the postal | Canada Post
(PCCF) liberation Initiative which | information w ith respect codes w ith the geographic Corporation
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links six-character postal | to the evaluation, variables based on PCCF+
codes to standard planning and monitoring files since 1996
geographic areas such of the health system, 1 Geographic variables include
as dissemination areas, and to support related neighbourhood income
census tracts and research, specifically by quintiles, census division,
census subdivisions. By using postal code to dissemination area,
linking postal codes to identify census latitude/longitude, urban/rural
standard geographic geographic variables
areas, the file facilitates
the extraction and
subsequent aggregation
of data for selected
geographic areas.
Primary Care PCPOP is a population The data are required to 1 Data includes: CHI, CCO
Population level dataset that conduct analysis and o0  Basic demographic
(PCPOP) includes all Ontarians compile statistical variables
w ho are deemed alive information w ith respect o  Chronic disease flags
and eligible at a given to the evaluation, o Hospital readmissions
point in time for the planning and monitoring o] Screening 1
purpose of retaining of the health system, mammograms/pap/colo
information on the and to support related rectal
physician/group and research, specifically in o Diabetic Care i eye
family health team (FHT) | the areas of accessto exams/hbalc/lipids
that the patient is primary care, different 0  Selected specialist
enrolled w ith. interdisciplinary models, visits
and physician 0  Number of core primary
reimbursement models. care visits to the
patientds o0\
physician, ow n group
and total visits.
0 Created in-house at
ICES using date
received from CCO and
CIHI
Ontario Physician Netw orks are The data are required to | § Physician Netw orks are MOHLTC,
Multispecialty groups of hospitals and conduct analysis and groups of hospitals and CHI
Physician physicians, primary care | compile statistical physicians (primary care and
Netw ork and specialists, w hich information w ith respect specialists) w hich are
dataset are responsible forthe to the evaluation, responsible forthe health
(PHYSNET) health care of a group of | planning and monitoring care of a group of Ontario
Ontario residents. Data of the health system, residents
are collected for the and to support related 1 The physician netw orks are
purposes of reporting research, specifically in designed around existing
existing patient flow to the areas of linking patterns of patient flow and
physicians and hospitals patients and/or not constrained
w here their patients are physicians to physician geographically
admitted, determining netw orks in Ontario. 1 There are different sets of
structural characteristics, netw ork datasets created
physician specialty and according to different time
chronic disease periods
strategies of high
efficiency netw orks.
Ontario The PBD database The data are required to  Clinical data on all Ontario MOHLTC,
Paediatric includes all Ontario conduct analysis and patients w ho w ere identified CHI
Inflammatory patients whow ere compile statistical w ith Inflammatory Bow el
Bow el identified with information w ith respect Disease (IBD, meaning
Disease Inflammatory Bow el to the evaluation, Crohnés dioldigas
dataset Disease whenthey were | planning and monitoring w henthey were aged 18
(PIBD) aged 18 years or less of the health system, years or less since 1991

since 1991, forthe
purpose of reporting.

and to support related
research, specifically
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
related to the incidence
and prevalence of
Inflammatory Bow el
Disease for children in
Ontario.
The Pediatric POGONIS contains The data are required to 9 Data on childhood cancer Pediatric
Oncology detailed clinical conduct analysis and cases in Ontario since 1985, Oncology
Group of information on childhood | compile statistical including diagnostic Group of
Ontario cancer cases in Ontario, information w ith respect information on pediatric Ontario
Netw orked specifically diagnosis, to the evaluation, cancer patients, specifics of
Information treatment, complications planning and monitoring cancer treatment, and patient
System and long-term outcomes. | of the health system, outcomes
(POGONIS) POGNOIS data are and to support related
collected forthe research, specifically in
purposes of monitoring the areas of pediatric
the incidence and cancer care.
prevalence of childhood
cancer, the demand for
cancer care, the nature
and specifics of cancer
treatment, patient
outcomes and long-term
effects of childhood
cancer and cancer
treatment.
Ontario Inter- Files contain inter-censal | The data are required to | § Contain inter-censal and MOHLTLC
censal and post-censal conduct analysis and post-censal estimates of the
Population estimates of the compile statistical Ontario population by sex,
Estimates and | Canadian population by information w ith respect age, and geographic areas
Projections sex and age for the to the evaluation, since 1981
(POP) purpose of producing planning and monitoring
statistics on population, of the health system,
resources, economy, and to support related
society and culture. research.
Canada Inter- Files contain inter-censal | The data are required to | § Contain intercensal Statistics
censal and post-censal conduct analysis and estimates of the Canadian Canada
Estimates estimates of the compile statistical population by sex and age
(POPCAN) Canadian population by information w ith respect since 1971
sex and age for the to the evaluation,
purpose of producing planning and monitoring
statistics on population, of the health system,
resources, economy, and to support related
society and culture. research.
Resident RAICA is a short The data are required to | § Demographic information HSSO
Assessment screening assessment conduct analysis and and reason for home care
Instrument completed for adults at compile statistical referral
(RAI) - the time of intake to information w ith respect I Home care screening items
Contact home and/or palliative to the evaluation, and modular assessments
Assessment care. RAICA records planning and monitoring
(RAICA) essential clinical of the health system,

information on the
urgency for home care
service, need for further
in-depth assessments,
and need for specialized
services.

and to support related
research, specifically in
the areas of home care.
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
Inter-Resident | RAIHC informs and The data are required to | § Demographic information HSSO
Assessment guides comprehensive conduct analysis and and reason for home care
Instrument care and service compile statistical referral
(RAI) - Home planning in community- information w ith respect 1 Home care assessment
Care based settings. Data are | to the evaluation, information
Assessment collected forthe purpose | planning and monitoring
System of focusing on the of the health system,
(RAIHC) individuals functioning and to support related
and quality of life by research, specifically in
assessing needs, the area(s) of home
strengths, and care.
preferences, and
facilitates referrals and
determining formal
health care or supportive
services options.
Resident The RAIHCMOH The data are required to | { Demographic information MOHLTC
Assessment database is compiled for | conduct analysis and and reason for home care
Instrument the purpose of informing compile statistical referral.
(RAI) - Home and guiding information w ith respect 1 Home care assessment
Care comprehensive care to the evaluation, information
(MOHLTC) planning in the current planning and monitoring
(RAIHCMOH) home care environment. of the health system,
Data are used to and to support related
evaluate needs, research, specifically in
strengths, and the area of home care.
preferences of elderly
clients of home care
agencies.
Reference REF contains detailed The data are required to 1 Contains various geographic- [ MOHLTC,
Files (Look-up | information on various conduct analysis and related look-up tables. (e.g. CHI
Tables) (REF) geographic variables compile statistical Dissemination Area can be
used in conducting information w ith respect linked w ith other geographic
population level analysis. | to the evaluation, variables such as income
planning and monitoring quintile)
of the health system,
and to support related
research, specifically by
identifying geographic
area information through
look-up tables.
Registered The RPDB database The data are required to | 9 Basic demographic MOHLTC,
Persons provides demographic conduct analysis and information on every patient CHI
Database information on any compile statistical w ho has ever received an
(RPDB) individual w ho has ever information w ith respect Ontario health card number
received an Ontario to the evaluation,
health card number, for planning and monitoring
the purpose of reporting. | of the health system,
and to support related
research, specifically in
areas of measurement
of patient outcomes
such as death.
Same Day SDS contains patient- The data are required to |  Diagnosis and intervention MOHLTC,
Surgery level data for day conduct analysis and data CiHI
Database surgery institutions in compile statistical 1 Demographic data (e.g. age,
(Annual) Ontario. Every record information w ith respect sex, FSA)
(SDS) corresponds to one to the evaluation, 1 Provider (e.g. specialty) data

same-day surgery or
procedure stay. Each
individual data set

planning and monitoring
of the health system,
and to support related
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